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OBb 3TOM PYKOBOLOCTBE

OTOT OKYMEHT npeacTaenseT cobon PykoBoacTeo nonb3oaTens Kaspersky Internet Security.

Ina ycnewHoro ucnonb3oBaHns Kaspersky Internet Security nonb3oBatensim Hy>HO ObiTb 3HAaKOMbIM C MHTEpencom
MCMONb3yeMolr OMnepauMoHHON CUCTEMbl, BradeTb OCHOBHbIMW npuemMamu paboTel B Hew, ymeTb pabotatb C
3NEKTPOHHOM MOYTOM U UHTEPHETOM.

PykoBoacTBO NpegHasHaveHo Ans CreayoLwmnx Lene:
e [lomoub ycTtaHoBUTE Kaspersky Internet Security, aktmBupoBaTb 1 UCNONb30BaTb NPOrpaMmy.

e Ob6ecneuntb BLICTPLIN MOUCK MHOPMaLMK ANsi pELLEHNs BONPOCOB, CBSI3aHHbIX ¢ paboTon Kaspersky Internet
Security.

e PacckasaTb 0 AONOMHUTENbHBIX UCTOYHUKAX UHGpOPMaLMKM O NporpaMme M cnocobax nonyvyeHuss TeXHUYECKow
noaaepXKu.

B 3TOM PA3JENE
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B 3TOM NOKYMEHTE

OTOT OOKYMEHT COAEPXAT CrieayoLmne pasnens.

McTouHUKM MHOopMaLmMK o nporpaMmme

OTOT pasgen CoAepXuT onncaHme WCTOYHWKOB MHGOpMauuyM O nporpaMme un cBegeHus o Beb-cantax, KOTopble Bbl
MOXeTe UCMNomnb30BaTh, YTOObI 06CYANTL paboTy Nporpambl.

Kaspersky Internet Security

3TOT pasgen coaepXuT OonucaHue BO3MOXKHOCTEN MporpaMmbl, a Takke KpaTKyld WMHMOPMauuilo O YHKUMSX WU
KOMMOHEHTax Mnporpammbl. Bbl y3HaeTe O TOM, M3 4Yero COCTOWT KOMMIEKT MOCTaBKM M Kakue YCNyru OOCTYMHbI
3apervcTprpoBaHHbIM MOMb30BaTENAM NporpamMmbl. B pasgene npueeaeHa MHopMaLysi O TOM, KakuM NporpamMMHbIM 1
annapaTHbIM TpeboBaHVSAM [OIKEH OTBEYaTh KOMMbIOTEP, YTOOLI HA HEr0 MOXHO ObINO YCTAHOBWTL NPOrpamMmy.

YcTaHOBKa U yaaneHue nporpamMmmbil

3101 pasgen coaepXut nowlaroeble MHCTPYKLUMK MO YCTAaHOBKE U yaaneHuo nporpamMmmbl.

JNInueH3snpoBaHue nporpaMmmbi

OTOT pasgen cogepXut MHMOpPMaLmio 00 OCHOBHBIX MOHATMSAX, CBA3aHHbIX C akTuBauuewn nporpammbl. U3 aTtoro
pasgena Bbl y3HaeTe O HasHayeHun JIMLUEH3MOHHOro cornaileHus, cnocobax aktuBauuum nporpaMMmbl, a Takke O
npoafieHnn cpoka AeNCTBUS NULIEH3NN.




OB 3TOM PYKOBOQACTBE

PaboTta c yBegomMneHusimm nporpaMmmbl

OTOT pasgen coaepuT MHOoPMaLmMio 0 paboTe C YBEAOMIEHUAMM NPOrpamMmbl.

AHanus cocTosiHMA 3alUTbl KOMMbIOTEPa M yCTpaHeHWe Npo6nem 6e3onacHOCTH

OTOT pasgen coaepxut MHopMaLMo O TOM, Kak NPOBEPUTb COCTOSIHUE 3aLUUTbl KOMMbloTepa U ycTpaHuTb NpobremMbl
©6e3onacHocTu.

OGHoBeHue 6a3 n NporpamMMHbIX MoAymewn

OTOT pasfen CoOepXXUT NMoLIaroBble UHCTPYKLMK MO 0BHOBMNEHMo 6a3 1 NporpaMMHbIX MOy e.

MpoBepka kKomnbloTEpa

OToT pasaen coaepXxut nowarosble MHCTPYKUUMKM MO NpoBepKe KOMMbTepa Ha BUPYCbl, Bp€OAOHOCHbIE MporpamMmmbl U
YA3BMMOCTU.

BoccTaHoBneHue onepauMoOHHON CUCTEMbI NOCHEe 3apaXeHus

70T pasfen cogepkuT MHPOPMALMI0 O BOCCTAHOBMNEHMMN OMNepaLOHHON CUCTEMbI MOCHE 3apaXXeHus BUpycamu.

3awmTa 3NeKTPOHHOM NOYThI

OTOT pasgen coaepXuT MHpoPMaLMIo O TOM, Kak 3alMTUTL SNIEKTPOHHYIO NMOYTY OT crnama, BUPYCOB U APYTUX NPOrpamMm,
npeacTaBnsoWmnX yrposy.

3awuTa NMYHbIX AaHHbIX B UHTepHeTe

OT1oT pasgen coaepXxut MHopMaLmio 0 TOM, Kak caenatb pa60Ty B NMHTEPHETE ©6e30nacHoi 1 3alUTUTL BallW AaHHbIe
OT KpaXu.

YCTpaHeHVIe cnepnos pa60TbI Ha KOMNbOTEpe N B UHTEPHETEe

OTOT pasfen coaepXunT nHdopmMauuio o6 yaaneHun cnenos akTMBHOCTU MOMb30BaTeNs C KOMMboTepa.

KOHTpO.Hb paSOTbI nonb3oBaTenie Ha KOMNbKOTEpPE U B UHTEPHETEe

OTOT pasgen CoaepxuT MHGoOpMaumio 0 TOM, Kak ¢ nomollblo Kaspersky Internet Security KoHTponupoBaTbe AencTBus
nonb3oBaTenemn Ha KOMMNbIOTEPE U B UHTEPHETE.

CoxpaHeHWe pecypcoB onepaLMoHHON CUCTEMbI AJ1sl KOMMbIOTEPHLIX UrP

OTOT pasgen COAepPXWT MHCTPYKUMIO O TOM, KaK MOBBLICUTb MPOW3BOAMTENIbHOCTb OMepauMoHHOW CUCTEMbl Ans
KOMMNbIOTEPHbBIX UFP M APYrMX NPOrpamm.

Pa6oTa ¢ Heu3BeCTHbIMM NporpaMMamMm

JTOT pasgen CoAepXUT MHGOPMauMi O MNPeaoTBPalLeHNM HeCaHKUMOHUPOBAHHLIX AEWCTBUA MNporpaMm  Ha
KOMMblOTEpE.

Pexxum Be3onacHbIx nporpamm

3TOT pasgen coaepXuT MHdopMauuio o pexnuve BesonacHbIx NporpaMm.




PYKOBOACTBO NONb30OBATENA

3awmTta goctyna Kk ynpaBneHuto Kaspersky Internet Security ¢ nomowbio napons

OTOT pasgen CoaepXuT MHCTPYKLMIO MO 3aLuTe napameTpoB NporpamMmMbl C MOMOLLbIO Maporns.

MpuocTaHOBKa M BO30OHOBIEHME 3aLMThI KOMMNbIOTEpa

3101 pasgen coaepXuT nowlaroBble UHCTPYKLUMN MO BKITHOYEHUIO U BbIKIMKOYEHUIO NporpamMmmbl.

BoccTaHoBneHMe cTaHAAPTHBIX NapamMeTpoB paboTbl NporpamMmbl

OTOT pasgen CoAepX UT MHCTPYKLMIO O TOM, Kak BOCCTaHOBUTL CTaHAAPTHbLIE NapaMeTpbl paboTsbl NporpaMmbl.

MpocmoTp oTyeTa 0 paboTe NporpaMmbl

3TOT pasfen coaepXUT MHCTPYKLMIO O TOM, Kak MPOCMOTPETb OTYETHI O paboTe Nporpammb!.

MpumeHeHMe NapamMeTpPOB NporpamMMbl Ha APYrom KOMMbloTepe

3TOT pasgen coaepXuT MHGOPMaLMIO O TOM, KaK 9KCNOpTUPOBaTb NapaMeTpbl NPOrpaMmbl U MPUMEHUTL UX Ha OPYrom
KOMMbloTepe.

Yyactue B Kaspersky Security Network

OTOT pasgen cogepXuT MHdopMauuio 0 Tom, YTo Takoe Kaspersky Security Network, n kak npuHsTL ydyactue B
nporpamme KSN.

YyacTtue B nporpamme «3awuTu gpyra»

OTOT pasgen coaepXuT MHOPMAaLIMIO O NporpaMme «3alluTi Apyra», KoTopas no3BonseT Bam Hakannueatb GOHYCHbIE
Gannbl ¥ NonyYaTtb CKMAKW Ha nporpammbl «flabopatopum Kacnepckoro».

PaboTta ¢ nporpammon n3 KOMaHgHOW CTPOKMU

OTOT pasgen coaepXuT nHdopmMaumio 06 ynpaeneHn NporpaMmMon ¢ NOMOLLIbI0 KOMaHOHOM CTPOKM.

Ob6paweHue B Cnyx0y TeXHUYECKOMN NoaaepxKu

OTOT pasgen copepxuT cBefdeHWs o crnocobax obpaiwieHns B CnyxOy TexHuyeckon noppepxkn «Jlabopatopum
Kacnepckoro».

Fnoccapumn

OToT pasgen coaepXxut CnMCok TepMUHOB, KOTOPblEe BCTPEYaKTCA B TEKCTE OOKYMEHTa, a TakKkKe onpenefieHund atnx
TEPMUHOB.

3A0 «JlabopaTtopusa Kacnepckoro»

3710T pasgen cogepxut nHgopmaumo o 3A0 «Jlabopatopusa Kacnepckoro».

MUHdopmauma o ctopoHHeM Koge

JTOT pasgen coaepXmnT MHOPMAaLMIO O CTOPOHHEM KOAE, UCMOoNMb3yeMoM B NporpamMmve.




OB 3TOM PYKOBOQACTBE

YBepomneHus o TOBapPHbIX 3HaKax

B atom pasaene nepedncrieHbl ToBapHble 3HAaKNU CTOPOHHUX npaBoo6nap,aTene|7|, Mcnosnb3oBaHHbIe B JOKYMEHTE.

MpenmeTHbIN yKa3aTenb

3710T pasgen no3BonsieT 6bICTPO HAWTU HEOOXOANMbIE CBEAEHUS B JOKYMEHTE.

YCNOBHbIE OGO3HAUYEHMUA

TeKCT JOKyMEeHTa COMPOBOXAAETCS CMbICIOBLIMU 3fIEMEHTaMu, Ha KOTopble Mbl pekoMeHAyeM Bam obGpaiiate ocoboe
BHVUMaHue, — NpeaynpexaeHnsMu, CoBeTamu, NpuMepamMm.

[ns BblAeneHnsa CMbICIOBbIX 31IEMEHTOB UCMOMb3YTCA YCIOBHbIE 0003HayeHus. YcnoBHble 0003HaYeHNs n npumMepbl
MX NCNoJib30BaHNA NpmnBeaeHbl B Tabnuue Hmxe.

Tabnuya 1. YcnosHbie 0603HavYeHuUs!

MPUMEP TEKCTA OMUCAHME YCNIOBHOIO0 OE03HAYEHUA

I'Ipe,u,ynpemeHMﬂ BblAeNeHbl KpaCHbIM LLIBETOM U 3aKI1lO4Y€Hbl B PAMKY.

Ob6paTtute BHUMaHUE Ha TO, 4TO...
B npeaynpexaeHnsix cooepxmntca nHgopmaumsa 0 BO3MOXHbIX HexernaTenbHbIX

[AeNncTBUAX, KOTOPbIE MOTYT NPUBECTU K NoTepe MHdopMaLumu, c6osm B paboTte
06opyaoBaHUst UMK onepaLyYoHHON CUCTEMBI.

MpumevaHns 3aknoyeHbl B pPaMKy.

PeKOMeH,qyeTCﬂ ncnonb3oeaThb...
MpumevaHus MOryT coaepXxatb nosfie3Hblie CoBeTbl, peKoMeHaauuu, ocobble

3Ha4YeHnda napameTpoB UK BaXKHble YaCTHbIe Clly4Yaun B pa60Te nporpamMmebl.

nEMMeE: Mpumepsbl NprBeaeHbl B GrioKkax Ha XXenTom doHe nog 3aronioskoM «lMpumep».

O6HosreHue — 3T0... KypcuBom BbigeneHbl CneayoLime CMbICNoBbIE ANIEMEHTbI TEKCTa:

BosHukaeT cobbiTne basbl ycmapersu. | e HOBbIE TEPMUHBI;

e Ha3BaHWsi CTaTyCOB U COBLITWI NPOrpamMmmbl.

HaxmuTe Ha knasuwy ENTER. Ha3BaHusa knaBuL knaBraTypbl BblAeneHbl NONYXUPHbIM LUPUETOM 1

NPOMUCHLIMK ByKBaMMU.
Haxxmute KoMGUHaLMIO KNnaBuL

ALT+F4. HasBaHusA knasuL, coeanHeHHble 3HaKoM + (MMC), 03HaYalT KOMGUHALWIO
KnaBuLL. Takue KNaBuLLKN HY)KHO HaXVMaTb OJIHOBPEMEHHO.

Haxwmute Ha kHonky BKITIOUYUTDb. HassaHunsa anemeHTOB MHTepdenca nporpamMmmel, Hanpumep, nonen seoaa,
NMYHKTOB MEHH0, KHOMOK, BblAeneHbl MONYyXUPHbIM WPUQTOM.

% Umobbl HaCMpPOUMb pacrucaHue BBoaHble hpasbl MHCTPYKUMIA BblAEeNeHbl KYypCUBOM M 3HAYKOM «CTperkay.
3adayu, ebirosHUMe criedyroujue
delicmeusi:

B komaHaHoM cTpoke BBeauTe TekcT | CneumanbHbIM CTUNEM BblAeNeHbl creaytowme TUnbl TekcTa:
help
e TEKCT KOMaHOHOWN CTPOKY;
MosiButcs cnepytowee coobLyeHne:

e TEKCT coOobLLEeHM, BbIBOAUMbBIX MPOrpaMMoN Ha 3KpaH;
YkaxmuTe maTy B dopmaTe - A porp P

AO:MM: T e [1aHHble, KOTOpbIe Tpe6yeTcs=| BBECTU NOJS1b30BaTENIO.

<Wmsa nonb3oBaTtena> lMepeMeHHbIe 3akIoyeHbl B yrnoBble CKOOku. BmecTo nepemeHHon TpebyeTtca
NnoAcCTaBUTb COOTBETCTBYIOLLEE € 3HAYEHME, ONYCTUB YrNoBble CKOOKN.




UCTOYHUKN UHOOPMALIMM O
NMPOrPAMME

OTOT pasgen coaepXuT onucaHue UCTOMHUKOB MHGOpMauuM O nporpaMme U cBefdeHust o Beb-caiTax, koTopble Bbl
MOXeTe UCMOonb30BaTh, YTOOLI 06CYaANUTE PpaboTy NPOrpammbl.

Bl moxeTe Bbl6paTb Hanbonee yD,06HbII2 MCTOYHUK MHGOPMaLMM B 3aBUCMMOCTU OT BaXXHOCTWN M CPOYHOCTM BOnpoca.

B 3TOM PA3[ENE
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MUCTOYHUKUN MHOOPMALIMM ANA CAMOCTOATENbHOINO
MOUCKA

Bbl MOXeTe ncnonb3oBath Crneaylowme NCTOYHNKN A CAMOCTOATENBHOMO Novcka MHopMaLmm o nporpamve:
e CcTpaHuua Ha Beb-caiTe «JlabopaTopum Kacnepckoroy;
e CcTpaHuua Ha Beb-cavite Cnyx0bl TexHnYeckon nopaepxkn (basa sHaHun);
e  OMEKTPOHHas CrnpaBka;

e [JOKyMeHTauus.

Ecnu Bbl He Hawnu pelleHns BO3HMKLIEN NpobrnemMbl CaMoCTOSITENBbHO, pekoMmeHayem Bam obpaTtutbcs B Cnyx0Gy
TexHu4eckon nopaepxkm «Jlabopatopumn Kacnepckoro» (cM. pasgen «TexHudeckas nogaepxkka no tenedoHy» Ha
cTp. 94).

[nsa ucnonb3oBaHns UCTOYHUKOB MHDOpMaumn Ha BeG-caiiTe «JlaGopaTtopumu Kacnepckoro» HeOGX0AMMO noAKnioyYeHne
K UIHTEPHeTYy.

CTtpaHuua Ha Beb6-caunTte «Jlabopartopumn Kacnepckoro»

Be6-cant «JlabopaTtopum Kacnepckoro» COAepXWT OTAENbHYIO CTPaHULY ANS KaXXgow Nporpambl.

Ha ctpanuue (http:/ww.kaspersky.ru/internet-security) Bbl MoxeTe nonyunTb o6y MHOpMauuo O nporpaMmmve, ee
BO3MOXHOCTSIX M 0COGEHHOCTSIX paboThl.

CTpaHnua CoAepXUT CCbINKYy Ha MHTepHeT-mMarasvH. B Hem Bbl MOXeTe npuobpecTv nporpammy Mnu NPOANUTL NPaBo
NnonbL30BaHUS NPOrpaMMon.

CrtpaHuua Ha Be6-canTe Cnyx0bl TexHM4Yeckon noanepxku (basa s3HaHuM)

Basa 3HaHuii — pasgen Beb-canTa CnyxObl TEXHMYECKOW NOOAEpXKKW, coaepXalluuMi pekomeHpauum no pabote C
nporpammamn «Jlabopatopum Kacnepckoro». Bbasa 3HaHWi COCTOMT M3 CNPaBOYHbLIX CTaTEW, CrpynmnmMpOBaHHLIX MO
TEMam.



http://www.kaspersky.ru/internet-security

MCTOYHUKN UHOPOPMALMUU O NPOFrPAMME

Ha ctpaHuue nporpammbl B base 3HaHun (http://support.kaspersky.ru/kis2015) Bbl HangeTe cTaTtby, KOTOpblE coaepxaT
nonesHy MHMOPMaLMo, pEKOMEHAALMM N OTBETbI Ha YacTo 3azaBaemble BOMPOChbl O MPUOOPETEHMM, YCTAaHOBKE U
UCMNOorb30BaHUM NporpamMmsi.

CTaTby MOryT OTBEYaTb Ha BOMPOCHI, KOTOPblE OTHOCATCHA He TOnbKO k Kaspersky Internet Security, HO n Kk gpyrum
nporpammam «Jlabopatopum Kacnepckoro», a Takke MOryT cogepxatb HOBOCTM CriyxObl TEXHUHYECKON NOAOEPKKN.

AneKTpoHHaA cnpaBKa
B cocTtaB anekTpoHHOW cnpaBKku NporpaMmmbl BXOAAT dhansibl CIpaBKu.

KoHTeKkcTHasa cnpaBka CcOoepXUT CBEAEHUS O KaXXOOM OKHE NMporpammbl: NepeyvYeHb M onucaHne napameTpoB U CNUCOK
pewaemMblX 3aga-.

MonHas crnpaeka COAEPXWUT MOAPOGHYID MHGOPMALMIO O TOM, Kak YNpaensTb 3alMUTON, HacTpauBaTb napameTpbl
nporpammbl ¥ peLlaTh OCHOBHbIE 3a4a4u Nonb30BaTENSI.

OokymMeHTauus

PykoBoacTeo nomnb3oBaTtens NporpaMMbl COAEPXUT MHgopmaumio 06 ycTaHOBKe, akTuBauWmM, HAaCTPOWKe napameTpos
nporpaMmbl, a Takke ceefeHunst o paboTe ¢ nporpammoni. B fokymeHTe npuBedeHoO onucaHue uHTepderica nporpammei,
npeanoxeHsl cnocobbl pelleHns TUNOBLIX 3aA4ay nons3osaTtens npy paboTe ¢ NporpaMMoin.

OBCYXOEHME NPOrpAMM «JIABOPATOPUM
KACNEPCKOIro» HA ®OPYME

Ecnn Baw Bonpoc He TpebyeT CpPoOYHOro OTBeTa, Bbl MOXeTe 06CyauTb ero co cneumanuctamu «Jlabopatopum
Kacnepckoro» n gpyrumm nonb3osatenamu Ha Hawem cdopyme (http://forum.kaspersky.com).

Ha cdopyme Bbl MoXeTe npocMaTpuBaTb OMyGrnuMKoBaHHbIE TeMbl, 406aBMATbL CBOM KOMMEHTapuW, co3faBaTb HOBble
Tembl Ans obcyxaeHus.
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OTOT pasgen COoOepXuUT OnncaHWe BO3MOXHOCTEM NpOrpaMMbl, @ Takke KpaTKyld WHOpMauuio O yHKUMAX ©
KOMMOHEHTax nporpaMmbl. Bbl y3HaeTe O TOM, M3 4Yero COCTOMT KOMMMEKT MOCTaBKU WM Kakme YCnyr LOCTYMHbI
3aperMcTpupoBaHHbIM Monb3oBaTensaM nporpamMmMel. B pasgene npveegeHa nHdopmMaums 0 TOM, KakuM NporpamMmMHbIM 1

annapaTtHbIM Tpe6OBaHVIF|M AOIXeH oTBeYvYaTb KoMMnbloTep, YTOObI HA HEr0 MOXHO ObINO YCTaHOBUTb NMporpamMmmy.

B 3TOM PA3AENE

R I 0T 2T =T o PP
o] Y La T =Tl (o Tox = =T PR PP PP PP
OCHOBHBIE (PYHKLIMN TMTPOTPAMMBI ....eeeeaeteeeeeteeeessreeeaastneeesmseeesssne e e s et e e asne e e e s st e e e asne e e e aaneeeesnn e e e e ansne e e nnnneesnnnneeeannneeenans
(07T o) =1 ol gl y o) a1 T ] = =Y 1= PP PPPPPTN

AnnapaTHbIE N MPOTPAMMHDBIE TPEOOBAHMSI.......cciureiieiiiiieiiiee et e e ettt e e e e e s s e e e as e e e sas et e e sn e e e e s s re e e sanre e e e sannneesnnneeeas

YTO HOBOIro

B Kaspersky Internet Security nossunucs cnegyroLime HoBble BO3MOXHOCTH:

e [lo6aBneHo yBegoMIieHME Nonb30oBaTens O NOSKMIOYEHUN K HesawmweHHon cetn Wi-Fi.

e  YnyyweHa yHKUMOHaNbHOCTb BNOKMPOBaHMA HECaHKUMOHMPOBAHHOIO AocTyna k Beb-kamepe. bnokupyetca

[OCTyn K BUAEO0-NOTOKY BeG-kamepbl.
e [lobaBneHa yHKUMOHANbHOCTb 3alMThbl AaHHbIX Bydhepa obmeHa OT Kpaxu u nepexeara.

e [lobaBneHa BO3MOXHOCTb Nepexoaa K ucnonb3oBaHuio Kaspersky Anti-Virus n Kaspersky Total Security.

e  YnyuyuweHa 3awmTta OT HECAHKLUMOHUPOBAHHOMO CO34aHMsA CHMMKOB 3kpaHa. Tenepb Kaspersky Internet Security

3almLLaeT OT CO30aHUSA CHMMKOB 3KpaHa ¢ nomMolubio DirectX® n OpenGL.

e YnyuyweHa pabGota komMnoHeHTa MOHWTOPWHI aKTMBHOCTW: peanun3oBaHa 3aluta OT Nporpamm-KpUnTopOB.
Kaspersky Internet Security cosgaeT pesepBHble konuu harnoB A0 TOro, Kak OHM ObiNu 3awmdpoBaHbl
BPEOOHOCHON MPOrpaMMON-KpMnTopoM. OTO AaeT BO3MOXHOCTb BOCCTAHOBWTHL Takue avinbl U3 pe3epBHON
Konuun. Pe3epBHble KoMK hansioB COXPaHAKTCA B CUCTEMHOW Manke XpaHeHusi BpeMeHHbIX dannos (Temp).

PYHKLUMOHANBHOCTb MMEeT orpaHnyeHmns (cMm. pasgen «OrpaHnyeHns n npegynpexageHa» Ha cTp. 92).

. lequJeHa beHKLI,VIOHaJ'IbHOCTb Poaoutenbckoro KOHTPOMs: pacluMpeH CrucoK Beb-canToB, AnA KOTOPbIX

paboTaeT 6e3onacHbIN MOUCK.

. YnpouieHa HacTpoika napameTpoB Poamutenbckoro KOHTpons, besonacHbix nnatexen, pexuma besonacHbix

nporpamm.

e  YnyyweHa 3awuTa B pexume be3sonacHbix nporpamm: nporpamMmmbl KOHTPONMPYOTCS HA PaHHEM 3Tane 3arpysku

onepaumMoHHON CUCTEMBI, a Takke peanu3oBaHa 3awmTta .NET npunoxeHun.

e [lobaBneHa nopdepxka nocrnegHUX Bepcuy nonynsApHbix Be6-Opay3epoB: Tenepb KOMMOHEHTbI 3aluuThbl
(Hanpumep, mMoaynb MPOBEPKM CCbINOK, besonacHble nnartexu) nopggepxuBaloT Beb-6paysepbl Mozilla™

Firefox™ 29.x, 30.x, 31.x. Internet Explorer® 11, Google Chrome™ 36.x.

e [loBbILLIEHO BBICTPOAENCTBME NPOrPaMMbl M ONTUMU3NPOBAHO NOTpebneHne pecypcoB KOMMbloTepa.
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e  3HauuTenbHO COKpaLLEHO BpPeMS 3amnycka nporpammei.
e PeanunsoaHa nogaepxka Windows® 8.1 Update.
e  YnyuyweH npouecc 06HOBMEHNA NporpamMmMbl Ha HOBbIE BEPCUMN.

e YMeHblUeH pasmep AUCTpMBYTMBaA NPOrpammbl.

KOMMJIEKT NMOCTABKM

Bbl MOXeTe nprobpecTty NnporpamMMmy OAHUM U3 CrieayoLwmnx cnocobos:
e B kopobke. PacnpocTpaHsieTcs Yepes Mmara3viHbl Halmx NapTHEPOB.

e Yepe3 wuHTepHeT-marasvH. PacnpocTpaHsieTcs Yepe3 WHTepHeT-marasuHbl «JlabopaTtopumn Kacnepckoro»
(Hanpumep, http:/www .kaspersky.ru, pasgen «VHTepHeT-MarasamH») Unm KOMnaHMn-napTHEPOB.

Ecnu Bbl npmoﬁpeTaeTe nporpamMmmy B KOpO6Ke, B KOMMNJIEKT NOCTAaBKN BXOOAT crneayruine KOMMNOHEHTbI:

e 3anevyaTaHHbIl KOHBEPT C YCTAHOBOYHbIM KOMMAKT-AMCKOM, Ha KOTOPOM 3anucaHbl dainbl nporpaMmbl U
halrbl AOKYMEHTALMM K MporpaMme;

e  KpaTKoe PyKOBOACTBO MNOJb30BaTeNs, COAepKaLlee Ko akTUBaLmmu nporpamMmmbi;

. JInueHsnoHHoe cornaileHue, B KOTOPOM YKa3aHO, Ha KakKuX yCrioBMAX Bbl MOXeTe Nofib30BaTbCA nporpaMM0|7|.

CocTaB KOMMIekTa MOCTaBkUM MOXeT OblTb pasfnuuHbiM B 3aBUCUMOCTM OT perMoHa, B KOTOPOM pacnpocTpaHseTcs
nporpamma.

Ecnu Bbl nprobGpetaeTte Kaspersky Internet Security yepe3 uHTepHeT-marasuH, Bbl KOMUpyeTe mnporpammy C camnTa
WHTEpHeT-marasuHa. WHdopmaums, Heobxooumasa ONs akTUBauum nporpaMMbl, B TOM YMCME KOA aKTuBauuw,
BbICbITaeTCH BaM MO 3NEKTPOHHON NoYTe nocne onnarbl.

3a noppobHoi uHopmaumein o crnocobax NpUoGpeTeHMst U KOMMMEeKTe MOCTaBKM Bbl MoXeTe obpaTuTbCs B
[enaptameHT npogax no agpecy sales@kaspersky.com.

OCHOBHBbIE ®YHKLIUMX NMPOrPAMMbI

Kaspersky Internet Security obecneunsaeT KOMNNEKCHYIO 3aLUMTY BalIEro KOMMblOTepa OT U3BECTHBIX U HOBbIX Yrpos,
CeTeBbIX M MOLLUEHHWYECKVX aTak, a Tawkke cnama. [ina peleHus 3agad KOMMMEKCHOM 3awuTbl B coctaBe Kaspersky
Internet Security npeaycMoTpeHbl pasnuyHble MYHKLUA U KOMAOHEHTbI 3aLUUThI.

3awmTa KoMnbloTEpPa

KomnoHeHmbI 3awumsl npefHasHaveHbl Ans 3aluTbl KOMMbOTepa OT M3BECTHbIX U HOBbIX YrpO3, CETEBbIX aTak,
MOLUEHHMYeCTBa, a Takke cnama. Kaxgbii Tun yrpo3 obpabaTtbiBaeTcsi OTAEMbHbIM KOMMOHEHTOM 3aluTbl (CM.
onvcaHWe KOMMOHEHTOB [fariee B 3TOM pasgene). Bbl MoxeTe BkMovaTb WM BbIKAYaTb KOMMOHEHTbl 3aliuThbl
HesaBMCUMO ApPYr OT Apyra, a Takke HacTpaneaTb KX paboTy.

B pononHeHne K MNOCTOSHHOW 3aliuTe, peanu3yemMoi KOMMOHEHTamu 3aliuTbl, PeKOMeHOyeTCs nepuoamnyeckut
BbINOSMHATL MIPOBEPKY BaLLEro KOMMbIOTEPA Ha NPUCYTCTBUE BUPYCOB 1 APYr1X NpOrpamMm, NpeacTaBnsioLmx yrposy. 31o
HeobxoaMMo aenatb Ans Toro YTobbl UCKMOYUTL BO3MOXHOCTb PacrnpoCTpaHeHUs Bpe4OHOCHbBIX MPOrpamMm, KoTopble He
6b1ny 0BHapYKeHbl KOMNOHEHTaMW 3aLLUMTbI, HAaNpUMep, U3-3a YCTaHOBIIEHHOMO HU3KOrO YPOBHS 3alUMUThl UMK MO APYrUM
npuymHam.

IOnsa nopnepxkn Kaspersky Internet Security B akTyansHOM cocTosiHUM Heobxoaumo obHosrieHue 6a3 1 nporpamMmHbIX
MoZaynew, ucnonb3yembix B paboTe nporpaMmbl.
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HekoTopble cneunduyeckne 3agayu, Kotopble TpebyeTca BbINOMHATL 3NM30ANYECKU (HanpuMmep, yCcTpaHeHue crnenos
aKTUBHOCTM NONb30BaTeNs B ONepauyoHHON CUCTEME), BbINMOMHATCA C NOMOLLLIO OOMOTHUMESbHbLIX UHCMPYMEHMO8 U
macmepos.

3au.u/|Ty Ballero kKoMnbrTEPaA B pearibHOM BpeMeEH!N obecneuunBatoT crnegyrouine KOMNOHEHTbl 3aLUnTbI:

Hwxke onucaHa paboTa KOMMOHEHTOB 3awnTbl B pexume pabotbl Kaspersky Internet Security, pekomeHgoBaHHOM
cneunanuctammn «labopatopun Kacnepckoro» (To ecTb npu napameTpax paboTbl nporpammbl, 3adaHHbIX MO
YMOMYaHuio).

dannosbin AHTUBUPYC

dannoBein  AHTMBMPYC no3BonseT u3bexaTb 3apaxeHuss awnnoBon cucTembl KomnbtoTepa. KommoHeHT
3anyckaeTtcs npu ctapTe onepauyoHHON CUCTEMbl, NOCTOSAHHO HAXOAWUTCA B onepaTMBHOM NamMATW KOMMbioTepa u
npoBepsieT BCE OTKpblBaeMble, COXpaHsemble W 3anyckaemble pannbl Ha BalleM KOMMbITepe W Ha Bcex
npucoeanHeHHbIX auckax. Kaspersky Internet Security nepexsaTbiBaeT kaxgoe obpalueHune k danny n nposepsiet
3TOT (parn Ha MpPUCYTCTBME W3BECTHbIX BUPYCOB M APYrMx nporpamm, npeacrasnsoowmx yrpody. [danbHenwas
pabota c annom BO3MOXHa TOMbKO B TOM crlyyae, ecnu cann He 3apaxeH wWnM Obln ycnewHo BblneyeH
nporpammoi. Ecnun caiin no kakMm-nmbo npuyMHam HEeBO3MOXHO BbiNevnTb, OH ByaeT yganeH. lNpu aTom konus
(paiina 6yaeT nomelleHa Ha kapaHTUH.

MoyTtoBbIM AHTMBUPYC

MouToBbIN AHTUBMPYC NPOBEPSET BXOASLME N UCXOAsLLME NOYTOBbIE COOOLLEHMS Ha BawleM komnbioTepe. [Mncbmo
OyneT [oCTynHO agpecaTy TOMbKO B TOM Crlyyae, eCli OHO He COAEPXKUT ONacHbIX 0O bEKTOB.

Beb-AHTUBMpPYC

Beb-AHTUBMPYC nepexBaTbiBaeT MU GNOKMPYeT BbINOMHEHNE CKPUMTOB, PacroNoXeHHbIX Ha Beb-canTax, ecnu aTu
CKpWNTbI MpeAcTaBnsaloT yrpo3y 6e3onacHocTn KomrmbioTepa. BeG-AHTMBUpYC Takke KOHTponupyeT BecCb Beb-
Tpaduk n GnoknpyeT 4OCTYN K OnacHbIM BeG-canTam.

IM-AHTUBMpPYC

IM-AHTBMPYC obGecneuynBaeT 6e3onacHOCTb paboTbl C  WMHTEpPHeT-neimpxepamMu. KoMnoHeHT 3awuwaet
MHGOpMaLUMio, NOCTynatlLlyld Ha Bal KOMMblOTep MO NpoToKonam MHTepHeT-neiakepos. IM-AHTMBUMPYC
obecneunBaeT 6Ge3onacHy paboTy CO MHOIMMM MporpaMmmMamu, npedHasHavyeHHbIMM Ansg ObicTporo obmeHa
COOOLLIEHUAMM.

KoHTponb nporpamm

KoHTponb nporpamm peructpupyet [eWCTBUsi, COBepLUaeMble NporpaMmamMu B ONEpPauMoHHOW cucteme, W
perynvpyeT AesiTeNbHOCTb MPOrpamMm, UCX0Ast U3 TOro, K KaKMM rpyrnnam KOMMOHEHT OTHOCMT 3Tu nporpammebl. Ans
Ka>KOoW rpynnel NporpaMm 3agaH Habop npaswn. 3T npasuna pernameHTUpYoT AOCTYN NPorpaMM K pasfvyHbIM
pecypcam ornepaumMoHHON CUCTEMBI.

CeTeBoW akpaH
CeTeBoW akpaH obecneuyvBaeT 6e3onacHOCTb Ballel paboTbl B fOKaNbHbIX CETAX U B MHTEpHeTe. KOMMOHeHT
uUnbTpyeT BCIO CETEBYID aKTMBHOCTb COrNacHO npaswunaMm ABYX TWUNOB: rpasunam Ofs rnpogpaMm W nakemHbivM
npasusam.

MoHuTopWHr cetu
MOHI/ITOpI/IHF CeTun npeaHasHa4dyeH ang HaGJ'IPO,E[eHI/Iﬂ 3a ceTeBOW akTUBHOCTbLIO B peanbHOM BpeMeEHMW.

MOHI/ITOpI/IHF aKTUBHOCTU

KoMnoHeHT MOHWUTOPUHI aKTMBHOCTU MO3BONSET OTKATUTb B OMNEpPauUMOHHOW CUCTEME AEWCTBUS BPEOOHOCHBLIX
nporpamMm.
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3awmTa oT ceTeBbIX aTak

3almTa oT ceTeBbIX aTak 3anyckaeTcs Npu cTapTe OnepauMoHHON CUCTEMbI U OTCREXMBAET BO BXOAsLLEM Tpaduke
aKTUBHOCTb, XapaKkTepHyto Ans ceTeBblx atak. OGHapyXvB MOMbITKY aTakM Ha KoMrblotep, Kaspersky Internet
Security 6rnokupyeT nobyto CEeTEBYHO aKTMBHOCTb aTaKyloLLero KOMnboTepa B OTHOLLEHUU BaLLEro KOMMbOTEPA.

AHTU-Cnam

AHTV-Cnam BCTpavBaeTcsi B YyCTAHOBMEHHbIN Ha BalleM KOMMbIOTEPE MOYTOBLIN KITMEHT M NPOBEPSIET BCE BXOoAALMe
noyToBble COOBLEHNs Ha HanuymMe cnama. Bce nucbMa, cogepxalive cnam, MOMeYalTcs chneumansbHbIM
3aronoBkoM. Bbl MoxeTe HacTpavBaTb fevicTBusi AHTM-Cnama ¢ nucbMamu, cogepxalymu crnam (Harnpumep,
aBTOMaTMYecKoe yaaneHve, noMeLleHre B creumarnbHyto narky).

AHTU-PULWIMHT

AHTU-OMWMHI NO3BONSAET NpoBepATb BeG-agpeca Ha NMPUHAOMEXHOCTb K CMUCKY (OMLIMHIOBLIX BeG-agpecoB. 3TOT
KOMMOHEHT BCTpoeH B Be6-AHTuBupyc, AHTM-Cnam u IM-AHTuBMpYC.

AHTN-BaHHep
AHTN-BaHHep GnokupyeT peknamHble 6aHHepbI, pasmMeLLeHHble Ha BeG-canTax u B UHTepdencax nporpamm.
Bes3onacHble nnatexu

BesonacHble nnatexu obecneymBaloT 3alnUTy KOHUAEHUMAnNbHbIX AaHHbIX Npyu paboTe ¢ cepBUcamMm MHTEPHET-
OaHKuHra ¥ nnaTexHbIMM CUCTEMaMW, a Takke NpefoTBpalLaloT Kpaxy nnaTtexHbIX CpeacTB Mpu MpoBedeHun
nnaTexen oHNawmH.

Be3onacHbIi BBOA, AaHHbIX

3awumTa BBOAA AaHHbIX C annapaTHOM KnaBnaTtypbl obecnedmBaeT 3almTy NnepcoHansHON MHopmaummn, BBOAMMOW
Ha Beb-canTax, OT KnaBMaTypHbIX MepexBaTyMkoB. BupTyanbHasa knaBuaTypa nossonser u3bexaTb nepexsaTta
AaHHbIX, BBOAMMbIX 4Yepe3 annapaTHyl KnasuaTypy, W 3awuuaeT nepcoHanbHble AaHHble OT nepexsaTa
nocpencTBOM CHATUS CHUMKOB 3KpaHa.

Pexxum Be3onacHbIX nporpamm

Pexum BesonacHbix nporpamm obecneuynBaeT 3awuTy KOMMbHOTEpPA OT 3anycka Mnporpamm, KOTopble MOryT ObiTb
HebesonacHbiMM. B pexunme BbesonacHbix nporpamm paspelueH 3anyck TOMbKO Tex nporpamm, koTtopble Kaspersky
Internet Security cunTaeT goBepeHHbIMM (HanpuMep, Ha OCHOBaHWM MHpopmauun o nporpamme u3 KSN, goeepus K
undpoBoOK NoanucHy).

Poautenbckum KOHTpOInb

[ns 3awuTtel AeTeln 1 NOOPOCTKOB OT Yrpo3, CBSI3aHHbIX C paboTol Ha KOMMbIOTEpPe W B UHTepHeTe, NpeaHa3HayeHbl
dYHKUMM PoanTenbCKOro KOHTPONs.

Poantenbckuini KOHTPOSb NO3BONSET YCTaHOBUTb rmbkue orpaHunyeHuna Ooctyna K MHTepHeT-pecypcamM 1 nporpamMmmMmam
0N pasHblX MOfb3oBaTenen KomnbloTepa B 3aBUCMMOCTM OT WX Bo3pacTta. Kpome Toro, PoamtenbCkuin KOHTPOSb
no3BosideT npocMaTpuBaTb CTaTUCTUYECKME OTYETbI O aencTBunsx KOHTPOJNNpyemblX nonb3oBaTternen.

YyacTtue B nporpamme «3awuTu gpyra»

Y4yactue B nporpamme «3awuti gpyra» No3BonseT AennuTbCa ¢ Apy3bAMy ccbinkammn Ha Kaspersky Internet Security n
nonyyatb 3a 9T0 6oHyCHbIe Gannbl. HakonneHHble 60HYCHble 6annbl Bbl MOXeTe 0OMeHATb Ha BOHYCHBIN KO akTMBauun
ons Kaspersky Internet Security.
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CEPBMC ONnA NONb30OBATEJIEMN

MpuobpeTas NULEH3NIO Ha UCMONb30BaHWE NPOTrPaMMbl, B TEYEHME CPOKa OEUCTBUS NULEH3UM Bbl MOXETE MNonyyaTtb
criegytoLime ycnyru:

e o6HoOBReHune 6a3 u NpegocTaBneHe HOBbIX BEPCUIN MPOrpamMmbl;

. KOHCynbTaunn no TeJ'Ie(bOHy N 3NEKTPOHHOW No4YTe NO BOMpPOCaM, CBSA3AHHLIM C yCTaHOBKOVI, HacCTpPOMKON M
ncnonb3oBaHWEM NporpamMmmbl;

e  OrOBeLLEHNE O BbIXOAE HOBbIX Nporpamm «JlabopaTopumn Kacnepckoro», a Takke o0 NosiBNeHMN HOBbIX BUPYCOB
N BUPYCHbIX anuaemusx. [Ina ucnonb3oBaHWs 3TOW ycnyrnm TpebyeTcsi moanvcaTtbCsl Ha pacchbifiky HOBOCTEW
3A0 «JlabopaTtopusi Kacnepckoro» Ha BeG-carite Cnyx0Obl TEXHUYECKON NOAOEPXKKU.

KoHcynbTauum no pa60Te onepaunoHHbIX CUCTEM, CTOPOHHEro NporpaMmMHOro obecneyeHns U TEXHOINOTUSAM He
npoBoOaATCA.

ANNAPATHBIE U NPOrPAMMHBIE TPEBOBAHMUA

[ns dyHkumnoHnposaHusa Kaspersky Internet Security komnbloTep fomxeH yA0BNeTBOpATL cneayowmnm TpeboBaHuaM:
Obwue TpeboBaHus:

e [Ipoueccop Intel® Pentium® Il 1 [Ty, 32-pa3psgHbiv (x86) / 64-pa3pagHbin (x64) nnwu Belwwe (MM COBMECTUMbIN
aHanor).

e 480 MB cBOOOAHOIrO MecTa Ha XeCTKOM [UCKe.

e CD-/DVD-ROM (ans yctaHoBku ¢ ycTaHoBoYHOro CD-gucka).

e [logkntoyeHne K UHTEPHETY (A8 akTUBaLUM NPOrpamMmebl, a Takke 0OHOBNEHNs 6a3 1 NporpamMmmHbIX MOAYMEN).
e Internet Explorer 8.0 unu Bbiwe.

¢ Microsoft® Windows Installer 3.0 nnu Bbiwe.

e Microsoft NET Framework 4 unu BblLle.

e 3awmTa OT HEeCaHKUMOHMPOBAHHOINO AocTyna K BeG-kamepe NpedoCcTaBnsieTcs TOMbKO ANs COBMECTUMbIX
mopenen Beb-kamep http://support.kaspersky.ru/10978.

TpeboBaHusa onsa onepaumoHHbIx cuctem Microsoft Windows XP Home Edition (Service Pack 3 wnu Bbiwe), Microsoft
Windows XP Professional (Service Pack 3 unu Bbiwe), Microsoft Windows XP Professional x64 Edition (Service Pack 2
Unu BblLLe):

e 512 MB ceobogHom onepaTtMBHON NamATK.

TpeboBaHua ansa onepaumnoHHbix cuctem Microsoft Windows Vista® Home Basic (Service Pack 1 wnu Bbiwe), Microsoft
Windows Vista Home Premium (Service Pack 1 unu Bbiwe), Microsoft Windows Vista Business (Service Pack 1 unu
Bbilwe), Microsoft Windows Vista Enterprise (Service Pack 1 vnu Bbiwe), Microsoft Windows Vista Ultimate (Service Pack
1 nnu Bbiwe), Microsoft Windows 7 Starter (Service Pack 1 nnu Bbiwe), Microsoft Windows 7 Home Basic (Service Pack
1 vnn Beiwe), Microsoft Windows 7 Home Premium (Service Pack 1 nnu Beiwe), Microsoft Windows 7 Professional
(Service Pack 1 unu Bbiwe), Microsoft Windows 7 Ultimate (Service Pack 1 unu Bbiwe), Microsoft Windows 8, Microsoft
Windows 8 Pro, Microsoft Windows 8 Enterprise, Microsoft Windows 8.1 (Windows 8.1 Update), Windows 8.1 Pro
(Windows 8.1 Update), Windows 8.1 Enterprise (Windows 8.1 Update):

e 1 ['b cBobogHow onepatusBHOW NamATM (AN 32-paspsaHon onepaunoHHon cucTembl), 2 B ceoGoaHon
onepaTvBHON NamATh (ansa 64-pa3psaHon onepaumMoHHON CUCTEMBI).
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TpeboBaHWs AN NNaHWeETHbIX KOMMNbIOTEPOB:

e  Microsoft Tablet PC;

e npoueccop Intel Celeron® 1.66 Ty nnu BbiLle;

e 1000 MB cBOGOAHOW ONepaTUBHON NaMATU.
TpeboBaHua ons HETOYKOB:

e npoueccop Intel Atom™ 1600 MI'y nnu BbILwe;

e 1024 MB cBoGoAHON onNepaTUBHOWN NamMsTH;

e aucnnewn 10.1 aronmoB ¢ paspelueHnem 1024x600;

e rpadmyeckun yumncer Intel GMA 950.




YCTAHOBKA U YOANEHMUE NPOIrPAMMDBI

OToT pasgen coaepXut nowlaroBble MHCTPYKLUMK MO YCTaHOBKE U yaaneHno nporpamMmmbil.

B 3TOM PA3ENE

CTaHOAPTHAS MPOLIEAYPEA YCTAHOBKM ......e.ueueereereenteseestesseaseaseeneeeeaeeaseaseaseaseansesseaseaseaseaseaseansessensensesseasesnseseessensessessessens 18
OGHOBMNEHUE NPEALIAYLLEN BEPCUM MPOTPAMMDI ... eeeteeeeaseeneeseeaeeaseaseaseaseansesseaseaseaseaseaseansessessesseasessesneaseessensessessessesns 22
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Y LATIEHUE TIPOTPAMMDI ... .eeeteteieeueeseeneeeeaeeeseaneaseeseeeeseeaseaseaaeaseeaseaseaeeeaeaseaseeseemseneeaeeeEeameaseensenseaeeaeeaseaneaseansenseseeaneaseaneas 27

CTAHOAPTHASA NPOLEOYPA YCTAHOBKMU

Kaspersky Internet Security ycTaHaBnueaeTcsi Ha KOMMbIOTEP B MHTEPAKTUBHOM PEXVME C MOMOLLBI0 MacTepa YCTaHOBKY.
MacTep cocToMT 13 MocrieqoBaTerlbHOCTM OKOH (LUaroB), NepekmnioyeHne mMexay KOTOPbIMU OCYLLECTBIIAETCS HaxaTMeM

Ha kHonku Hasap v [Janee. Pabota MacTepa 3aBepLllaeTCA HaXaTuemM Ha KHOMKY 3aBepLuwa. [Ons npekpawieHus
paﬁOTbI MacTtepa Ha niobom aTtane YCTaHOBKM crieiyeT 3akpblTb OKHO MacTepa.

Ecnu nporpamma GygeT mncnonb3oBaHa Ans 3awuTbl Gonee yem OOHOrO KOMMbKTEpa (MakcMMarbHO A0MycTMMoe
KONMMYECTBO KOMMbIOTEPOB OnpeaensieTcs ycnosuammn JIMLEH3MOHHOro cornalleHns), To npoueaypa ycTaHoBku Oyaet
OLMHaKOBOW Ha BCEX KOMMbOTEPAX.

B  Ymobkl ycmaHosumb Kaspersky Internet Security Ha eaw Komnbromep,

Ha ycTaHoBo4HOM CD-Aucke 3anycTute aiinl ycTaHOBOYHOrO nakeTa (haiin ¢ pacLUMpeHneM exe).

[Ona yctaHoBkn Kaspersky Internet Security Bbl Takke MoxeTe MCNOMNb30BaTh YCTAHOBOYHBIN NaKeT, NONyYeHHbIN Yepes
uHTepHeT. [pn 3TOM NS HEKOTOPbIX A3bIKOB NOKanmn3aumMm MacTep yCTaHOBKM OToOpakaeT HECKOIbKO AOMONHUTENbHbIX
LLaroB yCTaHOBKW.

BmecTe ¢ nporpamMmoit ByayT ycTaHOBNEHbl paclunpenus ans Be6-opaysepos, obecneuynBaioLime GesonacHyo paboTy B
WHTEpHeTe.

B 3TOM PA3[ENE

LLar 1. NMonck 60n1ee HOBOM BEPCUM MPOTPAMMBDI.......ccceuirrrrereeesiaiiutreereeeesaasstaereeeessaaasssssesseesssaissrsrssesssasissreeseesesssnnssseees 19
Lar 2. Ha4ano YCTAHOBKM MPOTPEMMDI ........eeeiurreterureeesaireeaeatreeesauseeesssnseesasseeesasseeeesasseeeaasseeeeaaseeeessneeesantneeennnneesnnneeens 19
Lar 3. MpOCMOTP JINLEHSNOHHOTO COTTTALLEHMIS .......vvieiiteee ettt e ettt e e sttt e e s st e st e e st e e e aabe e e e snee e e sk e e e e anbn e e e sannneeennneee s 19
Lar 4. MonoxeHune 0 Kaspersky SECUIMTY NEIWOTK ..........uiiiiiiiie ettt e e et e e snee e e e snneeeas 19
[T S o =TT == PSPPSR 20
LLIGT 6. BABEPLUEHME YOTAHOBKM ....ceeiuueeeeiireeeaautreeeasteteessseeee sttt e e samteeeessbe et e e st et e e aab e e e e ek s et e e s b et e e e s ee e e e nb b e e e e anbne e e sanneeesnenreeas 20
LLAr 7. AKTUBALIMS NMPOTP@MMDL. .. .iiieieeeeeseeeeeeeeasaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaeaeaeaeeeeeaeeeaeeeeeeeeeeeaeesaeeeens 20
LLIAr 8. PerUCTPALIMA MOMBBOBATE IS . .ot i it e it i ee e i et et ettt ettt e et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aeaaaeeeaaaaaeaeaeaaaaaaaaaaaeaaaaaeaaaaaaaaaaaaaaaeaaaaaeaeaeaeaeens 21

LLIGr 9. BABEPLUEHME GKTUBALIMM .....ceiuueeieiiitee ettt eaatteee e sttt e e atbe e e s stse e e sase et e e s bb e e e aab et e e sk b et e e st et e e eabee e e e abbe e e e anbb e e e nannneesnnnneeas 21




YCTAHOBKA U YAANEHWE NMPOrPAMMBI

LUAr 1. MouCcK BOJIEE HOBOX BEPCUM NPOrPAMMbI

Mepen HayanoM ycTaHOBKM MacTep npoBepseT Hanuuve Gonee akTyanbHown Bepcum Kaspersky Internet Security Ha
cepBepax obHoBneHuin «JlabopaTtopun Kacnepckoro».

Ecnu macTep ycTaHOBKM He OGHapyXMT Ha cepBepax oGHOBMNeHWn «JlaGopaTopun Kacnepckoro» Gornee akTyanbHyo
BEPCUIO MPOrpaMMbl, OH 3aMyCTUT YCTAHOBKY TEKYLLEH BEPCUU.

Ecnn mactep oOHapyxuT Ha cepBepax OO6HoBneHun «Jlabopatopum Kacnepckoro» Gonee akTyanbHyld BepCUIO
Kaspersky Internet Security, oH npegnoxvT Bam 3arpys3uTb M YyCTaHOBWTb €€ Ha Ball KommnbioTep. PekomeHayetcs
ycTaHaBnvMBaTb HOBYIO BEpPCUIO MporpaMmbl, Tak Kak B HOBble BEPCUMWM BHOCATCSA YnydlleHusi, nossonsiowne Gonee
adppekTMBHO 3awmwatb Baw KomnbioTep. Ecnn Bbl OTKaxeTeCcb OT YCTAHOBKM HOBOW BEepcUW, Mactep 3anyctuT
YCTaHOBKY TeKyllen Bepcuu nporpammbl. Ecnn Bbl cormacutech yCTaHOBWTL HOBYKO BEpPCUMIO Mporpammbl, mMacTep
YCTaHOBKU CKOMUpYeT painbl YCTAHOBOYHOIO MakeTa Ha Ball KOMMbIOTEP W 3anyCTUT YCTAHOBKY HOBOW Bepcuu.
[JanbHenwwee onvcaHne yCTaHOBKM HOBOW BEPCUM NPOrpaMMbl CMOTPUTE B JOKYMEHTaLUMMU K HEW.

LUAr 2. HAYAJIO YCTAHOBKM NPOrPAMMbI

Ha aTom aTane macTtep yCTaHOBKM npegnaraet BaM YCTaHOBUTb Nporpammy.

,D,J'Iﬂ npoaomkeHna yCTaHOBKU HaXXMUTE Ha KHOMKY YcTaHOBUTD.

B 3aBncMMOCTM OT TMna yCTaHOBKM M fA3blka NOKanusauuyM Ha 3TOM 3Tane MacTep YCTaHOBKM MOXET npeanarats Bam
03HAKOMUTLCA C JINLEH3NOHHBIM CornalleHneM, KOTopoe 3aknyaeTcs Mexay Bamu n «Jlabopatopuent Kacnepckoro», a
TaKke NPUHATL ydactue B nporpamme Kaspersky Security Network.

LWAr 3. MPOCMOTP JIMLLEH3UOHHOIO COrMNALUEHMA

OTOT wWwar mactepa yCTaHOBKM OTOGpakaeTcsi ANs HEKOTOPbIX S3bIKOB fokanusauum npu yctaHoske Kaspersky Internet
Security ¢ ycTaHOBOYHOrO nakeTa, MOMy4eHHOrO Yepes3 NHTEPHET.

Ha aTOoM aTane macTep YCTaAHOBKM MpegnaraeT BamM O03HAKOMUTbCH C JIMLEH3MOHHbIM CcorfalleHneM, KoTopoe
3aknoyaeTca Mmexay Bamu un «Jlabopatopuei Kacnepckoro».

BHuMaTenbHO npouyuntainte JIMLUEH3NOHHOe CornalleHue W, ecriv Bbl COrMacHbl CO BCeMU ero MyHKTaMu, HaXmuTe Ha
KHonky MpUHATL. YcTaHOBKa NporpaMmbl Ha Ball KOMMbOTEP OyaeT NpofgosikeHa.

Ecnn ycnosusa JINLEH3MOHHOro cornalleHuns He NPUHATBI, YCTaHOBKa NnporpamMmmbl HE NPONU3BOOUTCA.

LUAr 4. NoNnoXXEHUE O KASPERSKY SECURITY NETWORK

Ha atom atane macTep yCTaHOBKM NpeanaraeT Bam MpuHATL ydyactue B nporpamme Kaspersky Security Network.
Yyactne B nporpamme npegycmatpuBaet otnpaBky B 3A0 «JlabGopatopusi Kacnepckoro» wHcopmaumm o HOBbIX
yrposax, OOHapyXeHHbIX Ha BalleM KOMMbIOTEPE, O 3arnyckaembliX MporpaMmax M O 3arpyxaembiX MogmnmMcaHHbIX
nporpaMmmMax, a Takke WHgopmauun o6 onepaumoHHon cucteme. [Npu atom cbop, obpaboTka U XpaHeHue Balnx
nepcoHanbHbIX JaHHbIX HE NPOM3BOAATCS.

OsHakoMbTecb ¢ lMonoxeHvem o Kaspersky Security Network. Ecnn Bbl cornacHbl cO BCEMM €ro nyHKTamu, B OKHe
mMacTepa Haxmute Ha KHomKy MpuHATB.

Ecnu Bbl HE X0TUTe NpuHUMATL yyacTve B nporpamme Kaspersky Security Network, Haxmute Ha kHonky OTka3aTbces.

Mocne npuHaTua nnn oTkasa ot yyactnsa B Kaspersky Security Network yctaHoBka nporpamMmbl NPOAOITKUTCS.
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LUAr 5. YCTAHOBKA

Ona HekoTopbix Bepcuin Kaspersky Internet Security, pacnpoctpaHsembix no nognucke, nepes yCTaHOBKOW TpebyeTtcs
BBECTMW Naporib, NpeAoCTaBNeHHbIV NOCTaBLLUKOM YCHyT.

[Nocne BBOOa napons HavyMHaeTcs YCTaHOBKa nporpamMmmbl.

YcTaHoBKa nporpamMMbl 3aHUMaeT HeKOTopoe Bpems. [JoxXanTech ee 3aBepLUEHNs.

o 3aBepLueHnn YCTaHOBKU MacTep aBTOMaTM4eCK1 nepexoaunT K crnenyrLwiemy Liary.

Bo Bpemsi yctaHoBku Kaspersky Internet Security nponssoguT psig npoepok. B pesynbTaTte 3TMx NpoBepoK MoryT ObiTh
oGHapyxeHbl cnegytowwme npobnemsi:

Hecoomeemcmeue onepayuoHHol cucmemMbl npospamMMHbIM mpe6osaHusM. Bo Bpems ycTaHOBKM MacTep
npoBepsieT cobntogeHne CreayrLLMX YCIOBUA:

e COOTBETCTBME OMEPaUMOHHOW CUCTEMbl U NakeToB oOOHoBneHun (Service Pack) nporpaMmHbIM
TpeboBaHusM;

. Hanuyme HeobxoanMbIX nporpamMm;
. Hanuyme HeobxogMMoro ans YCTaHOBKU CcBOOOOHOrO MecTa Ha Aucke.

Ecnu kakoe-nnbo n3 nepeyncneHHbIX yCroBuii He BbIMOMHEHO, Ha 3KpaH OyaeT BbiBEAEHO COOTBETCTBYHOLLEE
yBe4OMIIEHME.

Hanuyue Ha komrnbromepe HecoemecmumbiX ripogpamvm. Npu OBHapYXeHUN HECOBMECTMMBLIX MPOrpamm ux
cnucok ByaeT BbiBedeH Ha 3KpaH, U BaMm OydeT npednioxeHo yaanuTb ux. [Nporpammbl, koTopble Kaspersky
Internet Security He MoxeT yganuTb aBTOMaTU4YeCKM, HEOOXOAUMO yAanuTb BpydHyto. Bo Bpems ypaneHus
HeCOBMeCTMMbIX Mporpamm noTpebyeTcs nepesarpy3ka ONepauvoHHOW CUCTEMbl, MOCMEe Yero ycTaHOBKa
Kaspersky Internet Security npogomxutcst aBToMaTnyecku.

Hanuyue Ha komrnbiomepe 6pedoHOCHbIX rpogpamvm. [pn obHapyXeHWu Ha KOoMMNbloTepe BpPeOOHOCHbLIX
nporpaMm, NPenaTCTBYIOLUMX YCTAHOBKE aHTUBMPYCHbLIX MPOrpaMM, MacTep yCTaHOBKW MPeanoxuT 3arpysunTb
cneumansHoe CpeacTBO NS yCTpaHeHus 3apaxeHusa — ymunumy Kaspersky Virus Removal Tool.

Ecnn Bbl cornacutecb YCTaHOBWTb YTWUMMTY, MacTep YCTaHOBKM 3arpysuT ee C cepBepoB «JlaGopaTopum
Kacnepckoro», nocrne 4yero aBTOMaTWYeCKM 3anycTUTCA YCTaHOBKAa YTUNWUTLL. Ecnyu mactep He cmoxeT
3arpyanTb YTUINUTY, OH NPEOJIONKMT BaM 3arpysuTb ee CaMoCTOsATENbHO, Nepenas no NpeanaraeMoi CCbinke.

LUAr 6. 3ABEPLUEHME YCTAHOBKU

Ha atom atane macTtep nHpOpMMpyeT Bac O 3aBepLUEHMU YCTAHOBKU nMporpammbl. YTo6bl HayaTb paboTty ¢ Kaspersky
Internet Security HemeaneHHo, ybegutech, 4To hnaxok 3anyctutb Kaspersky Internet Security yctaHoBneH, u
HaXMUTE Ha KHOMKY 3aBepLUnTb.

Ecnv nepepn 3aBeplueHvem paboTel MacTepa Bbl CHANKM cnaxok 3anyctntb Kaspersky Internet Security, nporpammy
HY>XHO ByaeT 3anycTuUTb BPYYHYHO.

B HekoTOpbIX cny4vaax onga 3aBepLlleHna YCTaHOBKU MOXET I'IOTpeGOBaTbCFI nepesarpyska ornepaunoHHON CUCTEMBI.

LUAr 7. AKTUBALIMA NPOMPAMMbI

Ha atom atane mactep YCTaHOBKU npeanaraeT BaM akTuBMpOBaTb NporpamMmmy.

Akmueayusi — 3TO npouegypa BBeOeHVS B AeNCTBUE MOMHOMYHKUMOHaNbHOW BEPCUM NMporpammbl Ha ONpefereHHbI

CPOK.
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Ecnun Bbl npuobpenu nuueHano Ha wucnonb3oBaHue Kaspersky Internet Security u 3arpy3vnu nporpammy 4yepes
WHTEPHET-MarasuH, akTmeaumsi NporpaMmMbl MOXeT ObITb BbINOSTHEHA aBTOMAaTUYECKN B NPOLIECCE YCTAHOBKM.

Bam npegnaratoTtca cnepgytowive BapuaHThl aktuBaummn Kaspersky Internet Security:

e AxTMBMpoOBaTb nporpammy. Bbibepute 3TOT BapuaHT u BBeguTe KOA aktuBaumu, ecrnivm Bbl npuobpenu
MMLEH3MI0 Ha UCMOob30BaHMe NPOrpaMMbl.

Ecnn B none BBoga Bbl ykaxeTe ko aktuBauum Kaspersky Anti-Virus wnn Kaspersky Total Security, no
3aBEpPLUEHUN aKTMBaUMM 3anycTMTCA npoueaypa nepekntodeHnsa Ha Kaspersky Anti-Virus unu Kaspersky Total
Security.

e AKTMBUpPOBaTb NPOGHYI BEpPCUIO Mporpammbl. BbiGepuTe 3TOT BapuaHT akTMBauuW, €Cnv Bbl XOTUTE
YCTaHOBUTb MPOGHYID BEpCUIO NMporpaMmbl nepes MpUHATUEM peLlleHust O NpUoBpeTeHun nuueHsun. Bbl
CMOXeTe UCMnonb3oBaTb MporpaMMy B PEXUMME MOMHOM  (PYHKUMOHANbHOCTM B TEYEHME KOPOTKOro
O3HaKoMuTenbHoOro nepuoda. Mo UcTeYeHUM cpoka AeNCTBUS NULEH3MN BO3MOXHOCTE MOBTOPHOM akTMBaLMu
npobHol Bepcuu nporpaMmMbl 6yaeT HeAOCTYNHa.

[ns akTMBaLMKM Nporpammbl HEO6XOAMMO MNOAKIIOYEHNE K UHTEPHETY.

B npouecce aktuBaumm nporpaMmmbl MOXeT noTpeboBaTbCcsa NPponTu pernctpaumio Ha noptane My Kaspersky.

LUAr 8. PETMCTPALMA NONMb30OBATENA

OTOT Wwar gocTyneH He Bo Bcex Bepcusix Kaspersky Internet Security.

3aperncTpMpoBaHHbIe Nonb30BaTeny Nony4YarT BO3MOXKHOCTb OTNPaBnaTb 3anpockl B Cnyx0y TEXHUYECKOW NOALEPKKM
n BupycHyto Jlabopatoputo yepe3 noptan My Kaspersky, BO3MOXHOCTb yO0OOHO ynpaBnsaTb KOA4aMy akTBaumn, a Takke
nonyvatoT OnepaTuMBHYIO WMHOPMaLMI0O O HOBbIX Nporpammax W crneuuanbHblX npeanoxeHusx «Jlabopatopum
Kacnepckoro».

Ecnu Bbl cormacHbl 3aperncTpupoBaTbCa, ONd OTNpPaBKM CBOUX PerncTtpaumoHHbIX AaHHbIX B «J'IaGopaTopmo
KacnepCKoro» YKaXnte nxX B COOTBETCTBYHOLLNX NOMAX U HAXMUTE HA KHOMKY Oanee.

B HekoTOpbIX cnyyaax perucTpaums nonb3oBatens HeobXxoamMma Ans UCNosb30BaHNUS nporpamMmmbl.

LUAr 9. 3ABEPLUEHUE AKTUBALIMU

MacTtep nHdopmupyeT Bac 06 ycnelwHom 3aBeplieHun aktmsaummn Kaspersky Internet Security. Kpome Toro, B okHe
NpUBOAMTCHA MHOPMaLMS O OENCTBYIOLLEN NTMLEH3NW: AaTa OKOHYaHUSA CpoKa OeNCTBUSA NULEH3UN, a TaKkKe KOnM4ecTBO
KOMMbIOTEPOB, Ha KOTOPble 3Ta JIMLIEH3MS pacnpocTpaHaeTcs.

B cnyyae nognuckun BMeCTo AaTbl OKOHYaHWSA CpoKa AENCTBUSA NULEH3NW NPUBOAUTCS MHOPMaLMA O cTaTyce NOAMNNCKN.

HaxmuTe Ha KHOMKy 3aBepLnTb, YTOObI 3aBepLUNTL pabGoTy mMacTepa.
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OBHOBJNEHME NPEALIAYILEA BEPCUM NPOrPAMMbBI

YctaHoBka HoBon Bepcum Kaspersky Internet Security noBepx Kaspersky Internet Security
npeabigylien Bepcumn

Ecnu Ha Bawem komnbloTepe yxxe yctaHoBneH Kaspersky Internet Security ogHol 13 npeapiayLunx BepCcuii, Bel MOXeTE
o6HOBUTL ero Ao Hoeon Bepcun Kaspersky Internet Security. MNpn Hanvymm gencTByOLWEN NNLEH3MN HA NCNONb30BaHNe
Kaspersky Internet Security npegpiayLimx Bepcuii Bam He NMoHagobUTCS akTUBMPOBaTb MpoOrpamMy: Mactep YCTaHOBKM
aBTOMaTMYECKM MONy4YMT MHAPOPMaLMI0 O NUUEH3MM Ha ucrnonb3oBaHwe npeabiaywen sepcum Kaspersky Internet
Security 1 npuMeHUT ee BO BpeMs yCTaHOBKM HoBoW Bepcumn Kaspersky Internet Security.

YctaHoBka HoBou Bepcumn Kaspersky Internet Security noBepx Kaspersky Anti-Virus npeabigylien
Bepcum

Ecnu Bbl ycTaHaBnueaeTe HoByto Bepcuto Kaspersky Internet Security Ha KomnbroTep, HA KOTOPOM YXXe YCTaHOBMEH
Kaspersky Anti-Virus ogHow 13 npegblayLUnx BepCcuin ¢ 4eNCTByoLLEen NMUeH3neln, MacTep akTMBauMmn NpeanoxuT Bam
BbIOpaTb BapuaHT AanbHENLWnX 4eACTBUN:

e [IpogomkuTb ncnonb3osatb Kaspersky Anti-Virus no gencrsytowen nuueHsun. B atom cnyyae 6yaeT 3anywieH
mMacTep murpaumu, B pesynbTtate paboTbl KOTOPOro Ha Ball KOMMbioTep OyAeT ycTaHOBMeHa HoBas Bepcus
Kaspersky Anti-Virus. Bbl cmoxeTe ncnonb3osatb Kaspersky Anti-Virus B TedeHne cpoka A4encTBUS NMUeH3nm
Ha ncnonb3oBaHue Kaspersky Anti-Virus npeablgyLen sepcum.

e [lpopgormxutb ycTaHOBKY HoBOM Bepcum Kaspersky Internet Security. B atom cnyyae nporpamma Oyget
yCTaHOBJIEHA N aKTMBMPOBaHa COrMacHO CTaH4apTHOMY CLEHapuIo.

Kaspersky Internet Security ycTtaHaBnuBaeTcsa Ha KOMMNbIOTEP B WHTEPaAKTUBHOM pEXUME C MNOMOLLLI0 MacTepa
YCTaHOBKM.

MacTep cocTouT 13 nocriefoBaTellbHOCTU OKOH (LUaroB), NepeknioyeHe Mexay KOTOPbIMU OCYLLECTBISIETCS HaxaTMeM
Ha kHonkn Hasap v [anee. Pabota mactepa 3aBepluaeTcs HaxaTuem Ha KHOMKy 3aBepwuTb. [ns npekpalieHus
paboTbl MacTepa Ha ntobom dTane yCTaHOBKM crieflyeT 3aKpbiTb OKHO MacTepa.

Ecnu nporpamma 6y/:|,eT ucnomnb3oBaHa Ans 3awuTbl Ooree 4YeM OJHOro KoMnbloTEpPA (MaKCVIMaJ'IbHO aonycTtumoe
KOJIN4EeCTBO KOMMbIOTEPOB onpenendeTca ycnoBuamMmu JInueHanoHHoro COFJ'IaLIJeHI/Iﬂ), TO npouenypa yCTtaHOBKU 6y,u,eT
OANHAKOBOW Ha BCEX KOMMbIOTEPAX.

®»  Umobbi ycmaHosumb Kaspersky Internet Security Ha eaw komrbomep,

Ha ycTaHoBOoYHOM CD-aucke 3anyctuTe chaiin yCTaHOBOYHOIO NakeTa (halin ¢ pacluMpeHnemM exe).

Onsa yctaHoBku Kaspersky Internet Security Bbl Takke MOXeTe UCNONb30BaTb YCTAHOBOYHbIN NAKET, NMOSTyYEHHbIA Yepes
UHTEepHeT. [pn 3TOM AN HEKOTOPbIX A3bIKOB flOKanM3aumMmM MacTep yCTaHOBKM OToBpaXkaeT HECKOMbKO AONOMHUTENbHbIX
LIaroB yCTaHOBKM.

BmecTe ¢ nporpammoi 6ygyT ycTaHOBMEHbI paclumpeHus ana sBeb-6paysepos, obecneunBatoime 6esonacHyto paboTy B
WHTEpHeTe.

O6GHoBneHne npepigylien Bepcum NnporpaMMbl MMeeT orpaHnyeHus (cM. pasgen «OrpaHuydeHus u npegynpexgeHns»
Ha cTp. 92).
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LUAr 1. MOUCK BOJNIEE HOBOU BEPCUM NMPOIrPAMMbI

Mepen HayanoM ycTaHOBKM MacTep MpoBepsieT HanuuuMe Gonee akTyanbHol Bepcumn Kaspersky Internet Security Ha
cepBepax o6HoBneHu «Jlabopatopun Kacrnepckoro».

Ecnun mactep yctaHOBKM He 0BHapyxuT Ha cepBepax obHoBneHun «JlabopaTtopum Kacnepckoro» Gonee aktyanbHyo
BEPCUIO NPOrpaMMbl, OH 3aMyCTUT YCTAHOBKY TEKYLLEN BEPCUN.

Ecnn macTep oGHapyxuT Ha cepBepax oGHOBMeHWn «JlaGopaTopumn Kacnepckoro» Gonee akTyanbHyl0 Bepcuio
Kaspersky Internet Security, oH NpeanoXuT Bam 3arpy3unTb ¥ YCTaHOBUTL €e Ha Ball KomnbioTep. PekomeHayeTcs
yCTaHaBMNMBaTb HOBYID BEPCUIO MPOrpamMbl, Tak Kak B HOBbIE BEPCUM BHOCHATCS ynydleHus, nossonsiowme Gonee
3ahheKTMBHO 3almaTh Ball KomnbloTep. Ecnu Bbl oTKakeTecb OT YCTaHOBKM HOBOW Bepcuu, MacTep 3amnycTut
YCTaHOBKY TeKyllel Bepcuu nporpaMmmbl. Ecnu Bbl cormacutech yCTaHOBWTb HOBYKO BEPCUIO Mporpammbl, MacTep
YCTAHOBKM CKOMUPYEeT painbl YCTAHOBOYHOIO MakeTa Ha Ball KOMMbIOTEP M 3anyCTUT YCTAHOBKY HOBOM Bepcuu.
[JanbHeiillee onvcaH1e yCTaHOBKW HOBOW BEPCUM NPOrpaMMbl CMOTPUTE B JOKYMEHTaLMM K HEWl.

LUAr 2. HAYAJO YCTAHOBKM NPOrPAMMbI

Ha atom atane mactep YCTaHOBKU npeanaraeT BaMm yCTaHOBUTb NporpamMmy.

,D,J'Iﬂ npoaomkeHna yCTaHOBKU HaXXMUTE Ha KHOMKY YcTaHOBUTD.

B 3aBncvMOCTM OT TMNa yCTaHOBKM M fA3blka NokanusauuyM Ha 39TOM 3Tane MacTep YCTaHOBKWM MOXeET npefnaratb Bam
03HaKoMUTbCSA € JINLEH3MOHHBIM CornalleHneM, KOTopoe 3akiovaeTcs Mexay Bamu u «Jlabopatopuen Kacnepckoro», a
TaKke NpuHATL y4actne B nporpamme Kaspersky Security Network.

LAr 3. MPOCMOTP JIMLLEH3UOHHOIO COrNALUEHMA

OTOT Wwar mactepa yCTaHOBKM OTOOpaxaeTcs ANA HEKOTOPbIX A3bIKOB fokanu3auun npu yctaHoske Kaspersky Internet
Security ¢ ycTaHOBOYHOTO NakeTa, NONy4eHHOro Yepes MHTEPHET.

Ha aTOoM 3Tane macTep yCTaHOBKM npegnaraeT BaM O3HaKOMUTLCA C JIMLEH3MOHHbIM COrnmalleHneM, KoTopoe
3akntovaeTcs mexay Bamu n «Jlabopatopuein Kacnepckoro».

BHumatensHo npountante JIMLEH3NOHHOE CornalleHne WU, ecnu Bbl COrMacHbl CO BCEMU €ro NYHKTaMWN, HaXMuUTe Ha
KHOMKY MpuHATL. YCcTaHOBKa NporpamMMbl Ha Ball KOMNbHOTEP 6y,D,ET npoaosnkeHa.

Ecnu ycnosusd JINLUEH3MOHHOro cornalleHus He NPUHATLI, YCTaHOBKa nporpamMmmbl HE NPON3BOAUTCA.
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LUATr 4. NMONOXEHUE O KASPERSKY SECURITY NETWORK

Ha atom sTane macTep YyCTaHOBKWM npeanaraeT Bam NpuHATL yvactue B nporpamme Kaspersky Security Network.
Yyactne B nporpamme npepycmatpuBaeT otnpaBky B 3A0 «JlabopaTopusi Kacnepckoro» WHcopmaumm o HOBbIX
yrposax, OOHapyXeHHbIX Ha BalleM KOMMbIOTEPE, O 3anyckaembiX Mporpammax M O 3arpyxaembiX MoAMMCaHHbIX
nporpaMmmMax, a Takke WHgopmauum o6 onepaumoHHow cucteme. [Npu atom cbop, obpaboTka M XpaHeHue Balunx
nepcoHanbHbIX JAaHHbIX HE NPOU3BOASATCS.

OsHakoMbTech ¢ lMonoxeHnvem o Kaspersky Security Network. Ecnu Bbl cornmacHbl CO BCEMW €ro NMyHKTaMu, B OKHE
mMacTepa Haxmute Ha KHonKy MpuHATBL.

Ecnu BbI He xoTUTe NpuHUMaTh ydacTue B nporpamme Kaspersky Security Network, HaxkmuTe Ha kHomnky OTkasaTbces.

Mocne npuHATUA nnm otkasa ot yyacTusi B Kaspersky Security Network yctaHoBka nporpamMmmbl NPOAOSIKUTCS.

LUAr 5. YCTAHOBKA

Onsa HekoTopbix Bepcuii Kaspersky Internet Security, pacnpoctpaHsieMblx Mo noanvcke, nepes yctaHoBKOW TpebyeTcs
BBECTW Naporb, NPeAoCcTaBMNeHHbIN NOCTaBLLUKOM YCIyr.

Mocne BBOAA Naporns HAYMHAETCS YCTaHOBKA NMPOrpamMMbi.
YcTaHoBka nporpaMmmbl 3aHUMaeT HeKoTopoe Bpems. [loxanuTech ee 3aBepLUEHNUS.
Mo 3aBepLUEHMN YCTAaHOBKU MacTep aBTOMATUYECKM NepexoauT K Crieaytolemy Lwary.

Bo Bpemsi yctaHoBkM Kaspersky Internet Security nponssoauT psig NnpoBepok. B peaynbTate 3TMX NpoBEPOK MOFYT BbITb
obHapyxeHbl criegytome npobnembl:

. Hecoomeemcmeue onepayuoHHoOU cucmemb! rpoepammMHbIM mpe6oeaHu,qM. Bo Bpewms YCTaHOBKKW MacTep
nposepdeT cobntogeHve cnegywwnx yCJ'IOBVIVIZ

e COOTBETCTBME OMEPaLMOHHOM CUCTeMbl M nakeToB oO6HoBneHuin (Service Pack) nporpammHbiM
TpeboBaHUsM;

e  Hanuyne HeobXoOoUMbIX NPOrpamm;
e Hanwuuve HeobxoaMMOro Ans yCTaHOBKM CBOBOAHOIrO MecTa Ha Aucke.

Ecnu kakoe-nu6o un3 nepe4vuncrieHHbIX yCJ'IOBI/IIZ He BbIMOJIHEHO, Ha 3KpaH 6yueT BbiB€J€HO COOTBETCTBYHOLLEE
yBeqoMIieHne.

e Hanuyue Ha Komrblomepe HecoeMecmumbix rpoepamm. Mpu oBHapYXeHUM HECOBMECTUMbIX MporpaMM Mx
cnucok ByaeT BbiBeAEH Ha 3KpaH, U Bam OydeT npeanoxeHo yaanuTb ux. lNporpammel, koTopble Kaspersky
Internet Security He MoxeT yganuTb aBTOMartuyecku, HeobxoauMo yganuTe BpyuHyto. Bo Bpemsi yaganeHnwms
HecoBMeCTUMbIX MporpamMm noTpebyeTcs nepesarpyska OMepauyoHHOM CUCTEMbI, MOCME Yero yCTaHOBKa
Kaspersky Internet Security npogomxkutcst aBToMaTnyecku.

e Hanuyue Ha Komrblomepe 6pedOHOCHbIX rpoepamm. [Mpn OBHapyxeHun Ha KOMMbIOTEpPEe BPEOOHOCHBIX
nporpamMM, NpenaTCTBYIOLMX YCTAaHOBKE aHTUBUPYCHLIX MpOrpamMm, MacTep YCTaHOBKU MPEANoXUT 3arpysnTtb
creumansHoe CpeacTBO AN yCTpaHeHus 3apaxenuns — ymunumy Kaspersky Virus Removal Tool.

Ecnn Bbl cornacutecb YCTaHOBMTb YTWMWTY, MacTep YCTaAHOBKW 3arpy3uT ee C cepsepoB «Jlabopatopum

Kacnepckoro», nocrne 4ero aBTOMaTM4eCKM 3anyCTUTCSl yCTaHOBKa yTunutbl. Ecnu mactep He cmoxeT
3arpysnTb YTUNUTY, OH NPEANIOXAT BaM 3arpy3nTb €€ CaMOCTOATENbHO, Nepeias no npeanaraemMoin cebiske.

LUAr 6. 3ABEPLUEHME YCTAHOBKMU

3T0 OKHO MacTepa UHPOPMUPYET BAC O 3aBEPLLEHUN YCTAHOBKM MPOrpamMmbl.

[No 3aBepLueHnn YCTaHOBKU HeobxogMmMo nepesarpys3mtb onepaumoHHYy CUCTEMY.




YCTAHOBKA U YAANEHWE NMPOrPAMMBI

Ecnu donaxok 3anyctutb Kaspersky Internet Security yctaHoBneH, nocne nepesarpyskv nporpamma 6yaer 3anylieHa
aBTOMaTUYECKN.

Ecnu nepepn 3aBeplieHnem paboTbl macTepa Bbl CHANKU dnaxok 3anyctntb Kaspersky Internet Security, nporpammy
HY>XHO 3aryCTUTb BPY4YHYIO.

NMEPEXON C KASPERSKY INTERNET SECURITY K
UCNonb30BAHUIO KASPERSKY TOTAL SECURITY

Kaspersky Internet Security nossonsetr nepenTn K wucnonb3oBaHuto nporpammbl Kaspersky Total Security 6e3
AOMONHUTENBHON 3arpy3kn 1 YCTAHOBKW MPOrpamMMHOro obecneveHums.

Mo cpaBHeHuio ¢ Kaspersky Internet Security nporpamma Kaspersky Total Security obnagaet psiioM JONONHATENBbHBLIX
BO3MOXHOCTEMN:

. PesepBHoe konupoBaHue. C nomoublo aBTOMaTU4ECKOro pe3epBHOIo KonnupoesaHuaA Mo pacnucaHUK Bbl
MOXeTe COXpaHATb CBOU AaHHbIX HA CbEeMHbIX U CETEBbIX AUCKaX, a TakXke B OHJ'IaVIH-XpaHVIJ'IVILLI,e.

e 3awmra nnyHom nHopmaumn. Ang 3awmTel BaWMX NUYHBLIX JaHHBLIX UCNOMb3YyTCA BupTyanbHble cendbl. Bl
MOXeTe MonoXuUTb anrnbl B CeNd M 3aKpbiTb €ro, YTobbl HUKTO, KPOME Bac, HE MOr NOMy4nTb AOCTYN K 3TUM
dannam.

. 3awumTa naponen. [Ona 3awuTbl JaHHbIX, KOTOpble Bbl BBOAUTE B WHTEPHETE, ncnonb3dyetTcqa nporpamMmma
Kaspersky Password Manager. C ee nomoulblo Bbl MOXeTe COXpaHATb JIOrMMHbI U Napofin B XpaHunuuie un
aBTOMaTU4eCKM 3anosiHATL NonA BBOAA B UHTEPHETE.

e YpaneHnHoe ynpaeneHve. C NoMoLLbo YHKUMW YOaneHHOro yrnpaBlieHns Bbl MOXETE yAaneHHO ynpaensaTb
3aLMUTON BaLUMX KOMMbIOTEPOB.

Bbl MoXxeTe BpeMeHHO nepenTu Ha nNpobHyto Bepcuto Kaspersky Total Security, 4ToGbl M3y4nTe €e BO3MOXHOCTU, UMK
nprobpecTn NULEH3N0 1 NepeinTn K ncnonb3oBaHuto Kaspersky Total Security.

B 3TOM PA3ENE
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Mepexoa kK NOCTOAHHOMY MCNONb30BaHMI0 Kaspersky Total SECUNLY.........coiviiiiiiiiiiie e 26

BPEMEHHOE MCNOJIb30BAHUE KASPERSKY TOTAL SECURITY

Bbl MoxeTe BpeMeHHO nepentn Ha npobHyto Bepcuio Kaspersky Total Security, 4ToObl oLeHUTE ee BO3MOXHOCTU. [pun
XenaHuu Bbl MOXeTe NP1oBpecTn NULIEH3NIO AN NOCTOSTHHOW paboTbl ¢ NporpamMmmon.

®»  Umobbi epemeHHO nepelimu Ha npobHyro sepcuto Kaspersky Total Security, ebinonHume cnedyroujue delicmeusi:
1. OrTkponTe rnaBHOE OKHO MPOrpammei.

2. Mo ccbinke TMokasaTb AononHUTeNbHblE WHCTPYMEHTbl nepeiaute B OkHO [ononHuUTenbHble
MHCTPYMEHTbI.

3. B okHe [OdononHuTtenbHble UHCTPYMEHTbI Mo ccbinke lMepentn Kk mcnonb3oBaHuk Kaspersky Total
Security 3anyctute mactep MurpaLun.

4. B OTKpbIBLLEMCS OKHE MacTepa MUrpauumn HaxXMuTe Ha KHOMKY I1p06|-|aﬂ Bepcus.

5. CnepyiTte ykasaHuam macrepa.




PYKOBOACTBO NONb30OBATENA

War 1. Ha4vano pacwupeHus 3awmuThbl

Ha aTom ware macTep BbIBOOUT Ha 3KpaH COOOLiEHWEe O TFOTOBHOCTWM K Nepexopy Ha NpobHylo Bepcuio
Kaspersky Total Security. ins npogomkeHusi paboTbl MacTepa HaXXMUTe Ha kKHonky NpoAonKuUTb.

War 2. YpaneHue HecoBMeCTUMMbIX Nporpamm

Ha aTtom ware macTtep npoBepseT, HET NM Ha BalleM KOMMbOTepe nporpamm, HecoBMeCTuMbIX ¢ Kaspersky
Total Security. Ecnu Takmx nporpamm HeT, macTep aBTOMaTMYECKU MEpPexoauT K cnegywouwemy wary. Ecnu
Takue nNporpaMmbl HalnAeHbl, MacTep BbIBOAMT MX CMICOK B OKHE W NpeAnaraeT Bam yaanutb Ux.

lMocne ypaneHns HECOBMECTMMbIX MPOrpamMm MOXeT noTpeboBaTbCHA nepesarpy3ka onepauyvoHHON CUCTEMBI.
Mocne nepesarpysku MacTep 3anyckaeTcs aBTOMaTMYeCKW, M mpouecc nepexoga Ha npobHyl Bepcuio
Kaspersky Total Security npogornxaetcs.

War 3. MNepexop k ucnonb3oBaHuio NpobHon Bepcun Kaspersky Total Security

Ha atom ware BbINOMHSETCA noakrtovyeHne KomnoHeHToB Kaspersky Total Security, 4To MOXeT 3aHATb
HekoTopoe Bpewmsi. [1o 3aBepLUeHNM NpoLiecca MacTep aBTOMATUYECKU NEPEXOANT K CreayoLemy Lwary.

LWar 4. lNepe3anyck nporpamMmmbl

Ha atom ware nepexoaa k npobHon Bepcun Kaspersky Total Security TpebyeTca nepesanycTute nporpammy.
[nsa aToro HaXkMuTe Ha KHOMKy 3aBepLIUTbL B OKHE MacTepa.

LWar 5. 3aBepLueHne akTMBaLumn

[Mocne nepesanycka nporpammbl OTKpbiBaeTCcss OkHO JluueHsupoBaHue nporpammbl Kaspersky Total Security, roe
oTobpaxaeTcsa nHopMaums o Cpoke, B TeHEHUE KOTOPOro Bbl MOXETE UCMONb30BaThk NPOGHYI0 BEPCUIO.

Ecnu npu nepexoge Ha Kaspersky Total Security cpok aevcteus nuueHavnmn Ha nporpammy Kaspersky Intemet Security He
UCTEK, Bbl MOXETe NPoJoImkMTb ncnonb3oBaHme Kaspersky Intemet Security no 3Tow nuueH3nm Ha gpyrom KOMbOTEpPE.

NMEPEXOA K MOCTOAHHOMY UCNMOJNMb30BAHUIO KASPERSKY TOTAL
SECURITY

Ecnu Bbl xoTuTe nepewt K NOCTOSHHOMY Mcnonb3oBaHuio Kaspersky Total Security, Bam Heobxogumo npuobpecTu
nMUeH3nio Ha ncnonb3osaHne Kaspersky Total Security n 3atem aktnBMpoBaTb nporpaMmy.

®»  Umobbi npuobpecmu nuyeH3uro Ha ucrionnb3oearHue Kaspersky Internet Security, ebinonHume credyrouwjue
deticmesusi:

1. OTkponTe rnaBHOE OKHO Mporpammbi.

2. B packpbiBatolemcst cnucke MokasaTb AONONHUTENbHbIE MHCTPYMEHTbI OTKpOWTe OKHO [lononHUTenbHbIe
MHCTPYMEHTbI.

3. T[o cceinke Mepexoa k ucnonbsoBaHuto Kaspersky Total Security sanyctute mactep murpaumm.

4. Tlo ccbinke Kynutb kop akTMBauuum nepengute Ha BeG-canT MHTepHeT-marasuHa «JlabopaTtopum Kacnepckoro»
UNn KOMNaHWN-NapTHepPa, rae Bbl MoXeTe NpuobpecTu nuueHsuo Ha Kaspersky Internet Security.

Mpu ncnonb3oBaHuM NporpamMmMbl NO NOAMNMCKE, a Takke npu paboTe ¢ MPoOrpamMmol B HEKOTOPbIX PErMOHax nepexon Ha
ucnonb3oBaHue Kaspersky Internet Security He npegycmoTpeH. B aTux cnyyasx anemeHT lNepexoa K MCNonb3oBaHUIO
Kaspersky Total Security oTcytcTByeT.




YCTAHOBKA U YAANEHWE NMPOrPAMMBI

YAOANEHME NPOrPAMMBI

B pesynbTtaTe yaoaneHus Kaspersky Internet Security komnbioTep 1 Balumv fiMYHblEe AaHHbIE OKaXyTCs He3alw ML eHHbIMU!

YnaneHue Kaspersky Internet Security BbINONHAETCA C NOMOLLBI0 MacTepa yCTaHOBKU.

®»  Umobbi 3anmycmumb Macmep,

B MeHto Myck BbibepuTte nyHKT Bee Mporpammbl — Kaspersky Internet Security — Yaanute Kaspersky Internet
Security.

B 3TOM PA3AENE
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LAr 1. BBoa NAPONA AA YOAJIEHUA NPOrPAMMBbI

YUtobkl yaanute Kaspersky Internet Security, TpebyeTtca BBecT naponb Ana JocTyna kK napameTpam nporpammebl. Ecnin
Bbl N0 KakMM-mbo nNpuynHam He MOXeTe ykasaTb Naponb, yaaneHne nporpaMmmbl 6ygeT HEBO3MOXHO.

OTOT Wwar otobpaxaeTcsi TONbKO B criyvae, ecnv bbin yCTaHOBMEH Naponb Ha yaaneHvue nporpaMmmel.

LUAr 2. COXPAHEHUE OAHHbIX AN NOBTOPHOIO
MUCNOJib30BAHMA

Ha aTom ware Bbl MOXeTe ykasaTb, Kakie UCTOSb3yeMble NMPOrpamMMoN AaHHbIE Bbl XOTUTE COXPaHWUTbL AN AarnbHEeNLWero
MCMOSb30BaHNS NPY MOBTOPHO YCTAaHOBKE NporpaMMbl (Hanpumep, Npu yctaHoBke Goriee HOBOW BEPCUN).

Mo ymMonuaHuio nporpaMmma npegnaraet CoxXpaHuTb UHDOPMALMIO O NULEH3UM.

®»  Ymobsbi coxpaHumb OaHHble Onisi rnosmaopHO20 UCro/Ib308aHuUA, ycmaHosume ¢hriaxxku Harnpomues mex OaHHbIX,
KOMOopble HYXXHO coxpaHumb.

. UHcopmaumsa o nuueH3nm — gaHHble, NO3BONSAKOWME B JanbHENWEM He aKTMBMpOBaTb yCTaHaBnnBaemyr
nporpamMmmMy, a ucnonb3oBaTb €€ MNo yxe ﬂ,eﬁCTBleLIJ,eVI NINLEH3NN, eCrlN CPOK OENCTBMSA NNLEH3UN HE UCTEYET K
MOMEHTY YCTaHOBKW.

e  dannbl KapaHTUHa — anrnbl, NPOBEPEHHbIE MPOrPaMMO U MOMELLEHHbIE Ha KapaHTVH.

Mpun ynaneHun Kaspersky Internet Security ¢ komnbioTepa davinbl Ha KapaHTuHe OyaoyT HeAoCTynHbl. [ns
paboTbl ¢ 3TMK channamm HyxHO ycTaHoBUTb Kaspersky Internet Security.




PYKOBOACTBO NONb30OBATENA

¢ MapameTpbl paboTbl NporpamMmmMbl — 3Ha4YeHNs1 NapameTpoB paboTbl NPOrpammbl, YCTAHOBMEHHbIE BO BpeMs
€€ HaCTPOWKW.

«JNabopaTopusi Kacnepckoro» He rapaHTUpyeT noAdepKKy napameTpoB npenblaylieii Bepcuu nporpammbl.
Mocne ycTaHoBKM Gonee HOBOIM BepCum NporpaMMbl PEKOMEHYEM MPOBEPUTb NPABUIIbHOCTE €€ HACTPOWKM.
Bbl Takke MOXeTe 3KCNopTUPOBaTh NapameTpbl 3aLiMTbl NPY MOMOLLM KOMaHAHON CTPOKM, UCMONb3yst KOMaHAY:

avp.com EXPORT <wuma danna>

e [aHHble iChecker — annbl, copgepxawue uHpopmaumio 06 0O6bekTax, y)Xe MNPOBEPEHHbIX C MOMOLbIO
TexHonorun iChecker .

e bBasbl AHTM-Cnama — 6a3sbl, cogepxaline o6pasubl Cnam-COOOLUEHWI, MNOMydYeHHble U COXpaHEHHbIe
nporpammMoit Bo Bpemsi paboTbl.

LUAr 3. MoaTBEPXXAEHUE YOAJIEHUA NPOrPAMMBbI

I'Iocxoany yoaneHne nporpaMmmbl CTaBUT NoOA Yrpogdy 3aluTy KOMMbHTEPA U BaWKUX JNUYHbIX OAHHbIX, Tpe6yeTc;|
noaTesepanTb CBOE HaMepeHune yaanntb nporpamMmmy. [nsa aToro HaxmuTe Ha KHOMKY Ypanutb.

LUAr 4. YOANEHME NMPOrPAMMbI. 3ABEPLUEHUE YOAJIEHUA

Ha atom ware mactep yoandeTt nporpamMmy C Ballero KomnbrTepa. [oxounTecb 3aBepLueHns npolecca yoaneHus.

Mocne 3aBeplueHus yaanerus Kaspersky Internet Security Bbl MoXeTe ykasaTb NpUUMHbI yaaneHus nporpaMmbl Ha Be6-
canite «Jlabopatopun Kacnepckoro». OAns atoro Tpebyetca nepentu Ha BebG-cant «Jlabopatopum Kacnepckoro» no
KHoOMke 3anonHuTL hopmy.

B npouecce ynaneHust TpeGyeTca nepesarpyska onepauyoHHON cucTeMbl. Ecnv Bbl OTKakeTecb OT HeMeaneHHow
nepesarpysku, 3aBeplueHue npoleaypbl yaaneHus GyaeT oTNOXeHO A0 TOro MOMeHTa, Korga onepauuoHHasi cuctema
By[eT nepesarpyxeHa Unv KOMMboTep ByaeT BbIKMIOYEH 1 BKITOYEH CHOBA.




NMNUEH3WPOBAHME NPOIrPAMMBI

OTOT pasgen coaepxuT MHpopMauuio 06 OCHOBHbIX MOHSATUAX, CBSI3AHHbIX C akTvBauuen nporpamMmbl. M3 aTtoro
pasgena Bbl y3HaeTe O HasHayYeHuM JIMLEH3MOHHOro cornaileHusi, cnocobax akTuBauuu nporpaMMmbl, a Takke O
NPOANEHNN cpoka AEeNCTBUS NIULIEH3NM.
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O JINLEH3MOHHOM COrNALWUEHUM

JInueHanoHHoe cornaiwleHne — 310 opuanyeckoe cormaiueHve mexay Bamm u 3A0 «Jlabopatopusa Kacnepckoro», B
KOTOPOM yKa3aHO, Ha Kakunx yCNoBKsAX Bbl MOXeTe MCMOMNb30BaTbk Nporpammy.

BHumMaTenbHO 03HaKoOMbTECH C yCrnoBuaMu JInueHanoHHoOro cornatleHus nepen Ha4danom pa60TbI Cc I'IpOFpaMMOI;L

CuuTaeTcs, 4TO BbI npuHMMaeTe ycnosusa JIMUEH3NOHHOrO cornalleHus, nogTeepXaad CBoe corflacne C TEKCTOM
JINLUEH3MOHHOro cornaweHns npu YCTaHOBKe nporpamMmmsbl. Ecnn Bbl He cornacHbl C ycnosmamun JInueHanoHHoro
cornawlueHua, Bbl AOMXHbI NpepBaTb YCTAHOBKY NporpaMmmbl UM HE UCNONb30BaTb NporpaMmMy.

O NUUEH3UMN

ﬂuueHau;v— 9TO OrpaHn4eHHoe No BpemMeHU npaBo Ha UCNofb3oBaHWe nporpamMmmbl, npegocrtaBsndaemMoe BaMm Ha OCHOBe
JInueHsnoHHoro cornatwenns. C nuUeH3nen cBA3aH yYHUKanbHbIA KO aktusauuy Ballero ak3emnnsapa Kaspersky Internet
Security.

JInueHsna BknovaeT B cebs NpaBo Ha NonyyYeHne criedyoLmx BUAOB YCNyr:

. Vcnonb3oBaHne nporpaMmMbl Ha2 OOHOM WIN HECKOMbKUX yCTpOVICTBaX.

Konuuyectso yCTpOVICTB, Ha KOTOpPbIX Bbl MOXeTe WCMNoJsib30BaTb MNporpamMmy, onpeaendeTtcda ycnoBuamu
JINLEH3MOHHOro cornalleHus.

e ObpalleHue B Cnyxby TexHu4eckon noaaepxkn «Jlabopatopun Kacnepckoroy.

e [lonyyeHve npoumx ycnyr, npegocTaBnsemMbix Bam «Jlabopatopueli Kacnepckoro» unv ee naptHepamu B
TeyeHve cpoka aencTeus nuueHanm (cm. pasgen «Cepsuc Ana nonb3osartenen» Ha cTp. 16).

YTtobbl paboTaTh C NporpaMMon, Bbl AOMKHbI MPUOBPECTM NTMLEH3MIO HA UCMOMb30BaHNE NPOrpaMmel.




PYKOBOACTBO NONb30OBATENA

JIueH3ma nmeet orpaHMYeHHbIN cpok aencteus. o ncTeyeHuM cpoka OencTBuSA NUUEH3UM nporpamma npoaorkaet
paboTy, HO B pexume OrpaHuW4eHHON YHKUMOHANbHOCTU (Hanpumep, HeAOCTYNMHO OOHOBMEHME W MCMONb30BaHWe
cepeuca Kaspersky Security Network). Bbl mo-npexHemy MOXeTe WUCMNONb30BaTb BCE KOMMOHEHTblI Mporpammbl 1
BbIMOMHATL MPOBEPKY Ha BMPYCbl WM ApyrMe nporpaMMbl, NpeacTaBnslolmne yrposy, HO TONbKO Ha OcHose 6a3,
YCTaHOBINEHHbIX A0 AaTbl OKOHYaHWNS CpoKa AeNCTBUA NuueH3nn. [nsa npoaormkeHus ucrnonb3oaHusa Kaspersky Internet
Security B pexvmMe nonHon pyHKUMOHanbLHOCTM TpebyeTca NpoannTb CPOK AENCTBUS NULIEH3UN.

PekomeHaoyeTcsi npogneBatb CPOK OENCTBUSA TNULEH3UM He MO34HEe JAaTtbl ero OKOHYaHus, 4ToObl obecneyunTb
MaKCHMMaIbHYH 3aLLMTy OT BCEX YrpO3 KOMMbIOTEPHOW 6E€30MacHOCTY.

Mepen nprobpeTeHMeM NULEH3MM Bbl MOXETE 03HaKoMUTbCH C NpobHoi Bepcuen Kaspersky Internet Security 6e3
BbiNnaTtel Bo3HarpaxaeHusi. NpobHasi Bepcus Kaspersky Internet Security BbinonHseT cBou yHKUMM B Te4yeHue
KOPOTKOro O3HaKOMUTENbHOro nepuoga. lNocne okoH4YaHus O3HakomuTenbHOro nepuopa Kaspersky Internet Security
npekpallaeT BbINOMHATL BCe CBOU hyHKUMMW. [INs NPOAOIKEHMST MCMONb30BaHWsA nporpaMmMbl TpebyeTcst npuobpecTu
NNLIEH3MIO.

O KOOE AKTUBALIUM

Kod akmueayuu — 3TO Kof, KOTOpbIA Bbl Monyyaete, npuobpeTas nuUeH3uo Ha ucronb3oBaHue Kaspersky Internet
Security. 3T0T ko HEOGX0AMM ANA aKTMBaLMK NPOrpamMMbl.

Kon aktvBaumm npepcrtaBnsieT coboi yHMKanbHyK nocnefoBaTenbHOCTb M3 ABajuaty natuHCKkuMX OykB u undp B
PopMaTE XXXXX-XXXXX-XXXXX-XXXXX.

B 3aBucumMocTmh oT cnocoba r|p|/|06peTeHM9| nporpaMmmbl BO3MOXHbI criefyruime BapmnaHTbl Nony4YeHna Koga aktmBalnn:

e Ecnu Bbl nprobpenu kopoboyHyto Bepcuto Kaspersky Internet Security, ko akTvBauum ykasaH B JOKYMeEHTaLMM
UK Ha KopobKe, B KOTOPOI HAaXOAWUTCSA YCTaHOBOYHbIA KOMNAKT-AMCK.

e Ecnu Bbl npuobpenu Kaspersky Internet Security B uHTepHeT-marasvHe, Kog akTMBaUMWU BbiCbiNaeTca Mo
aapecy 3MeKTPOHHON NOYThI, ykazaHHOMY BaMu Npwu 3akase.

e Ecnu Bbl yyacTByeTe B nporpamme «3awmtn gpyra» (CM. pasgen «Ydactue B nporpamme “3awmnti gpyra’» Ha
CTp. 86), Bbl MOXeTe Nony4nMTe OOHYCHbIN KOA, akTMBaUMM B 0OMeH Ha 60HyCHble 6annbl.

OTcuyeT cpoka AeWCTBUSA NULUEH3MM HadvHaeTcs € AaTbl akTmBauuu nporpamMmbl. Ecniv Bel mpuobpenu nuvueHswmio,
Aonyckarowyto ncnonb3oBaHne Kaspersky Internet Security Ha Heckonbkux yCcTponcTBax, TO OTCHET Cpoka OencTBus
NWLEH3MN HaYMHaeTCs C AaTbl NEPBOrO MPUMEHEHMWS Koga akTuBaLmm.

Ecnu kog aktMBaumm Gbin NOTEPSIH UMW CryYaliHO yAaneH nocre akTMBauuy nporpaMMbl, TO Afisi er0 BOCCTaHOBIEHUS
obpaTtutechb B Cnyx0y TexHuyeckon nogaepxku «Jlabopatopumn Kacnepckoro» http://support.kaspersky.ru.

O NnoAnNUCKE

lodnucka Ha Kaspersky Internet Security —3TO Mcnonb3oBaHWe Nporpammbl C BblOpaHHbIMM MNapameTpamu (gata
OKOHYaHWs, KONMYecTBO 3awuwaemblx yctponcts). lMoanucky Ha Kaspersky Internet Security moxHO odopmuts y
nocTasLuka ycnyr (Hanpumep, y UHTepHeT-nposanaepa). Bol MoxeTe npuocTtaHasnmeaTte Unn BO30OHOBNATL MOAMMUCKY,
npoafieBaTb ee B aBTOMaTU4ECKOM pexumMe, a Takke oTKasblBaTbCs OT Hee. [1oanuckor MOXHO ynpasnATb Yepes Ball
nepcoHanbHbIN kKabuHeT Ha BeG-cariTe nocTaBLMKa YCNyru.

MocTaBLMKKM ycnyr MOTyT NpefocTaBnsATs ABa TUNa NOANWCKK Ha ucnonb3oBaHue Kaspersky Internet Security: noanucky
Ha 0BHOBIEeHWe ¥ NOANMUCKY HAa OGHOBMEHWE U 3aLLMTY.

Moanucka mMoxeT OblTe OrpaHUYEHHON (Hanpumep, Ha OAMH rod) WM HeorpaHudeHHown (6e3 AaTtbl okoHYaHus). Ons
npopomkeHns paboTtel Kaspersky Internet Security nocne oOkoH4YaHMs OrpaHMYeHHOM nognuckn Heobxoanmo
CaMoCTOsiITeNbHO  MpoanuTb  ee. HeorpaHuyeHHas nognucka MpoAneBaeTcs aBTOMATUYECKM Mpu  YCrOBUK
CBOEBPEMEHHOIO BHECEHNSA NPeAonnaTthl MOCTaBLUMKY YCITYT.

Ecnv noanvcka orpaHuyeHa, no ee oKoHYaHWM Bam ByaeT NpeaocTaBrieH NbroTHbIN Nepuog Ans npoanieHnst MoanyvcKy,
B TEYEHME KOTOPOro OyHKLMOHANbHOCTb NporpamMmbl 6yaeT coxpaHeHa.



http://support.kaspersky.ru/

JIMULEH3UPOBAHMUE NMPOrPAMMBI

Ecnv nognucka He npoaneHa, Nno UctedeHun nbrotHoro nepuoga Kaspersky Internet Security npekpalwiaet o6HoBNATL
6asbl MporpaMmbl (AN MOAMUCKM Ha OOHOBMEHWE), B3aumoAeicTBoBaTb ¢ cepBucom Kaspersky Security Network, a
TaKKe NpekpallaeT 3almaTb KOMMbIOTEP ¥ 3anyckaTb 3a4a4mn NPoBepKM (ANs NoANUCKM Ha OBHOBNEHNE U 3aLnTY).

YTobbl ncnonb3osatb Kaspersky Internet Security no nognucke, Hy>XHO NPUMEHUTb KOA akTMBauuv, npegocTaBneHHbIN
NMOCTaBLLUKOM ycrnyr. B HEKOTOpLIX Criydyasax Ko akTMBauuM MOXET 3arpy>atbCsi U MPUMEHSITbCA aBToMaTtudecku. MNpun
MCNonb30BaHWM NporpamMmbl MO MNOAMUCKE Bbl HE MOXeTe MPUMEHUTb OPYron Ko akTuBauuMu AN NpoafieHust cpoka
OencTeusa NnuueHsmmn. 31o byaeT BO3MOXHO TOMbKO MOCIE OKOHYaHWS MOANMUCKU.

Ecnun Ha momeHT pernctpauumn nognucku, Kaspersky Internet Security yxxe ucnonb3ayetcsi no 4eACTBYOLLEN NTMLEH3UU,
To nocne peructpauun nognuckn Kaspersky Internet Security 6yaet ucnonb3oBatecs no nognucke. Kog aktueauum, ¢
NMOMOLLIbIO KOTOPOro A0 3TOro Obina akTMBMPOBaHa NporpamMmma, MOXHO NPUMEHUTE Ha APYroM KOMMbIOTEPE.

YT10oObl OTKa3aTbCHA OT MOANUCKW, HEOOXOAMMO CBA3aTbCH C MOCTABLLMKOM YCIyr, y KOTOporo Bbl Npuobpenn Kaspersky
Internet Security.

B 3aBucumocTu oT nocTaBLumKa ycryr, Habop BO3MOXHbIX AEUCTBUIA MpU ynpaBneHnn Noanmuckon MOXeT pasnuyaTtbCes.
Kpome Toro, MoXeT He NpeaoCTaBnATLCS NbrOTHLIV NEpUO, B TEYEHNE KOTOPOro AOCTYMHO NPOoASieHe NOAMUCKHN.

O NPEAOCTABNEHUU OAHHbIX

[1na NoBbILLEHNSA YPOBHS OrNepaTMBHOW 3aLuThl, NPUHUMas YCroBUsA JIMLEH3MOHHOMO COrmMalleHusl, Bbl CornallaeTech B
aBTOMaTUYECKOM peXxvMe NpeaocTaBnaTh «JlaGopatopum Kacnepckoro» crneayrLlyo MHGopMaumio:

e MHdOPMaLMIO O KOHTPOIbHBLIX CyMMax obpabaTtbiBaembix dannos (MDS);

e MHGOpMaUMIO ANsi oNpeaeneHus penytauun seb-aapecos;

e  CTATUCTUKY MCMOMb30BaHWUS YBEAOMITEHWUA MPOrpaMmel;

e  CTaTUCTUYECKME AaHHble Ans 3aliuTbl OT cnama;

e [aHHble 06 akTMBaLUmK 1 ncnonb3yemon Bepcum Kaspersky Internet Security;

e  MHJOPMaLMIO O NULEeH3MpoBaHUKN ycTaHoBneHHon Bepcun Kaspersky Internet Security;
e UHdOpMaLUo 0 TUNax oBHaPYXEHHbIX Yrpo3s;

e  MHJopMauuo 06 MUCMoNb3yeMbiX LM POBbLIX cepTUdUKaTax U MHOPMaLMIO, HEOGXOAUMYIO AMNs NMPOBEPKU X
NoASIMHHOCTK;

. AaHHble O pa60Te nporpamMmbl 1 JNTMUEH3UN, Heobxoaumble Ans HacTPONKn OTOGpa)KeHVIﬂ coaepxxmmoro
[OBEPEHHbIX CaNToB.

Ecnu komnbiotep obopynosaH mogynem TPM (Trusted Platform Module), To Bbl Takke cornawaeTecb npefoctaBnaTb
«JlabopaTtopun Kacnepckoro» otyer TPM o0 3arpy3ke oOnepaumoHHOW CUCTEMbl KOMMbOTEPa U MHopMaLuio,
HeobXxooMMylo AN MPOBEPKU MOASIMHHOCTM oT4eTa. Mpu Bo3HUKHOBEHMM ownMbKM ycTaHoBKU Kaspersky Internet Security
Bbl COrfallaetecb B aBTOMaTU4eCKOM pexume npepoctaBuTb «JlabopaTtopum Kacnepckoro» wmHdopmaumio O koge
OLIMBKM, NCMONb3YyeMOM YCTAHOBOYHOM MakeTe 1 KOMMboTepe.

Ecnu Bbl yyactByeTe B nporpamme Kaspersky Security Network (cm. pasgen «Yuyactue B Kaspersky Security Network
(KSN)» Ha cTp. 84), Bbl cornawaeTecb B aBTOMaTU4ECKOM pexuMe nepegaBaTb B «JlabopaTtopuio Kacnepckoro»
cnenyoLLyo MHopmaumio, NonyyYeHHyto B pesynbTate paboTtbl Kaspersky Internet Security Ha komnbloTepe:

e UMHdopMauusa 06 yCTaHOBNEHHOM annapaTHOM ¥ NporpamMMHOM obecneyeHuy;

. VIHCbOpMaLI,MH O COCTOAHUN aHTMBVIpyCHOVI 3alnTbl KOMNbOTEPA, a TakKxke 060 BCEX BO3MOXHO 3apaXxeHHbIX
obbekTax u pelweHnax, NPUHATbIX OTHOCUTESTbHO 3TUX 00BEKTOB;

e  VHcopMaLms O 3arpyaeMblX U 3anyckaemMbiX NporpaMmMax;




PYKOBOACTBO NONb30OBATENA

e uHdopmauus 06 owmbKax 1 MCNonbL3oBaHUM NoNb3oBaTenbCcKoro nHTepdenca Kaspersky Internet Security;

e uHdOpMauus O nporpaMMe, BKMNKOYAA BEPCUIO Mporpammbl, MHoOpmaumio o ddarnax 3arpyxaembix
nporpaMMHbIX MOAYMEN, Bepcumn ncnonb3yembix 6a3 nporpammsi;

e  CcTaTUCTUKa OGHOBMEHUN N coeanHeHUN ¢ cepBepamun «JlabopaTopum Kacnepckoroy;
e uHdopmauusi 06 ncnonb3yeMom 6ecnpoBoAHOM MNOAKMHYEHNN KOMMLIOTEPA;
e cTaTucTMKa PaKTUYECKOro BpEMEHW, KOTOPOE 3aTpayvnBaloT KOMMOHEHTbI MPOrpaMMbl Ha MPOBEPKY 0ObEKTOB;

e CTaTUCTUKa O 3afep)kkax Mpu 3anycke YCTAHOBMEHHbIX NMPOrpaMM, €Cnun 3TU 3aL4ePXKM CBSA3aHbl C paboTom
Kaspersky Internet Security;

. (*)aVIJ'IbI, KOTOpblEe MOryT ObITb UCNOMb30BaAHbI 3MOYyMbILLNTEHHUKOM And HaHeCceHUdA Bpeaa KOMNbrTepy, Unn nx
4YacTu, B TOM 4ucne ¢)al7ll'lbl, 06Hapy>|<eHHb|e No BP€AOHOCHbIM CCbIJTkKaM.

NHdbopmaumns ana nepepgayn B «Jlabopatopuio Kacnepckoro» MoXeT XpaHUTbCS Ha BalleM KOMMbloTepe He
6onee 30 gHel C MOMeHTa cO3faHusA. XpaHeHue MPOUCXOAWUT BO BHYTPEHHEM 3aLUWLLEHHOM XpaHunuLie.
MakcrmanbHbIi 06bem coxpaHsiemoin nHdopmaummn 30 MB.

Takke Bbl cornawaetecb B aBTOMaTMyYeckom pexume nepefasatb B «Jlabopatoputo  Kacnepckoro» Ans
AOMNONHUTENBHON MpoBepkn annbl (MW KUX 4acTu), B OTHOLLUEHWM KOTOPbIX CYyLLEeCTBYeT PUCK WCMOMb30BaHWA WX
3710YMBILLNIEHHUKOM A1 HAHECEHMs BPeAa KOMMbIOTEPY UMU AaHHbIM.

«JlabopaTopusa Kacnepckoro» 3sawuwaet MNOyYeHHY MHAMOPMaUM0O B COOTBETCTBUM C YCTAHOBMIEHHLIMW 33KOHOM
TpeboBaHnamMu. «Jlabopatopua Kacnepckoro» WCMONb3yeT MNOMYyYEeHHYI WHQOpMauMio Tonbko B Buae obLien
ctatucTukun. [laHHble obwen cTaTMCTMKM hOPMUPYIOTCA aBTOMaTUYECKN M3 UCXOAHOW MONyYEeHHOW MHOopMaUMn U He
copepxaT NnepcoHarnbHbIX AaHHbIX U MHOW KOHMMAeHumanbHoi unHdopmaumn. McxogHaa nonyyeHHas uHdopmaums

XPaHUTCS B 3alLUMPOBAHHOM BUAE N YHUUTOXAETCA NO Mepe HakonneHua (4Ba pasa B rog). [laHHble o6Lwen CTaTUCTUKm
XpaHaTcs 6eccpoyHo.

MPUOBPETEHME JNIMLIEH3UM

Ecnu Bbl yctaHoBunu Kaspersky Internet Security, He npuoBpeTss nuueHsuio 3apaHee, Bbl MoOXeTe npuobpecTu
NMLEH3MI0 Nocrne YCTaHOoBKM nporpaMmbl. Mpu NpUMoGPeTeHNM NULEH3UM Bbl MOMyYMTE KOA akTMBauuu, C MOMOLLbIO
KOTOPOIO HY)XHO aKTMBUPOBAaTL NporpamMmMy (CM. pasaen «AKTUBaUUS MporpamMMbl» Ha cTp. 32).

®»  Umobbi npuobpecmu nUUeH3ur, 8binosHume credyouue delicmeusi:
1. OrTkpoWTe rmaBHOE OKHO MpPOrpammeil.
2. o cchbinke JInueH3us, pacnosioXXeHHON B HYUXKHEW YacTu rMaBHOro OKHa, OTKPOMTE OKHO JlMueH3npoBaHue.
3. B oTKpbIBLIEMCS OKHE HaXMuTe Ha kHonky KynuTb ko akTuBauum.

OTkpoeTca Beb-CcTpaHuua WHTepHeT-marasvHa «JlabopaTtopun Kacnepckoro» wnu KoMnaHwv-naptHepa, rae Bbl
MOXeTe NpMobpecTn NULEH3NIO.

AKTUBALMA NPOrPAMMbI

Ana Toro 4To6bl NONBL30BaTLCA (MYHKUMSMM NPOrpaMMbl U CBA3AHHLIMM C MPOrPaMMON OOMOMHUTENBHBIMUA YCIyramu,
HY>XHO aKTMBMPOBaTb MPOrpaMmy.

Ecnu Bbl He akTuBMpOBanu nporpamMmy BO BPEMSI YCTAHOBKWU, Bbl MOXeTe caenaTb 370 no3xe. O HeobxoaumocTtu
aKTMBMpOBaTb NporpaMMmy Bam OyaoyT HanomuHaTe yBegomneHus Kaspersky Internet Security, nosisnswowmecs B
obnacTv yBegoMIeHun naHenu 3agad.




JIMLULEH3UPOBAHMWE NMPOrPAMMBI

®»  Ymobbl akmusuposame npozspammy Kaspersky Internet Security, ebinonHume cnedyrouwjue delicmeusi:

1.

2.

OTKpoiTe rmaBHOe OKHO MPOrpaMMbi.

Mo ccbinke BBecTn Ko akTMBaLMM, PACMONOXEHHON B HDKHEW YacTW MaBHOMO OKHa NporpamMMbl, OTKPOWTE
OKHO AKTUBaLuSA.

B okHe AKTMBaUusi BBEAUTE KOA aKTMBaLMK B NOMe BBOAA U HAXMMUTE Ha KHOMKY AKTUBMPOBATbL.

Byaert BbINOMHEH 3aNpoc Ha akTUBALMIO NMPOrpamMmbi.

BeeaunTte peructpaumoHHble AaHHbIe Nosb3oBaTens.

B 3aBUCHMOCTM OT YCMNOBWI UCMOMNb30BaHUSA NPOrpaMmMa MOXET 3anpocuTh y Bac ayTeHTU(UKaLMIO Ha nopTane
My Kaspersky. Ecnu Bbl He sIBNsieTECh 3aperMcTpUpoBaHHbIM MONb3oBaTerieM, 3anorHWTe nons (opmbl
pernctpaumu, Y4Tobbl NOMYYUTh AOMNOMHUTENbHBIE BO3MOXHOCTM.

3aperucTpMpoBaHHbIe Nonb3oBaTeNny MOryT BbINOMNHATL CrefyoLime AedCTBUS:

e OTnpaensTh 3anpockl B CnyxGy TeXHUYecKoln noaaepxku n BupycHyto Jlabopatopuio;

(] ynpaenaTb KogamMu aktmBauuu;

e  onyyaTb MHGOPMAaLMIO O HOBbIX NporpaMmax 1 crielmarbHbIX NpeanoxeHusx «flabopaTtopun Kacnepckoroy.

OTOT Wwar gocTyneH He Bo Beex Bepcusax Kaspersky Internet Security.

Haxmute Ha KHOMKY 3aBepLLIVITb B OKkHEe AKTMBaLUs, YTOObI 3aBepLnTb npouecc aktnsaunn.

NMPOONEHMUE CPOKA BEUCTBUA NULIEH3UN

Bbl MoXeTe NpoanuTb CPOK AEVWCTBUSA NULEH3NUU, €CNU OH MOAXOAUT K KOHLY. [N 3TOro Bbl MOXETE yKa3aTb Pe3epBHbIN
KO aKTMBauuu, He OOXUAAsACb WUCTEYEHUs! cpoka OEWUCTBUS NUUEH3NU. 1o UCTeYeHWM cpoka AEeWCTBUSI NULEH3UM
nporpamma Kaspersky Internet Security 6yaeTt aBTomMmaTnyecky akTBUpoOBaHa C MOMOLLbIO PE3EPBHOMO KOoAa akTMBaLuK.

®  Umobbi ykazamb pe3epeHbili ko0 akmusayuu 0/ aemomMamu4ecko2o npodneHusi cpoka delicmeus uueH3uU,
ebirnonnHUmMe cnedyrouwjue delicmeusi:

1.

2.

5.

OTKpoONnTE rMaBHOE OKHO NPOrpaMmei.

Mo ccbinke JMueH3nsa, pacnonoXeHHOW B HKHEN YacTu rMaBHOro OKHa, OTKpOWTE OkHO JluueH3anpoBaHue.
B oTkpbIBLIEMCS OKHE B 610Ke Pe3epBHbIN KOA, aKTUBaLMKM HaXXMUTe Ha KHoNKy BBecTun koA akTuBauuu.
BBeauTe koA akTMBauMM B COOTBETCTBYIOLLME MOSSA N HAXMUTE Ha KHOMKY [lo6aBUTb.

Kaspersky Internet Security otTnpaBuT aaHHbIE Ha cepBep akTuBauum «JlabopaTtopum Kacnepckoro» ans npoBepku.

HaxxmuTte Ha kHomnky 3aBepLunTb.

PesepBHbii Ko akTMBauuy byaeT oTobpaxaTbecsl B okHe JIuLleH3upoBaHue.

[porpamma aBTOMaTUYECKM aKTuBMpyeTcda C NOMOLLbIO pe3epBHOrNo Koga aktuBauun no UCTevYeHun cpoka aencTems
nuueHsun. Bbl Takke MoXeTe CaMOCTOATENbHO akTusmpoBaTb nporpamMmMmy C NMOMOLLbIO pe3epBHONo Koda aktuBauuu
HaXXaTunem Ha KHOMKY AxTuBMpoBaTb cenyac. KHonka OO0CTynHa, ecnun nporpaMmmMa He aktmuBuMpoBasiaCb aBTOMaTtn4eCKn.
KHonka HefoCTynHa A0 NCTeYEeHNA CpoKa 0ENCTBUSA NULEH3NN.

Ecnu Bbl ykasanu B ka4yecTBe pe3epBHOro Kofa akTMBauum yxe NPUMEHEHHbBIN paHee Ha 3TOM Uiu ApYrom KoOMrbloTepe
KOA akTMBauuu, Mpu MPOASIEHUN Cpoka AEeNCTBUS NMULEH3NM 4AaTOM aKTUBauUMM NporpaMmbl cuMTaeTcs gaTta nepBoW
aKTMBaLMM NporpamMmbl C MOMOLLLI0 3TOTO KoAa akTUBaLMK.




PABOTA C YBEAOMJIEHUAMM
NMPOrPAMMDI

YBegomneHvs nporpammebl, nosiBrstowuecs B obrnactv yBeAOMMEHUN naHenu 3agad, MHOPMUPYIOT O COOLITUSX,
npoucxodsiumMx B npouecce paboTbl nporpamMmbl K Tpebylowmx Balwero BHUMaHus. B 3aBucumMocTn OT cTenenu
BaXXHOCTW COBbITMSA YBEAOMIEHNS MOTYT ObITb CREAYOLWMUX TUMOB:

e Kpumuyeckue — WHPOPMUPYIOT O COBbLITUSX, MMEIOLWMX MEePBOCTENEHHYID BaXHOCTb AN obecneyeHus
Ge3onacHOCTM KoMMbtoTepa (Hanpumep, 06 oGHapyXeHUN BpeAOHOCHOro o6bekTa unu onacHom akTMBHOCTM B
onepauuoHHoi cucteme). OkHa KpUTUYECKUX YBEAOMIIEHUIA U BCMMbIBAIOLLNX COOBLLEHMIA — KpacHbIe.

e BaxHble — MHpOPMUPYIOT 0 COBLITUAX, MOTEHUMANbHO BaxkHbIX Ans obecneveHnss 6e30nacHOCTU KOMMbOTEpPa
(Hanpumep, 06 OGHapyeHWU BO3MOXHO 3apaeHHOro o6bekTa WNM MNOAO3PUTENIbLHON aKTUBHOCTU B
onepaumoHHon cucteme). OKHa BaXKHbIX YBEAOMIEHWI 1 BCTIbIBAKLLMX COOGLLEHMIA — XenThle.

e UHgopmayuoHHbIe — MHDOPMUPYIOT O COBLITUSIX, HE UMEIOLLMX NEPBOCTENEHHON BaXHOCTW Ans obecneveHus
6e3onacHocTu koMrbloTepa. OKHa MHEOPMALMOHHBIX YBEAOMIEHWI 1 BCTNbIBAIOLLMX COOGLLEHMIA — 3ENEHBIE.

[Mpu nosiBneHWn Ha 3kpaHe yBeOoMmneHus cnefyeTt BblOpaTb OAWMH M3 NPEeanOXeHHbIX B YBEOOMIIEHMW BapWaHTOB
pevicteua. OnTMManbHbI BapuaHT — TOT, KOTOPbIM pekomeHAoBaH creunanuctamu «Jlabopatopumn Kacnepckoro» no
yMonyaHuto. YBeaomIeHne MoxeT ObiTb 3aKpbiTO aBTOMATUYECKMN MpW nepesarpy3ke koMmnbloTepa, 3akpblitun Kaspersky
Internet Security unn B pexume Connected Standby B Windows 8. lNMpu aBTOMaTM4eckoMm 3akpbiTun yBeAOMIEHUS
Kaspersky Internet Security BbInONHUT geiicTBrE, pEKOMEHZOBaAHHOE MO YMOMYaHUIo.

YBegomneHus He oTobpaxatloTcsi B Te4eHne NepBoro Yaca paboTbl NporpaMMbl B criyyae npuobpeTeHnst KOMMbloTepa C
npepyctaHoBneHHon nporpammon Kaspersky Internet Security (OEM-noctaBka). [lporpamma obpabatbiBaeT
OGHapyxeHHble 00beKTbl B COOTBETCTBUM C PEKOMeHAyeMbiMU AencTBusMu. PedynbTatel 06paboTkM coxpaHsaTcs B
oTyerte.




AHAJIN3 COCTOAHUA 3ALUMTDI
KOMMbIOTEPA U YCTPAHEHME NPOBJIEM

BE3OINACHOCTMU

O nosiBneHnn Npobrem B 3aliMTe KOMMbIOTEPA CUTHANU3MPYET UHAUKATOP, PACMONOXEHHbIN B BEPXHENR YacTu rMaBHOro
OKHa Mporpammbl. 3eMneHbln LBeT MHOMKATOpa 03Ha4aeT, YTO KOMMbIOTEP 3alLMLLIEH, XEenThl UBeT CBUaeTeNbLCTBYeT O
HanuuuM npobrnem B 3alWTe, KPacHbIM — O CEepbesHOM yrpose 6e30MacHOCTM KOMMbloTepa. Mpobrnembl U yrpoabi

6esonacHocTh pekomMeHayeTcA HeMeaneHHO YCTPpaHATb.

HaxaB Ha MHAMKATOpP B MMaBHOM OKHE MPOrpaMmbl, Bbl MOXETE OTKPbITb OKHO LIeHTp yBegoMneHui (CM. pUc. Huxe), B
KOTOpPOM MpuBeAeHa nogpobHasi MHPOPMaLMs O COCTOSIHUM 3aLLMTbl KOMMbIOTEPA Y NPEATIOKEHbI BapUaHTbl 4ENCTBUIA
Ons ycTpaHeHus npobnem u yrpoas.

> - Il |
Kaspersky Internet Security
wr e v.h
LleHTp yBeaOMAEHWi KASPERSKY?
3awmTa
3al.U,V1Ta KOMMNbHOTEPA BbIKNKOUEHA
% Bratouute
KomneroTep nogeepeH pucKy SapaXeHws, MOBPEXAEHUA UAK KPaxXu uHdopMauuu, {
PekoMmeHayeTca BKAIONUTD 33LLUTY.
« basbl akTyanstbl
J Yrpos re oSHapyxeHo
« Nuuensus gevictsyer
Mori npodune MNopaepxka Hactpoiika Nuuensua: octanoce 314 aHei

PucyHok 1. OkHo LleHmp ysedomieHutl

[Mpobnembl B 3awjuTe CrpynnupoBaHbl Mo KAaTeropusiM, K KOTOpbIM OHM OTHOCATCA. [ng kaxagon npobnembl npuBeneHbl
OEeWCTBYSA, KOTOPbIE Bbl MOXETE NPeAnpuHATL, YTOObI pelwmnTs npobnemy.




OBHOBJIEHUE BA3 U NPOIrPAMMHBbIX
MOAOYNEN

Mo ymonuanuio Kaspersky Internet Security aBTomatnyeckn nposepsieT Hanmume o6HOBNEHU Ha cepBepax 06HOBNEHNIA
«JlabopaTtopun Kacnepckoro». Ecnn Ha cepBepe cogepxutcsi Habop nocnegHux obHoBnenui, Kaspersky Internet
Security 3arpyxaeT n ycTaHaBnuBaeT MX B (DOHOBOM pexume. Bbl MoxeTe B nobo MOMEHT 3anycTuTb OOHOBREHWEe
Kaspersky Internet Security Bpy4Hyt0 M3 rmaBHOrO OKHa NporpamMmbl UM U3 KOHTEKCTHOTO MEHIO 3Hayka nMporpammbl B
obnacTv yBegoMINEHUI NaHenn 3agay.

[Ona sarpysku oGHOBMNEHW C cepeepoB OGHOBMEHWU «JlaBGopaTopun Kacnepckoro» TpebyeTcs coeduHeHue C
NHTEPHETOM.

Mpn pabote B onepaunoHHoi cucteme Microsoft Windows 8 3arpyska OOHOBMeHWA He nNpou3BOAWUTCH, €ecnn
UCMOMb3yeTCs BbICOKOCKOPOCTHOE MOOWIbHOE NOAKMIYEeHWEe K MHTEPHeTY M B Nporpamme HacTPOEHO OrpaHuyeHve
Tpadmka npy 3TOM TUMNe noAaknoveHus. YTobbl BeINONHWUTL 3arpy3ky OBHOBMEHWI, HEOOXOOUMO BPYYHYH OTKITHOUUTH
orpaHunyeHuve B nogpasgene Cetb OkHa HaCTPOWKWN NPOrpamMmbl.

®  Umobbl 3arycmums 0BHOB/IEHUE U3 KOHMEKCMHO20 MEHI0 3HaqyKa rpoapammbl 8 obrnacmu yeedomieHul naHenu
3adauy,

B KOHTEKCTHOM MEHIO 3Hauka nporpammbl BelbepuTe nyHkT OBHOBMNEHMe.
®»  Umobbi 3armycmumb 06HOB/IEHUE U3 2lTaBHO20 OKHa rpoepaMMbl, 8birnosIHUmMe criedyroujue delicmeus:
1. OTkpounTe rnaBHOE OKHO NPOrpamMmbl U HXMUTE Ha KHONKy OGHOBIeHue.
B okHe oTobpa3snTcs pasgen O6HoBNeHue.

2. B pasgene O6HoBneHue HaxmuTe Ha KHOMKy OGHOBUTB.




NMPOBEPKA KOMIMNBIOTEPA

OT0 pasgen coAepXuT UMHOPMauMio O MpPOBEpKe KOMMbIOTepa Ha HanuMuue BUPYCOB M ApYrX MNporpamm,
npeacTasnsoWmX yrposy.

B 3TOM PA3[ENE
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NMOoNHASA NPOBEPKA

Bo Bpemsa nonHou npoBepku no ymonyaHuio Kaspersky Internet Security nposepsieT cnegytowme o6bexThbl:

e  CUCTEMHas NamsiTb;

e 00BbEKTbI, KOTOPbIE 3arpyxatTCca NPy cTapTe onepaLuoHHON CUCTEMbI;

e  pe3epBHOE XpaHUIULLE;

e  XECTKME U CbEMHbIE JUCKMU.
PekomeHayeTcs BbINOMHUTL NOMHYKO NPOBEPKY cpasy nocne yctaHoBku Kaspersky Internet Security Ha komnbioTep.
®  Umob6bl 3arycmuma rMOSIHY0 NPO8ePKy, ebinosiHume credyrouwue delicmeaus:

1. OTkpoiTe rmaBHOE OKHO MPOrpamMmbl.
2. Haxmute Ha kHonky MpoBepka.
OTkpoeTcs okHo MpoBepka.
3. B okHe lNMpoBepka BbibepuTe pasgen MonHas npoBepka.
4. B pasgene lNonHaa npoBepKa HaXXMUTe Ha KHOMKY 3anyCcTUTb NPOBEPKY.

Kaspersky Internet Security Ha4HeT NonNHy NPoOBEPKY KOMMNblOTEpa.

BbIBOPOYHASA NMPOBEPKA

C nomoLbio BbIGOPOYHON NPOBEPKM Bbl MOXETE NPOBEPUTL HA BUPYCHI U ApYyrine NporpaMmmbl, NpeacTaBnsaowme yrposy,
dann, nanky unun auck.

3anycTuTb BbIBOPOUHYO MPOBEPKY Bbl MOXETE CreayHoLWUMmM cnocobamu:
e N3 KOHTEKCTHOrO MEeHI0 0OBbEKTA;

e A3 [MTABHOIO OKHa Nporpammsi.




PYKOBOACTBO NONb30OBATENA

®»  Ymobbl 3arycmums 8bI60POYHYHO0 POBEPKY U3 KOHMEKCMHO20 MeHI0 06beKkma, 8birnosHuUme cnedyrujue
delicmeusi:

1. OrtkponiTe okHo NpoBoaHuka Microsoft Windows n nepengute B nanky ¢ 06 beKTOM, KOTOPbIV HYXXHO NPOBEPUTD.

2. [lo npaBoi KnaBulle MbIM OTKPOWTE KOHTEKCTHOE MeH Oo6bekTa (CM. pUC. HKe) U BbiGepuTe MNyHKT
MNpoBepuTbL Ha BUPYCHI.

OTkpbiTh

Mcnpasnenue HEMNON3ACK COBEMECTUMOCTH

Vs [poeeputs Ha BupyChl
Vs [Mocmotpets penytaumio 8 KSN
Vs Kaspersky Application Advisor

Pacnonoxerue daiina
B 3anyck oT UMEHM 3AMUHNCTPATOPa
33KpenuTb Ha NaHenw 3aaau

3akpenuTb B meHto "Tyck"
BoccTaHOBNTL NPEXKHIO BEPCUIO
Otnpasute »

Bbipesate

Konuposate

Cozgatb apAbIK
Yaanute

MMepenmerosate

CeolicTea

PucyHok 2. KoHmekcmHoe MeHto o6bekma

®»  Umobbi 3arycmumb 8bI60POYHYIO TPOBEPKY U3 2/1a8HO20 OKHa rpoepaMMbl, 8birloIHUMe credyoujue delicmeusi:
1. OTkpoiiTe rmaBHOE OKHO MPOrpamMmei.
2. Haxmute Ha kHonky MpoBepka.
OtkpoeTcs okHo MpoBepka.
3. B okHe MpoBepka BbiGepuTe pasgen BoibopoyHas npoBepka.
4.  Yxaxute oObeKTbl, KOTOPbIE HYXXHO MPOBEPUTL, OAHWUM U3 CrieayoLmx cnocobos:
e [lepeTtawmTe 06beKTHI B OKHO BbIGOpoYHasa npoBepka.
e HaxmuTe Ha kHonky [Jo6aBUTb 1 ykaXkuTe 06beKT B OTKPbIBLUEMCS OKHe Bbibopa charina unu nanku.

5. Haxmwute Ha kHOMNKy 3anycTUTb NPOBEPKY.




MPOBEPKA KOMNbIOTEPA

BbLICTPASA NPOBEPKA

Bo Bpewms GeicTpon npoBepku no ymonyanuto Kaspersky Internet Security nposepsieT crnegytoLine o6bekTb:
e 00BLEKTOB, KOTOPbIE 3arpyXatTCs NPy 3anycke onepaumoHHON CUCTEMBI;
e  CUCTEMHOWN NamsaTu;
e 3arpy3o4HbIX CEKTOPOB AMCKa.
®  Ymobbl 3anycmums 6bICmpyIo NposepKy, ebinoHUMe cnedyroujue delicmeust:
1. OrTkpoWTe rmaBHOE OKHO MPOrpammeil.
2. Haxmute Ha kHomnKy MpoBepka.
OtkpoeTcs okHo MpoBepka.
3. B okHe MNpoBepka BbibepuTe pasgen bbicTpas npoBepka.
4. B pasgene BbicTpas npoBepKa HaXXMWUTe Ha KHOMKY 3anyCcTUTb NMPOBEPKY.

Kaspersky Internet Security HauHeT BbICTPYIO MPOBEPKY KOMMbIOTEPA.

NMPOBEPKA BO3MOX>XHO 3APAXXEHHbIX ®AUJNIOB

Ecnu Bbl nopo3peBaeTe, 4To daiin MoxeT OblTb 3apaxeH, TpebyeTcs nNpoBepuTb ero ¢ nomolybio Kaspersky Internet
Security (cm. pasgen «BeibopoyHas nposepka» Ha cTp. 37).

Ecnv nocne nposepku nporpamma coobwmT, 4To hbann He 3apaxeH, HO Bbl nogo3peBaeTe obpaTHOe, Bbl MOXeTe
oTnpasutb avn B BupycHyro nabopamopuro. Cneumanuctel BupycHoln nabopaTtopun npoBepsT davin u, ecnu OH
OENCTBUTENbHO 3apaXeH BMPYCOM WU OPYrov NporpaMMoK, npencTaBnsalollen yrposy, BHECYT OMNMCaHWE HOBOrO
BMpyca B 6a3sbl. [Mporpamma 3arpysut 6asbl BO Bpems obHoBneHus (cm. pasgen «O6HosneHve 6a3 n nNporpaMMHbIX
moaynewn» Ha cTp. 36) 6a3 1 nporpaMMHbIX MOAYIEN.

B  Ymobkl omnpasums ¢alin 8 BupycHyro nabopamoputo, 8binoniHUme credyrouwue delicmeusi:

1. TMMepenaunte Ha CTpaHMLy OTNpPaBKU 3anpoca B BupycHyto nabopatoputo
(http://support.kaspersky.ru/virlab/helpdesk.html).

2. CnepyiTe UHCTPYKUMSIM, MPUBEAEHHLIM HA CTpaHuULE, YToGbl OTNPaBUTL 3anpoc.

MOUCK YA3SBUMOCTEMN

Ysa38uMocmu — 3TO He3alUWLEeHHble MecTa nporpaMmMHOro Koga, KoTtopble 3N10yMbIUNEHHUKM MOryT UCNosfib30BaTh B
CBOUX Uendax: HanpumMmep, KonunpoBaTb AaHHble, UCMOoJfib3dyeMble nporpammamMmm C He3alwnleHHbIM KOO4OM. I'IposepKa
Balwlero KoMmnbrTEpPa Ha Hanuyune yﬂ3BVIMOCTeIZ Nno3BOSiSieT HaNWTN TakuMe «cnabble mMecTa» B 3aliuTe KoMnbtoTepa.
HangeHHble YA3BUMOCTUN peKkoMeHaOYyeTCA YCTPpaHUTb.

®  Ymobbl 3anycmums nouck ysisgumocmed, ebinonHume credyoujue delicmeusi:
1. OrTkponTe rnaBHOE OKHO MpOrpammei.

2. o ccbinke MNokasaTb AONOMHUTENbHbIE MHCTPYMEHTbI, PACMOMNOXEHHON B HWKHEN YacTu rMaBHOrO OKHA,
OTKpoWiTE OKHO MHCTPYMEHTHI.

3. B neBon yacTtu okHa MHcTpyMeHThI No ccbinke Mouck yasBuMocTen oTkpoliTe okHo Mouck yasBumocTen.
4. B okHe MNouck yA3BUMOCTEN HAXMUTE Ha KHOMKY 3anycTUTb NPOBEPKY.

Kaspersky Internet Security HauHeT npoBepKy BalLero KOMMnbITepa Ha Hanmune ya3BUMoCcTen.



http://support.kaspersky.ru/virlab/helpdesk.html

BOCCTAHOBJIEHME YOANEHHOIO Ui
BbINNEYEHHOIO MPOrPAMMOM OB BEKTA

«JlabopaTopusi Kacnepckoro» He pekoMeHAyeT BoCcCTaHaBNMBaTb yAaneHHble U BblfieYeHHble 0ObeKTbl, MOCKOSbKY OHU
MOTyT NpeAcTaBnsATb Yrpo3y 4SS Ballero KoMnbtoTepa.

[ns BOCCTaHOBMEHWsI yO4aneHHOTro WIM BbiNeYeHHOro OGbekTa MCMOMb3yeTcsl ero pesepBHasl KOMWsl, CO3aaHHast
nporpamMmmon B xode npoBepkn o6bekTa.

Kaspersky Internet Security He BbInonHaeT neyeHne npunoxenni ns MarasmHa Windows. Ecnu B pesynbTate NpoBepku
Takoe MpunoXeHvne NpM3HaHo onacHbIM, OHO ByaeT yaaneHo ¢ Ballero koMmnbloTepa.

Mpwn yoaneHun npunoxeHun m3 MarasmHa Windows Kaspersky Internet Security He co3pgaeTt pesepBHble konuu. Ons
BOCCTaAHOBMEHMS Takmx OObeKToB Heobxooumo MCMonb3oBaTb CPeAcTBa BOCCTAHOBNEHUS ONEpPaLyoHHON CUCTEMbI
(noopobHyt0 MHPOPMaLMI0O MOXHO MOMYYNTb U3 OOKYMEHTaUUW K OnepaLuoHHON CUCTEME, YCTaHOBMEHHOW Ha BalleM
KoMnbtoTepe) Nnbo obHoBUTL NpunoxeHus Yepes MarasnH Windows.

®»  Ymobbl eoccmaHosumMb yOaneHHbIl Umu eblneyYyeHHbIl npogpammoll ghalin, esinonHume cnedyroujue delicmeus:

1. OTkponTe rnaBHOE OKHO MpPOrpammei.

2. To cceinke MNoka3aTb AONOMHUTENbHbIE UHCTPYMEHTbI, PACMOMOXEHHOW B HWDKHEN YacTW rMaBHOIO OKHa,
OTKpOnTE OKHO MHCTPYMEHThI.

3. B neBon yacTtu okHa MHcTpyMmeHTBI No ccbinke KapaHTuH oTkporiTe okHo KapaHTuH.

4. B oTkpbiBLeMcS okHe KapaHTUH BbiGepunTe HyXHBIV (havin B CNMCKE U HaXMuUTe Ha KHonky BocctaHoBUTB.




BOCCTAHOBJIEHUE ONEPALIMOHHOM
CUCTEMDbI NMNOCIJIE 3APAXEHMA

Q70T pasgen coaepkuT MHPOPMaLMI0 O BOCCTAHOBMEHWUMN ONepaLyoHHO CUCTEMbI NOCHE 3apaXeHns BUPYCaMU.

B 3TOM PA3AENE
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O BOCCTAHOBNEHUU ONEPALLMOHHOM CUCTEMbI NOCIE
3APAXEHMUA

Ecnv Bbl nopospeBaeTe, YTO OnepauMoOHHas CUCTEMa Ballero KomrbioTepa Obina MnoBpexaeHa wnu U3MeHeHa B
pesynbTaTe AENCTBUIA BPEAOHOCHbLIX NPOrpaMM WM cUCTeMHOro cbosi, CNonb3ynTe mMacmep 80CCMaHOB8/IeHUS ocre
3apaxKeHusl, YCTpaHaLWmMn crnefbl nNpebbiBaHWA B ONepauMoOHHOW CUCTeMe BpeAoHOCHbIX o6bekToB. ChneunanucTbl
«JlabopaTopun Kacnepckoro» pekomMeHaylT Takke 3anyckaTb MacTep nocrie neyeHus KoMmnbloTepa, Ytobbl yoeantscs,
YTO BCE BO3HUKLUME YrpO3bl Y NOBPEXOEHUS YCTPAHEHBI.

B xoge paboTbl MmacTep NpoBepsieT Hanuyne B ONepaLyoHHON CUCTEME KaknX-TMBO M3MEHEHWI, K YNCITY KOTOPbIX MOTyT
OTHOCWTbCHA BNOKMpPOBKa AOCTyna K CETEBOMY OKPYXEHWIO, U3MEHEHWe pacluMpeHui gannoB U3BECTHbIX (POpMaToB,
6rokvMpoBKa naHenu ynpaeneHvus u Tomy nogobHoe. MpuyunHbl NOABREHNA TakMxX NOBPEXAEHUM pasnuyHbl. ITO MOTyT
ObITb aKTMBHOCTb BPEOOHOCHbLIX MPOrpamMm, HenpaBunnbHas HacTpOWKa OnepaunMoHHOW CUCTEMbI, CUCTEMHbIE COOM Mnu
NPUMEHeHNe HenpaBubHO paboTaloLLMx NPorpamMmm — ONTUMU3aTOPOB ONepPaLMOHHON CUCTEMBI.

[Mocne vccnenoBaHma MacTep aHanM3mpyeT NOMyYeHHY MHPOPMaUUMIO C LENbIO BbIABNEHMS B ONEPALMOHHON cucteme
NoBpEXAEHWN, KOTopble TpebylT HemeaneHHOro BmewartensctBa. [1o pesynbTatam uccnefoBaHWs COCTaBnsieTCs
CMUCOK AEWCTBMIN, KOTOpble criefyeT BbIMOMHUTL, YTOObl yCcTpaHuTb nopexaeHusi. MacTtep rpynnupyeT AelcTBust no
KaTeropmsiM ¢ y4eTOM CepbEe3HOCTM OOHAPYKXEHHbIX MPo6rem.

BOCCTAHOBJIEHME ONEPALIUOHHOMU CUCTEMbI C
NMOMOLLBbIO MACTEPA BOCCTAHOBJIEHMA

®  Umobbi 3arycmumb Macmep 80CCMaHOo8IeHUSs M0Ce 3apaxeHusl, 8biroHume credyrouwue delicmeausi:

1. OTkponTe rnaBHOE OKHO Mporpammbi.

2. To ccbinke MNokasaTb AONOMHUTENbHbIE UHCTPYMEHTbI, PACMOMNOXEHHOW B HWKHEN YacTW rMaBHOrO OKHa,
OTKponTE OKHO MHCTPYMEHThI.

3. B neBon 4actn okHa MHCprMeHTbI no ccolnike BocctaHoBneHMe nocrne 3apa)eHus 3anyctmte mactep
BOCCTaAHOBJIEHUA NMOCIE 3apaXeHu4d.

OTKpOeTCFl OKHO MacTepa BOCCTAaHOBITEHUA MOC1e 3apaXXeHnd.

MacTep cocTouT 13 NocriefoBaTellbHOCTY OKOH (LUaroB), NEpeKnioyYeHe MeXay KOTOPbIMU OCYLLECTBNAETCS HAaXaTUEM
Ha kHonkn Hasap v [anee. Pabota mactepa 3aBepluaeTcs HaxaTuem Ha KHOMKy 3aBepwuTb. [na npekpalieHuns
paboTbl MacTepa Ha ntobom aTane crneagyeT HaxaTb Ha KHonky OTMeHa.

PaccmoTpum nogpobHee warn mactepa.




PYKOBOACTBO NONb30OBATENA

War 1. 3anyck BOCCTaHOBIeHMA onepaLMOHHON CUCTEMbI

YbeguTtecb, 4TO B OKHe mMmacTepa Bbl6paH BapvaHT BbINOMHUTL NOUCK npoﬁneM, CBA3aHHbLIX C
aAKTUBHOCTbO Bpe4OHOCHOro MO, n HaxmMuTe Ha KHOMKY Hanee.

War 2. lNouck npobnem

MacTtep BbIMONHSAET Mouck npobrneM un BO3MOXHBLIX MOBPEXOEHUN, KOTopble criegyeT ucnpasute. [1o
3aBepLUeHUN NoncKa macTep aBTOMaTUYECK/ NEPEXOAMUT K CrieayloLLemy Lwary.

LWar 3. Bbibop aencteum Ansa yctpaHeHUs npodnem

Bce HangeHHble Ha npegbigyllem Lare NoBpeXaeHUs rpynnmpyoTCa C TOYKM 3PEHUSA ONacHOCTU, KOTOPYH OHM
npeacTaBnsAoT. Ona kaxgow rpynnbl NoBpeXxaeHui cneumanuctbl «Jlabopatopumn Kacnepckoro» npepnaratoTt
Habop OeNCTBWI, BbINONHEHUE KOTOPbIX MOMOXET YCTpaHUTb MoBpexaeHusi. Bcero BblgeneHo Tpu rpynmbl
[OEeNCTBUN:

e  HacmosmensHo pekomeHAyembie Aelicmeusi NOMOTYT U36aABUTLCS OT MOBPEXOEHWI, NpPeacTaBnsAoLWMX
cepbesHyto Npobremy. PekoMeHOyeM BaM BbINOMHUTL BCE AEUCTBUS 3TOM rpynnbi.

e  PekomeHOyembie Oelicmeusi HanpaBrneHbl Ha yCTpaHeHWe NOBPEeXOeHU, KOTopble MOryT NpeacTaBnATb
onacHocTb. [1efcTBMA 3TON rpynnbl TaKKe PEKOMEHAYETCS BbINONHATH.

e [ononHumernsHele Oelicmeusi npedHasHaveHbl A1 YCTPAHEHUs HEeonacHblX B AaHHbIA  MOMEHT
NOBPEXOEHWN OMepaLMoHHON CUCTEMbI, KOTOpble B AanbHEnWemM MOryT noctaBuTb 6e3onacHocTb
KOMMblOTepa nog yrposy.

[ina npocmoTpa AeVCTBUIA, BKMIOYEHHbIX B FPYMNY, HAXMUTE Ha 3HAYOK +, PaCMONOXEHHbIV CrieBa OT Ha3BaHUs
rpynnoil.

YTtobbl MacTep BbINOMHMN Kakoe-nnbo OencTBuMe, yCTaHOBUTE (OIaXoK cneBa OT HasBaHusa aencteus. [lo
YMOIYaHUIO BbIMNOMHAKTCS BCE PEKOMEHAYEMbIE U HACTOATENbHO pekoMeHAyemble aevicTBusA. Ecnun Bbl He
XOTUTE BbINOSTHATL Kakoe-nNnbo encTeme, CHUMNUTE hNaXoK PSAOM C HUM.

HactoaTtenbHo He pekomeHayeTcAa CHUMaTb Cb]'la)KKI/I, YCTaHOBJ1€HHbIE MO YMOJ14aHUI0, NOCKOJIbKY B pe3ynbTaTte
9TOro AeiicTans 6e30MacHOCTL BALLEro KOMMbIOTEPA OCTAHETCS MO YrpO30M.

CdhopmumpoBaB Habop AencTBUIA ANS BbIMOITHEHWUS MAacTePOM, HaXXMnUTe Ha kHonky Janee.

War 4. YcTtpaHeHue npobnem

MacTep BbINOMHSET AeicTBUsl, BbiGpaHHble Ha MpefbiaylwieM Lare. YcTpaHeHue npobrieM MOXeT 3aHSTb
HekoTopoe Bpemsi. Mo 3aBepLUeHUN YCTpaHeHWss NpobreM MacTep aBTOMaTUYECKU NeperaeT K crneayowemy
wary.

LWar 5. 3aBepweHune paboTbl MacTepa

HaxmuTe Ha KHoMnky 3aBepLunTb, YTOObI 3aBEPLUNTL PaGoTy MacTepa.




3ALLUTA INEKTPOHHOM NOUTHI

OTOT pasfen CoaepXuT MHopMaLmio 0 TOM, Kak 3aLUTUTL SMEKTPOHHYIO NOYTY OT Cnama, BUPYCOB W ApYrX NporpaMm,
npeacTaBnsoWmUX yrposy.

B 3TOM PA3[ENE
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HACTPOMKA NMOYTOBOro AHTUBUPYCA

Kaspersky Internet Security nossonset npoBepsATb COOOLLEHUS SNEKTPOHHOM MOYTbl HA HanuMuMe B HUX OMacHbIX
o6bekTtoB € nomoubio [MoytoBoro AHTMBMPYca. [o4vToBbIM AHTMBMPYC 3anyckaeTcsa npw cTapTe onepauyoHHON
CUCTEMBI, MOCTOSTHHO HAaXOAMTCS B OMepaTUBHON NaMAaTV KOMMbOTepa 1 NPOBEPSIET NOYTOBbIE COOBLLEHNS, MOMNyYyaeMble
unu otnpaensemble no npotokonam POP3, SMTP, IMAP n NNTP (B ToM uucrne 4yepes 3alyileHHble coequHenus (SSL)
no npotokonam POP3, SMTP n IMAP).

Mo ymonuaHuio lMouToBbIN AHTUBMPYC NPOBEpSieT Kak BXxoAsdlime, Tak 1 ncxogswme coobuieHus. MNpu HeobxognumocTn
Bbl MOXETE BKMOYNUTb MPOBEPKY TOMBKO BXOASALLUNX COOOLLEHWIA.

®»  Ymobbl Hacmpoumsb [Moumoesili AHmusuUpyc, ebinonHume credyouwue delicmeus:
1. OTkponTe rmaBHOe OKHO NpPOorpammel.
2. B HwxkHew YacTu okHa nepewviauTe no ccoinke Hactponka.
3. B neBon yacTu okHa BbibepuTte B pasgene 3awmta KOMNoHeHT Mo4vTtoBbIn AHTUBMPYC.
B okHe oToOpa3sTcs napameTpbl [MoyToBOro AHTMBMpPYCa.

4. Ybeputecb, YTO MepekmnoyaTenb B BEPXHEN YacTh OKHA, BKITHOYAKOLWMIA / BbIKTYaoWwmuin MovtoBbin AHTUBUPYC,
BKJTHOYEH.

5. BbiGepuTe ypoBeHb Ge30nacHOCTU:

e PekomeHgyeMblin. [py yCcTaHOBKe 3TOr0 YpOBHS GesonacHocT MOYTOBbIN AHTUBMPYC MpOBEpsieT Kak
BXoAsLMe, Tak U UCXoAsALLMe COOBLLEHNS, a TakKe NMPOBEpPsIeT BIIOXEHHbIE apXMBbI.

e Huskui. Mpu ycTaHoBKe 3TOro YpoBHS Ge3onacHocTH MoYToBbIN AHTUBMPYC NPOBEPSIET TONbKO BXOASLLME
COOBLLEHNSI U HE NPOBEPSIET BIOXEHHbIE apX1BbI.

e Bbicokuin. Npu yctaHOBKe 3TOro ypoBHs GesonacHocT [oyToBbIN AHTUBMPYC NPOBEpPSieT BXOASLME W
ncxopsime cooblueHns, a Takke BMOXeHHble apxuBbl. [1py BbIGOpe BLICOKOrO YpOBHSA 6e30MacHOCTM
npuMeHsieTcs rnybokMin ypoBeHb 3BPUCTUHECKOrO aHanunsa.

6. B packpbiBatowemcs cnvicke denctBue npu obHapyxeHUmn yrposbl BelbepuTte AencTane, kotopoe MoyToBbINn
AHTUBUPYC ByAeT BbINOMHATL NPU OOHAPYXEeHUN 3apaXeHHOro o6bekTa (HanpuMep, neynTb).

Ecnu yrposbl B noytoBoM coobLieHun He Gbinu obHapyxeHbl Unu 3apaxeHHble 06bekTbl Obin yCNeLwHO BbiNeYeHbl,
noytoBoe coobLlieHne CTaHOBMTCA AOCTYNHbIM AnA paboTtbl. Ecnn 3apaeHHbIn OOBEKT BbINEYMTb He yAanoch,
MouToBBIN AHTUBMPYC MEpPeMMEHOBLIBAaET uUnu yaansietr o6bekT M3 cooblieHus u nomellaeTr B TeMy COO0OLleHus
yBeOMIIEHNE O TOM, 4YTO OHO obpaboTaHo Kaspersky Internet Security. B cnyyae ynaneHus obbekta Kaspersky Internet
Security cosgaeT ero pesepBHyl0 KOMUIO 1 MOMeLLaeT Ha kapaHTUH (cMm. pasgen «BoccTtaHoBneHue yaaneHHoro umm
BbINIEYEHHOrO Nporpammor obbekTa» Ha cTp. 40).




PYKOBOACTBO NONb30OBATENA

BNOKUPOBAHME HEXEJNATENIbHOM NOYTbI (CMNAMA)

Ecnn Bbl nonyvaete 6onblioe KOMMYECTBO HexenaTenbHOW MOYThbl (Cnama), BKNOYUTE KOMMNOHEHT AHTM-Cnam wu
yCTaHOBUTE AN1A HErO peKoOMeHAyeMbll ypoBeHb 6e3onacHoCTy.

®  UYmobbl exnoyumbs AHmMu-Crnam u ycmaHo8ums pekoMeHAyeMbil yposeHb 6e30MacHoCMU, 8bINoIHUMe
cnedyoujue delicmausi:

1. OrTkponTe rmaBHOE OKHO MPOrpammbl.
2. Mo ccoeinke HacTpowka B HKHEW YacTy okHa nepenanTe B pasgen Hactpoiika.
3. B neBoi yactn okHa BbiGepuTe pasgen 3awmra.
4. B npaBoi yacTu pa3gena 3awmra Bbibepute KOMNOHEHT AHTU-Cnam.
B okHe oToOpa3ssTcs napameTpbl AHTU-Cnama.
5. B npaBow yacTtu okHa Bkntounte AHTU-Cnam ¢ MOMOLLbIO NepeknovaTens.

6. Y6epwutecs, uyTo B 6rioke YpoBeHb 6€30MacHOCTU YCTaHOBMEH ypoBeHb Ge3onacHocTM PekomeHayeMbIin.




SALUMNTA JIMUMHLIX OAHHbLIX B
UHTEPHETE

OTOT pasgen coaepXuT MHpopMaLMIo O TOM, Kak caenaTte paboTy B MHTEpHeTe 6e30nacHoOM 1 3aWwuTUTb Balln LaHHbIEe
OT Kpaxw.

B 3TOM PA3[ENE
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O 3ALUMTE NUYHbIX AAHHbIX B MHTEPHETE

C nowmotupto Kaspersky Internet Security Bel MOXeTe 3aLMTUTb OT KpaXu CBOW SINYHbIE AaHHbIE:

e  Maponu, MMeHa nonb3oBaTens u Apyrne perucTpaumoHHbIe AaHHbIE;

e  HOMepa CHETOB M KpeOWUTHbIX KapT.
B coctaB Kaspersky Internet Security BxogAaT KOMMOHEHTbI U MHCTPYMEHTbI, NO3BONSIOWME 3ALUMTUTL BallM MUYHblE
OaHHble OT KPaXu 3MOYMbILUMEHHUKaMMW, UCNOMNb3YOLLMMN Takue MeToAbl Kak PULLMHT U nepexsaT AaHHbIX, BBOAUMBIX C
KnaeuaTypbl.
[Onsa 3awuTtbl oT duwmnHra npegHasHaydeH AHTU-OULLMHE, BKIIOYEHHBIN B COCTaB KOMMOHEHTOB Be6-AHTUBUPYC, AHTU-
Cnam n IM-AHTUBMpPYC. Bkrntoumte 3TM KOMMOHEHTbI, 4TOObl 0becneunTb MakcumanbHO 3PEEKTUBHYIO 3awwuTy OT

duvwnHra.

[ns sawuTel OT NepexsaTta AaHHbIX C KnaBnaTypbl NpegHasHaveHa BupTyanbHasa knasuaTypa v 3awmuta BBoAa AaHHbIX
C annapaTtHoun KnaeuaTypbl.

[ns yoaneHus nHdopmMaumm o AeACTBUSIX NOMb3oBaTens Ha KOMMbOTEPe NpefHasHayYeH MacTep yCTpaHeHUsl crenoB
aKTUBHOCTMU.

[nsa 3almTbl AaHHbIX NPY UCMNOMNb30BaHUM CEPBUCOB MHTEPHET-0aHKMHIa U Npu onnaTe NOKyNnoK B UHTEPHET-MarasuHax
npegHasHaveHbl yHKUMK BesonacHbIx nnaTexen.

[nsa 3awuTbl OT NEPeChINKN NNYHbIX AAHHbLIX Yepe3 MHTEePHET npefHasHavyeH OAWH M3 MHCTPYMEHTOB Poautenbckoro
KOHTpons (cM. pasgen «Vcnonb3oBaHne Poantensckoro KOHTpons» Ha cTp. 60).




PYKOBOACTBO NONb30OBATENA

O BUPTYANNIbHOM KNABUATYPE

Mpu paboTe B UHTEPHETE YaCTO BO3HMKAKOT CUTYyaLMK, KOrAa HEOGX0AMMO yKa3aTb NepcoHaribHble AaHHble, a Takke UMst
nonb3oBaTensi U Napofib. ATO NPOUCXOAMUT, Hampumep, Npu perucTpauuym Ha BeG-caiTax, COBEPLUEHUM MOKYMOK B
WHTEPHET-MarasuHax, UCrnosib30BaHUM UHTEPHET-6aHKMHra.

B Takux cnyvasx cyllectByeT OMacHOCTb NepexeaTa MepCcoHanbHOW WHGOpMauMM C MOMOLLULIO annapaTHbIX
nepexBaTyMKoOB WM KnaBMaTypHbIX NMepexBaTYMKOB — MPOrpaMM, PErMCTPUPYIOLLMX HaxaTue knasuw. BupTtyanbHas
KnaBuaTypa no3sonsieT usbexartb nepexsaTa AaHHbIX, BBOAWMbBIX C KaBuaTypbl.

MHorve nporpamMmmbl-LUMUOHbI obnapgatT beHKLI,MFlMI/I CHATNA CHUMKOB 3KpaHa, KOTOpble aBTOMATU4ECKU MnepenarTcAa
3MOYMbILWNEHHUKY ONA nocneayruiero aHannsa v nU3sBneyvYeHnda nepcoHanbHbIX OaHHbIX MOJib3oBaTens. BmpTyaanaﬂ
KnaBuaTtypa 3aujuiiaeT BBoagnUMble NepCoHarnbHblie AaHHbIE OT nepexsaTta NnocpeacTBOM CHATUA CHUMKOB 3KpaHa.

BMpTyaanaﬂ KnaBuatypa uMmeert crneaywouimne 0coBGeHHoCTH:

. Ha knasuwun BupTyanbHon knasmaTypbl HY>KHO HaXXMMaTb C MOMOLLbHO MbILLWN.

e B omnnune ot HacTosiwen knaBvaTypbl, Ha BupTyanbHoOW knaBuaType HEBO3MOXHO OAHOBPEMEHHO HaxaTb
Heckomnbko knasu. [Mo3ToMmy, 4TOGblI MCMOMNb30BaTb KOMOUHALMU KnaBuw (Hanpumep, ALT+F4), HyxHO
CHavyana HaxaTb Ha nepByl knaBuwy (Hanpumep, ALT), 3aTem Ha cregyowyto (Hanpumep, F4), a 3atem
MOBTOPHO HaxaTb Ha MepByto knasully. [OBTOPHOE HaxaTve 3aMEeHSIET OTMyCKaHWe KIaBULIM Ha HacTosLLei
KnaBsumaType.

e Ha BupTtyanbHow knaemaType A3blK BBOAA NEpeKnovaeTcs ¢ NOMOLLBI0 TOrO e COveTaHus Knaswll, KoTopoe
YyCTaHOBMEHO B MapameTpax OnepauMoHHON CUCTeMbl AN OOblYHOW KnasuaTtypbl. [py 3TOM Ha BTOpYHO
KMaBULLY HY>XHO Ha)KMuMaTb MpaBoW KnasuLLe MbiW (HanpMmep, ecnv B napameTpax onepaumoHHON CUCTEMbI
ONs nepeknoyeHns A3blka BBoAa 3adaHa komouHaums LEFT ALT+SHIFT, To Ha knaBuwy LEFT ALT HyxHO
HaXumaTb NeBON KNaBuLeN MbiliK, a Ha knasuwy SHIFT HyXHO HaxxuMaTb NPaBon KNaBWLIEN MbILLK).

[ns 3awmThl 4aHHbIX, BBOOUMbIX C NOMOLLbIO BupTyansHow knasuaTtypsl, nocne yctaHoBku Kaspersky Internet Security
HeobxooMMO nepesarpy3uTb KOMMbIOTEP.

Wcnonb3oBaHue BMpTyaanoﬁ KnaBuaTypbl UMeeT crenyriuine orpaHn4eHnaA:

e BupTyanbHas knaBuaTypa 3awuuiaeT OT Mepexsata MepcoHanbHoOW WHGOpMauuM Tonbko npu pabote C
6paysepamu Microsoft Internet Explorer, Mozilla Firefox n Google Chrome. NMpu pabote ¢ apyrumu 6paysepamm
BupTyanbHas knaBmnaTtypa He 3allMaeT BBOAUMbIE NEPCOHArbHbIE JaHHbIE OT Nepexsara.

e BuptyanbHaa knaBmatypa HepocTynHa B Opaysepe Microsoft Internet Explorer (Bepcun 10 n 11) B ctune
Modern Ul, a takke B 6pay3epe Microsoft Internet Explorer (Bepcun 10 n 11), ecnu B napameTpax bpaysepa
YCTaHOBIEH (oriaxxok BKNOYMTL pacluMpeHHbIn 3awuweHHbIn pexum (Enhanced Protected Mode). B atom
crny4yae pekomeHOyeTCs Bbi3biBaTb BUPTyarbHY0 KraBmaTtypy n3 nHtepderica Kaspersky Internet Security.

e BupTyanbHas knaBuatypa He MOXET 3aliWMTUTb Ballu NepcoHarbHble AaHHble B criydae B3noma Beb-caiTa,
TpebyoLero BBoAa TakMx AaHHbIX, MOCKOMbKY B 9TOM Cryyae uHdopmaums nonageT HenocpeacTBEHHO B PyKU
3710YMBILLMEHHVKOB.

e BupTyanbHas knaBuatypa He npegoTBpallaeT CHATUE CHUMKOB 9KpaHa C NOMOLLbI0 HaxaTusa knasuwmn PRINT
SCREEN v gpyrux KoMGuHaLuii kKnaBuLl, 3afaHHbIX B NapameTpax onepaumvoHHON CUCTEMBI.

e [lpu 3anycke BupTtyanbHow knasmaTtypbl B 6paysepe Microsoft Internet Explorer nepectaet pabotaTte dyHKUUS
aBTO3anonHeHUs nonew BBOAA, Tak Kak peanusaunst CUCTEMbl aBTO3aMOSNHEHVS NO3BOMSET 3M0YMbILL FIEHHUKaM
nepexsaTtbiBaTe BBOAUMbIE AAHHbIE.

e B HekoTopbix Opaysepax (Hanpumep, Google Chrome) moxetr He paboTaTb 3awuta BBOAA AaHHbIX
onpeneneHHoro Tuna (HanpuMep, aapecoB 3NTEKTPOHHOW NOYTLI UITK YKcen).

B cnucke Bbile nepe4yncrneHbl OCHOBHblE OrpaHU4YeHuda, KoTopble nmeeT (*)yHKU,VIOHaJ'IbHOCTb 3awunTbl BBOAA OAHHbIX.
MonHbI NepeyeHb OrpaHNYeHWin NMPUBOAMTCS B cTaTbe Ha cainTe CnyxObl TexHWYecKkon nopaepxku «JlabopaTtopum
Kacnepckoro» http://support.kaspersky.ru/11047.
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3ANYCK BUPTYAJIbHOU KNABUATYPbI

OTKpbITb BupTyanbHyto knaBuaTypy MOXHO criedytoLummm cnocobamu:

M3 KOHTEKCTHOIo MeHto 3Ha4ka nporpamMmmbl B obnactn yBe}J,OMJ'IEHVIVI;
M3 rMaBHOIo OKHa nporpamMmmbl;

u3 okHa Opaysepa Microsoft Internet Explorer, Mozilla Firefox unu Google Chrome ¢ nomolibio 3Hayka
BbicTporo BbI3oBa BupTyanbHoM knaBsnaTypsbl;

OTobpakeHne 3Hayka ObICTPOro BbI30BA B MOMSAX BBOAA Ha BeO-canTax MOXHO HACTPOUTb.

Mpn wuncnonb3oBaHum BupTtyansHow knaBuaTypbl Kaspersky Internet Security oTknouaeT  dyHkumo
aBTO3anonHeHus Ans nonen eBeoga Ha Beb-canTax.

C MOMOLLBI KOMOMHALUM KraBuLL annapaTHOW KrnasuaTypbl.

B Ymobbl omkpbimb BupmyarnbHyio Knaguamypy U3 KOHMEKCMHO20 MEHIO 3Hayka npoepammel 8 obracmu
ysedomreHuld,

Bblbepute nyHKT WHCTpyMeHTbl — BupTyanbHasi knaBuaTypa B KOHTEKCTHOM MEHIO 3Havka nporpammel
(cm. puc. Huxe).

MeHeaxep 3aaa4

OBHoBAEHUE

AKTHBHOCTE NpOrpamm WHcTpymMeHTEl »
MOoHUTOPWHT CETH Kaspersky Internet Security
BupTyaneHas knaewatypa MpUoCTaHOBUTE 33LLMTY...

Brntounte Poguteneckuit Kentpone
Hactpolika

O nporpamme

Beixoa

PucyHok 3. KoHmekcmHoe meHio Kaspersky Internet Security

®»  Ymobsbl OMKpPbIMb Bupmyaanyfo Kriaguamypy u3 eyiagH020 OKHa ripoepamMmsbl, 8birnosiHume cneayfou.(ue

deticmeusi:

1. OTkponTe rmaBHOE OKHO NPOrpammel.

2. [o ccbinke MNokasaTb AONOMHUTENbHbIE UHCTPYMEHTbI, PACMOMNOXEHHOW B HWWKHEN YacTW rMaBHOrO OKHa,
OTKpoWiTe OKHO MHCTPYMEHTbI.

3. B neBon 4yactm okHa WHcTpymeHTbl no ccbinke BupTyanbHaa knaBuatypa oOTKpouTe BupTtyanbHyto

KnaBsuatypy.

%  Ymobbl omkpbimb BupmyarnbHyto knaguamypy U3 okHa 6paysepa,

K

HaXMWUTEe Ha KHOMKY ww.. BupTyanbHas knaBuaTypa B naHenu MWHCTPyMeHTOB Opaysepa Microsoft Internet
Explorer, Mozilla Firefox nnn Google Chrome.
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®»  Ymobbl omkpbimb BupmyanbHyto knasuamypy ¢ MOMOWbIO annapamHol knasuamypbl,

HaxmuTte kombuHauuio knasuw CTRL+ALT+SHIFT+P.

®»  Ymobbl Hacmpoumb omobpaxeHue 3Hayka 6bicmpo2o 8bi3oea BupmyanbHoU Knaguamypkl 8 nosisx 66oda Ha eeb-
calimax, ebironiHume cnedyoujue delicmaus:

1.

2.

OTKpoiTe rmaBHOEe OKHO MpOrpaMMbi.

B HwxHen yacTn okHa nepengute no ccoinke Hactpouka.

B oTtkpbiBliemMcs okHe Hactpowka B pasgene JononHuTenbHo BbiGepute nogpasnen BesonacHbi BBOA
DaHHbIX.

B okHe oTOOpa3sTcst napaMeTpbl ANs HAaCTPONKM 6e3onacHOro BBoAa AaHHbIX.

Ecnn Heobxogoumo, B 6rnoke BupTyanbHas knaBuatypa ycTtaHoBuTe ¢rnaxok OTKpbiBaTb BupTtyanbHyio
KnaBuaTtypy no komo6uHaumu knaBuwl CTRL+ALT+SHIFT+P.

Ecnun Bbl xoTUTe, YTOOLI 3HAYOK BbI30OBa BMpTyaanoﬁ KnaBuaTypbl 0To6pa>|<anc;| B Nnondax sBoAa, yCTaHOBUTE
cbnamox MokasbiBaTb 3HA40K 6bICTpOFO Bbi30Ba B NofiAX BBoAa.

Ecnv Bbl x0TUTe, YTOObI 3HAYOK Bbl3oBa BupTyanbHoM knaBuaTypbl 0TOOpaxancs TONbKO Mpu OTKPbITUM
onpeaeneHHbIX BeG-caiToB, BbINOMHWUTE clieaytolime OeicTBUS:

a. B 6noke BupTyanbHas knaBuaTypa no ccoliike U3MeHUTb kaTeropumu oTkpoiite okHo MapameTpbl
BesonacHoro BBoAa AaHHbIX.

b. YcraHoBuTe dhnaxku AN KaTeropuin Be6-cantoB, Ha KOTOPLIX HYXXHO 0TOGpaXkaTb 3HaYOK GbICTPOro
BbI30Ba B MOJSIX BBOAA.

3Hayok BbI3oBa BupTyanbHow knaeuaTypbl byaeT oTobpaxaTbCca Npu OTKPbITUKN Beb-caliTa, OTHOCSLLerocs
K Kakon-nnbo n3 BeIbpaHHbIX KaTEropui.

c. Ecnu Bbl xoTuTE BKMIOYMTL UMK BLIKMIOYMTL OTOGPaXKEHNe 3HauKa Bbi30Ba BupTyanbHOM Knasnatypbl Ha
onpeaeneHHoM Beb-caiTe, BbINOMHUTE Crieaytolime AeicTBus:

a.

b.

Mo ccbinke HacTporka nckno4veHUn otkponTe okHO UcknoyeHus ans BuptyansHon knaBuaTypbl.
B HxHel yact okHa HaxmuTe Ha KHoMKy [lo6aBuThb.

OTkpoeTcs okHO Ans fobaBneHns ucknioyeHus ans BupTyansHon knaemarypbl.

BeeawnTe agpec Beb6-caita B none Macka agpeca Beb-canTa.

Ecnu Bbl xoTUTE, 4TOOBI 3HA4Y0K BbI30Ba BupTyanbHo KnaBnaTypbl oTobpaxancsa (Mnv He
oTobpaxancsi) TonbKo Ha ykasaHHOM Beb-cTpaHuLe, B 6rioke ObnacTtb npuMeHeHUs BbibepuTe
MpuMeHUTb K yKasaHHOW CcTpaHuLe.

B 6noke 3Ha4oK BUpPTyanbHOW KnaBuaTypbl yKaxuTte, 4OIMKEH N 3HAYOK BbI3oBa BupTyansHomn
KnaeuaTypbl oTobpaxaTbCA Ha ykasaHHOW Beb-cTpaHuLe.

HaxxmuTe Ha kHornky [lo6aBuTb.

YkasaHHbI Be6-canT nosBUTCA B cnncke B okHe UcknioveHunsa ana BuptyanbHou KnaBuaTypbl.

Mpu OTKPbLITUM YyKasaHHOrO Beb-calTa 3HA4YoK BbI3oBa BupTyanbHoW knaBuaTypbl GydeT oTobpaxaTbCs B
COOTBETCTBUM C HACTPOEHHLIMI NapaMeTpamu.
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3ALUTA BBOOAA OAHHbIX C ANNAPATHOMU KINIABUATYPbI

3awmTa BBOAA AaHHbIX C annapaTH0|7| KnaBuaTypbl NO3BONAET n3bexartb nepexsaTta AaHHbIX, BBOOUMbIX C KNnaBuaTypbl.
3awmTa BBOAA AaHHbIX C annapaTH0|7| KnaBuaTypbl UMeEeT creayuine orpaHn4eHna:

e 3awwTa BBOAA AaHHbIX C annapaTHOM knasuaTtypbl paboTaeT TONbKO B MHTEpHeT-Opay3epax Microsoft Internet
Explorer, Mozilla Firefox n Google Chrome. lNpu paboTte ¢ apyrumm nHtepHeT-6pay3epamv gaHHbIe, BBOOUMbIE
C annapaTHOW KnaenaTyphbl, He 3alMLialoTCA OT nepexaarta.

e 3awwTa BBOAA AaHHbIX HeoCTynHa B 6paysepe Microsoft Internet Explorer s Maraanna Windows.

L] 3awmnta BBOAA OaHHbLIX C annapaTHoWn KnaBmaTypbl HEe MOXET 3allUTUTb BallXM NepcCoHalbHble OaHHble B
cny4dyae B3noma Beb-cainTa, Tpe6ymmero BBOAa TakKMX OaHHbIX, MOCKONbKY B 3TOM Clly4ae MHdopMaums
nonageTt HenocpeaCcTBE€HHO B PYKU 3ITOYyMbILLTEHHUKOB.

e B HekoTopbix 6pay3sepax (Hanpumep, Google Chrome) MoxeT He paboTaTe 3awuta BBOAA [AaHHbIX
onpeaeneHHoro Tuna (Hanpvmep, agpecoB 3MEKTPOHHOW NOYTLI UK Yucen).

B cnucke Bbllwe nepeyvncrieHbl OCHOBHbIE OrpaHWYeHusl, KOTopble MMeeT (OYHKUMOHANbHOCTb 3aliuTbl BBOAA AAHHbIX.
MonHbI nepeyveHb OrpaHWYeHU NPUBOAUTCA B CTaTbe Ha cante CnyxObl TexHnyeckon nopaepxkm «Jlabopatopum
Kacnepckoro» http://support.kaspersky.ru/11047.

Bbl MOXeTe HacTpouTb 3almuTy BBOAA AaHHLIX C KraBuaTypbl Ha pasHbix Beb-canTax. [locne Toro kak sawuta BBoaa
AaHHbIX C KraBmaTypbl HACTPOeHa, He TpebyeTcs BbINOMNHATL AONOMNHUTENbHbIE EVCTBUA NPY BBOAE AaHHbIX.

®»  Ymobbl Hacmpoums 3awumy 8g8oda OaHHbIX C Kiiaguamypsbl, 8binofHUmMe criedyruwue delicmeusi:
1. OTkpoliTe rmaBHOE OKHO MpOrpammbi.
2. o ccbinke HacTpowka B HXHEN YacTy OKHa nepengute B pa3gen Hactpomka.
3. B pasgene OononHutenbHO BbibepuTe nogpasaen BesonacHbii BBOA AaHHbIX.
B okHe oTOGpassaTca napameTpbl 6e30nacHOro BBoAa AaHHbIX.

4. B HwkHeln yacTu okHa B Gnoke 3awmTta BBOAA AaHHbIX C annapaTHOM KnaBuaTypbl YCTaHOBUTE (DIIAXOK
3awuwartb BBOA AaHHbIX C annapaTHOW KnaBuaTypbl.

5. 3apaiTe o6nacTb 3allMTbl BBOAA AaHHLIX C annapaTHOW KnaBuaTypsbl:

a. OrtkponTte okHo MapameTpbl BesonacHoro BBoAa AaHHbLIX MO CCbifike M3MeHUTb KaTeropum B HUXHEN
YyacTu 6noka 3awmTa BBoAa AaHHbIX C annapaTHOW KnaBuaTypbl.

b. YcrtaHoBuTe hnaxku ona kateropumn BebG-CanToB, Ha KOTOPbIX HYXXHO 3alUuULLaTh AaHHble, BBOAWUMbIE C
KnasmaTypbl.

c. Ecnu Bbl xoTTE BKNIOYNTL 3alunTy BBOAA AaHHbIX C KlaBUaTypbl Ha onpegeneHHom Beb-caliTe,
BbINOJIHUTE cneaywwine nencTeus:

a. Ortkporite okHO UckntoueHnsa ana 3awmTbl BBoAa C annapaTHOW KnaBuaTypbl MO CCbINKe
HacTtpoiika ucknoveHun.

b. B OTKpbIBLUEMCS OKHE HaXMUTE Ha KHoMKy [lo6aBUTb.
OTkpoeTcs OkHO Anst 4oBaBnNeHUs UCKIMYEHUS NS annapaTHOW KnaBuaTypbl.

c. B oTkpbiBLIEMCA OKHE BBeauTe aapec BeG-caita B none Macka agpeca Be6-caiTa.
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d. BblbepuTe 0aMH 13 BapnaHTOB 3aLuThl BBOAA AaHHbIX HA 3ToM Beb-cainTe (MpMMeHNTb K yKa3aHHOMN
cTpaHuue unu NpumeHnTb KO BCeMy Be6-canTy).

e. Bbibepute gerictere 3awwmTbl BBOAA AaHHbIX HA 3TOM Beb-cante (3awmwaTts unm He 3awmwarthb).
f.  Haxmute Ha kHonky [lo6aBUTL.
YKasaHHbI Be6-canT noaBuTCs B cnucke B okHe MCknovyeHus ansa 3awuTtbl BBOAA C annapaTtHOM KnaBuaTypbl.

Mpw oTKpbITUM ykasaHHOro Beb-canTa byaeT OencTBoBaTh 3almMTa BBOAA AaHHbIX B COOTBETCTBMU C HACTPOEHHBIMU
napameTpamMu.

HACTPOUKA YBEAOMJEHUU OB YA3BUMOCTSAX CETU
Wi-FI

Bo Bpems paboTbl B cetn Wi-Fi Bawm koHduaeHumanbHble OaHHble MOryT ObiTb noxueHsl, ecnu cete Wi-Fi
HegocTaTouHO 3awmweHa. Kaspersky Internet Security nposepsiet cets Wi-Fi npu kaxxgom BaleM MOAKMOYEHUN K CETU
Wi-Fi. Ecnu cetb Wi-Fi HeGe3onacHa (Hanpumep, NCnonb3yeTcs yA3BUMbIA MPOTOKON WwWudpoBaHus nnm umst cetn Wi-Fi
(SSID) siBnsieTca nonynsipHbIM), NporpaMMa nokasbiBaeT yBe4OMIeHe 0 TOM, YTO Bbl MOAKIIOYaeTeCb kK HebesonacHowm
cetn Wi-Fi. o ccbinke B OkHe yBeOMIEHMS Bbl MOXeETE y3HaTb, kak 06e3onacute cebst npu pabote B cetn Wi-Fi.

®»  Ymobbl Hacmpoums yeedomiieHus 06 ysssumocmsix cemu Wi-Fi, ebinonHume crnedyrowue delicmeusi:
1. OTkpoiTe rmaBHOE OKHO MpOorpammei.
2. o ccbinke HacTpowka B HXHEN YacTy OKHa nepengute B pasgen Hactpomka.
3. B neBoit yacTu okHa BbibepuTe pasgen 3awura.
4. B npaBon YacTv pasgena 3awmTta Boloepute nogpasaen CeteBon 3KpaH.
B okHe oTOGpa3ATca napameTpbl KOMMOHeHTa CeTeBOM aKpaH.

5. YcrtaHoBuTe hnaxok YBeAoMnAaTb 06 yA3BUMOCTAX npu nogkntoveHun k cetm Wi-Fi, ecnv oH Obin cHAT.
Ecnu Bbl He xO0TUTe nonyyaTb YBEAOMIIEHUS, CHUMUTE 3TOT chrnaxok. Mo yMon4aHuto ¢oriaxok yCTaHOBIEH.

6. Ecnu cdnaxok YBegoMnAaTb 06 ysi3aBMMOCTAX npu nopgknio4veHun k cetn Wi-Fi yctaHoBrneH, Bbl MoxeTe
HacTpoWTb AONOMHUTENbHbIE NapameTpbl 0TOOPaXeHUs: yBeAOMIEHWIA:

. YcTaHoBuTe bnaxok 3anpeu.|aTb nepenadyy naponAa B WHTepHeTe B He3awulweHHOM Buage u
nokKas3biBaTb yBeagoOMIleHue, YTOObI 6ﬂ0KVIpOBaTb nepenadvy napona B He3alwMULWEeHHOM TEKCTOBOM Buae
npun 3anonHeHun nona Maponb B WHTEpPHeTe. Mo yMOIn4aHuto d)na»<0|< CHAT.

e [lo ccbinke BoccTaHOBUTL CKPbITbIE YBEeAOMIEHUS BOCCTAHOBUTE 3HAYEHUS MapamMeTpoB OTOOpaXKeHuUs
yBeOOMITEHUN O Nepefade napons B HesawumeHHoM Buae. Ecnu paHee Bbl 3abnokuposanu otobpaxeHue
yBEIOMIEHUA O Mepefjadye napons B He3alWWEeHHOM BuAe, 3TV YyBeoOMIleHMs cHoBa OyaoyT
oTobpaxaTbcs.

3ALWMTA OUHAHCOBbLIX ONMEPALIMMA U NMOKYNOK B
MHTEPHETE

Ona 3awmnTbl KOHUAEHUMAnNbHbBIX OAHHbBIX, KOTOpble Bbl BBOAUTE Ha Beb-cavtax GaHKOB M MraTeXHbIX CUCTEM
(hanpumep, Homepa OaHKOBCKOW KapTbl, Mapons Ans [ocTyna K CepBUcCaM WHTepHeT-OaHKkuHra), a Takke Ans
NpenoTBPaLLEHMST KpaXku NnaTexHbiX CpeacTB Npu npoBefeHuM nnatexen odnanH Kaspersky Internet Security
npepnaraeT oTKpbiBaTb Takne Beb-canThl B 3alumiieHHom bpaysepe.
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3awmeHHbIn Bpaysep — 3TO chneumanbHbIi pexum paboTtbl Bpaysepa, KOTOpbI MCNoNb3yeTca ANS 3aluTbl BalnX
OaHHbIX Mpu paboTe Ha Beb-canitax 6GaHKOB MNM nnaTexHblX cucTeM. 3aluuieHHbIn Gpaysep 3anyckaetcs B
N30MnMpPOBaHHON cpede, Y4Tobbl Apyrme NporpamMmMbl He MO BHEAPUTLCA B Npouecc 3alumiieHHoro 6paysepa.

Mpun paboTe B 3awmiieHHOM Opay3epe nporpaMmmMa NpeaocTaBnsieT 3aluTy OT CreayoLmMx BUOOB yrpos:

e HeposepeHHble moaynu. MpoBepka Ha HanNU4Yne HeLOBEPEHHbIX MOAYIEN BbIMNOMHAETCS NPY KaXKaoM nepexone
Ha BeO-canT 6aHKa UNKu NNaTeXHOMW CUCTEMBI.

. PyTKVITbI. [MpoBepka Ha Hanu4ne PYTKUTOB BbINOJTHAETCA Npun 3anycke 3awmiieHHoro 6pay3epa.

e lI3BecTHble YyA3BMMOCTM OnepaumMoHHOW cucTembl. [lpoBepka Ha Hanuyune ysiI3BMMOCTEN oOrnepaumoHHON
CUCTEMbI BINOSHAETCS Npu 3anycke 3awmweHHoro bpaysepa.

e HepenctButenoHble cepTudukaTtbl BeG-canToB GaHKOB MM NnaTexHblX cucTem. [Nposepka cepTudumkaToB
BbIMONHSAETCA Npu nepexofe Ha Beb-cant GaHka unu nnatexHon cuctembl. [poBepka cepTudmkaToB
BbINOSTHAETCHA No 6a3ze CKOMNPOMETUPOBAHHBIX CEPTUUKATOB.

Korpa Bbl OTkpbiBaeTe BeG-caiT B 3alMieHHOM Gpay3epe, BOKpYr OkHa Gpaysepa nosiBrisieTcs pamka. LiBeT pamku
CUTHanmM3upyeT o cTaTyce 3alUunThI.

CyLLecTBYIOT cregytoLine BapnaHTbl LIBETOBOM UHAUKALMKW paMKu OkHa Gpaysepa:

e 3eneHblin ugeT pamkn. O3HayaeT, YTO BCE NPOBEPKN BbIMOMHEHbI YCNeLwWwHOo. Bbl MmoxeTe npogomxunts paboTy B
3awmeHHom 6paysepe.

e Xentbin ueT pamku. OsHavaeT, 4TO BO Bpemsi NpoBepok Obinu obHapyxeHbl npobnembl GesonacHocTH,
KOTOpble HeOBX0AMMO YCTPaHUTb.

Mporpamma MOXeT 0OHapyX1Tb cregytoLlime yrpo3sbl 1 npobnemsl 6e3onacHocTu:

e HepoBepeHHbI Moaynb. TpebyeTca NpoBepka KOMMbIOTEPA U NeYeHme.

e PyTtkut. TpebyeTcs npoBepka KOMMNbIOTEPA U NEYEHNE.

e  YA3BMMOCTb ONepauUmMOHHON cncTemMbl. TpebyeTcs yCTaHOBUTL OGHOBIEHUS ONepaLMOHHON CUCTEMBI.

e HepenctBuTEnNbHLIN CcCepTudmKaT Beb-caita 6GaHka UnNn NNaTexxHon CUCTEMbI.

Ecnn Bbl He ycTpaHuTe OBOHapyXeHHble yrpo3bl, 6€30MNacHOCTbL CeaHca MOAKIIoYEeHUSA Kk Beb-canty BaHka nnm
NNaTeXHoM CUCTEMbI HE rapaHTUpyeTCs.

XKentbin uget paMKM TakKke MOXeT O3Ha4aTb, 4YTO 3anyck 3alumieHHoro 6pay3epa HEeBO3MOXeH Wn3-3a
TeXHU4YEeCKnNX orpaHquHMﬁ. Hanpmmep, 3anyuieH rmnepBn3op CTOPOHHEro npomn3soanTena nunm sall KOMNbOTEP
He nogaepXvMBaeT TEXHOMOMMI0 annapaTHOM BUpTyanuaauuu.

[ns npasunbHOM paboTbl 3awwmieHHoro 6Gpaysepa Heobxogumo, 4TOObl B HeM Obiny akTMBMpOBaHbl MNAarvHel
KoMnoHeHTa besonacHble nnatexu. [narmHel aBToMaTU4eckn akTMBMpPYOTCS B Bpaysepe npu ero nepBoM nepesanycke
nocne yctaHoBku Kaspersky Internet Security. Ecnn 6pay3ep He nepesanyckancsa nocne yctaHoBku Kaspersky Internet
Security, nnarvHbl He aKTVBMPYIOTCS.

ABTOMaTM4eckas aKTuBauma nnarMHoOB MMeeT cneayroline orpaHn4YeHns:
e [naruHbl BCTpanBaOTCS U akTUBMPYIOTCS TONbKO B Bpaysepax, noaaepxuBaemMbliX NporpamMmmoi.
Cnepytowmne 6pay3sepbl nogaepkMBatoT nnarvHbl besonacHbIx nnaTexen:

e Internet Explorer Bepcun 8.0, 9.0, 10.0, 11.0.

Bpaysepbl Internet Explorer 10 B ctune Modern Ul u Internet Explorer 11 B ctune Modern Ul He
noaaepX1MBatoTCS.




PYKOBOACTBO NONb30OBATENA

e Mozilla Firefox Bepcui 19.x, 20.x, 21.x, 22.x, 23.x, 24.x, 25.x, 26.x, 27.%, 28.x, 29.x, 30.x, 31.x.
e Google Chrome Bepcun 33.%, 34.%, 35.x, 36.X.

B Google Chrome nnaruHbl He akTMBMPYIOTCS aBTOMatnyecku, ecnu B 6paysepe He 6bin co3gaH npocunb
nonb3oBaTens. [ns cosgaHuns npomnsa none3osaTtens Heobxoammo nepesanycTuTb BGpaysep.

Mpn nepeom 3anycke Google Chrome nocne yctaHoBkM Kaspersky Internet Security, Be6-6paysep npeanoxut
BaM ycTaHoBuTb paclmpeHne Kaspersky Protection Plugin, koTopoe akmwBupyeT nnarvHbl KOMMOHEHTa
BesonacHble nnatexu. B cnyyae otkasa oT ycTaHOBKM paclumpeHns Kaspersky Protection Plugin, Bbl MoxeTe
YCTaHOBUTL €ro No3aHee no cebirnke http://support.kaspersky.com/interactive/google/ru/kisplugin.

e [lpu obHoBNeHun Gpaysepa nnarMHbl HE aKTUBUPYIOTCS aBTOMaTUYeCKW, ecnv HoBasi Bepcusi Bpaysepa He
noaaepXuBaeT Ty e TeXHOMOrMo akTMBaLMKU MarMHOB, YTO M npeablaylias Bepcus G6paysepa. Ecnv HoBast
Bepcus Opaysepa NoAaepXuBaeT Ty e TEXHOMOrMI0 akTMBauuMM NnarMHoB, YTO WM Mpeablaylias Bepcus
6pay3sepa, nnarMHbl aKTUBUPYIOTCH aBTOMaTUYECKN.

Ecnu nnaruHel He akTMBMPOBanuCcL aBToMaTUYecku Npu nepesanycke Gpaysepa, TpebyeTcsl aKTUBMPOBATL UX BPYYHYHO.
MocMoTpeTb, akTUBMPOBaHbI N NNarvHel, U aKTMBUPOBATbL UX BPYYHYIO MOXHO B NapameTpax 6paysepa. MHdopmaumo
06 aKkTMBaLUmMu NnarMHOB MOXHO MOCMOTPETL B CMIPaBKe UCTONb3yeMoro 6paysepa.

Bbl MoxeTe BKMOYATb WM BbIKMOYMTL aBTOMATUYECKY0 aKTMBauuio nnarvHoB (cM. pasgen «BknodeHue
aBTOMaTUYECKOW akTMBaLMm NnarvHoB BesonacHbix nnatexen» Ha cTp. 53) B OKHe HACTPOWKM NporpamMmbl.

3aI'IyCK 3awmiLeHHoro 6pay3epa HEBO3MOXEH, €eCcnun CHAT dnaxok Bknwountb camMozawuty B paspgene
[JononHuTenbHble NapamMmeTpbl, Noapasgen Camo3sawmTta okHa HacCTPOWVKM NporpamMmbi.

B 3TOM PA3[ENE
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HACTPOMKA NAPAMETPOB BE3ONACHbIX MNATEXEN

®»  Umobbi Hacmpoums besomnacHble niamexu, ebinonHume cnedyrouwjue deticmausi:
1. OTkponTe rnaBHOE OKHO MpOorpammei.
2. o ccobinke HacTpomKa B HUXXHEN YacTy rMaBHOro okHa nepenaute B pasgen Hacrtporka.
3. B neBoii yacTtn okHa BbiGepuTe pasgen 3awura.
4. B npason 4yactv pa3sgena 3awmra Bbibepute nogpasaen besonacHble nnaTexu.
B okHe oTOOpa3sTcst napameTpbl KOMNOHEHTa besonacHble nnaTtexu.
5. BkntounTe koMnoHeHT Be3onacHele nnaTexu ¢ MOMOLLbIO NepeKniovaTens B BEpXHEN YacTu OKHa.

6. UToBbl BKMIOYNTL YyBEAOMIEHNE 00 YA3BUMOCTSIX, OBHapy>XeHHbIX B ONepaLyoHHON cUCTEME Nepes 3anyckoMm
BawwweHHoro 6paysepa, yctaHoBMTE hnaxok YBeaoMnATb 06 ysi3BMMOCTAX B OnepaLnoHHON cucteme.
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HACTPOMKA BE3ONACHbIX MNATEXXEW ONA ONPEOENEHHOIO BEB-
CAUTA

®»  UYmobbl Hacmpoums be3onacHsie ramexxu Ons onpedenieHHo20 8eb-calima, ebirnosiHume criedyrowue delicmeust:

1.

2.

7.

OTKpoKnTe rnaBHOE OKHO NPOrpaMmbi.

B HWXHEN YacTu rmaBHOIO OKHA HAXMUTE Ha KHOMKy Be3onacHble nnaTexu.
OTtkpoeTcs okHo Be3onacHble nnaTexu.

HaxmuTe Ha kHonky [lo6aBnTbL Be6-cauT B Be3sonacHble nnaTexu.

B npaBoit YacTu okHa oTobpassaTcs nons ans gobaeneHvs HGopmauum o Beb-caiTe.

B none Beb6-cant ana BesonacHbix nnaTtexew BBeaWTe agpec Beb-canTa, KOTOPLIA HYXHO OTKpbIBaTb B
3awuwieHHoM Gpaysepe.

Mepen agpecoMm BebG-calta forkeH ObiTb ykasaH NpoTokon https://, NO yMOMYaHWio WUCMOMb3yeMbli
3awmeHHbIM 6pay3epom.

Mpu HeobxoamMmocTu B norie OnucaHue BBeAMTE Ha3BaHWe UMK onncaHune 3Toro Beb-caiiTa.
BbibepuTe cnocob 3anycka 3awymiuieHHoro 6pay3sepa npu OTKpbITUM 3TOro Be6-canTa:

e Ecnu Bbl xoTnTE, 4TOGLI BEG-CaNT KaxkabI pa3 oTKpbIiBancs B 3awimweHHom 6pay3epe, BbibepuTe BapuaHT
3anyckatb 3awmileHHbIN bpay3ep.

e Ecnn Bbl xotuTe, 4T06bI Nporpamma Kaspersky Internet Security 3anpawwvBana, kakoe AencTsue
BbIMOSTHATL NPU OTKPbITMK Beb-canTa, BbibepnTe BapnaHT 3anpawumBaTb AeNCTBUE.

e Ecnn Bbl xotute BbIKMOUMTE BesonacHble nnaTtexu gns aToro Beb-cavta, BbiOepute BapuaHT He
3anyckaTb 3awMLeHHbIN 6pay3ep.

B npaBol YacTu okHa HaxMuTe Ha KHoMnky [lo6aBUTb.

Be6-cant oToGpasnTca B CNMCKe B JIEBOW YAacTU OKHA.

BKIMIOYEHUE ABTOMATUYECKOU AKTUBALIUM MINAFMHOB
BE3OMNACHbIX MNATEXEN

®  Umobbl 8KTOYUMb aKmugauuto riasuHos beaonacHbix niamexed e 6pay3sepax, ebirnonHume criedyrouwue delicmeusi:

1.

2.

OTKpoWTe rnaBHOE OKHO MpOorpammel.

Mo ccbinke HacTpoWka B HMKHEN YacTy rMaBHOro okHa nepenguTe B pasgen HacTtponka.
B neBoWt YyacTu okHa BbIbepuTe pa3gen 3awmTa.

B npasoi yactu pasgena 3awura Beibepute pasgen Be6-AHTuBMpYC.

B oTtkpbiBlwemcsa okHe MapameTpbl Be6-AHTUBMpYca no ccbinke PaclumpeHHas HacTpowka OTKPOWTE OKHO
HdononHutenbHble NapameTpbl Be6-AHTUBUpPYCa.

B 6noke PacwupeHusi Be6-Gpay3epoB ycTaHOBMTE (hriaxxok ABTOMATM4YECKUM aKTUBUPOBaTb NNarvHbl
nporpammMbl BOo Bcex Be6-6pay3epax.
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O 3ALUMTE OT CO3[AHUA CHUMKOB 3KPAHA

Kaspersky Internet Security 6nokMpyeT HeCaHKUMOHUMPOBAHHOE CO3[4aHME CHUMKOB 3KpaHa NporpaMmamu-LUnnoHamu,
3awmiLan Baluv AaHHele npu paboTe ¢ 3awuuiaembiMu Beb-caitamy. 3aliuta oT CO34aHUSA CHUMKOB 3KpaHa BKITHOYeHa
no ymonyanuio. Ecnu 3awmta Obina BbIKNOYEHA BPYYHYLO, Bbl MOXETE BKIHOYUTbL €€ B OKHE HACTPOWKU Nporpammbl (CM.
pasgen «BkntoyeHne 3almThl OT CO3AaHNS CHUMKOB 3KpaHa» Ha cTp. 54).

Kaspersky Internet Security ncnonb3ayeT TeXHONOMMI0 runepen3opa Ans 3aWnuTbl OT CO3AaHNA CHUMKOB 3KpaHa.
PyHKLUMOHANBHOCTbL 3aLLMThI OT CO34aHUSA CHUMKOB 3KpaHa ¢ NoMoLLbio runepsu3opa Kaspersky Internet Security umeet
cnegyoLme orpaHmdeHus B onepaumoHHon cucteme Microsoft Windows 8 x64:

e  ®yHKUMOHANBHOCTb HEOOCTYMHA NP 3anycke rmnepBmM3opa CTOPOHHEN NPOrpaMMbl, HaNpUMep NporpamMmbl s
BupTyanusaumm komnavum VMware™. [locne 3aBeplueHus paboTbl rMnepBu3opa CTOPOHHEN Mporpammbl
YHKLMOHANBHOCTL 3aLLMTbl OT CO3AaHNs CHUMKOB 3KpaHa CHOBa CTaHOBUTCS AOCTYMHOWN.

e  OyHKUMOHANbLHOCTL HEAOCTYMHA, eCnu LeHTpasbHbl NpoLeccop BalIero KommnbioTepa He noAnepxvBaeT
TEXHOMOTVI0 annapaTHoW BUpTyanu3auun. YTOYHWTb, MOAAEPXKMBAET N MPOLECCOP Ballero KOMMbHTEpa
TEXHOMOIMI0 anmnapaTHON BUPTyanu3aumumu, MOXHO B TEXHUYECKON JOKYMEHTaLMW ANs BaLIEro KOMrbTepa unm
Ha Beb-caiTe NnpousBoauTENs npoLeccopa.

e  OyHKUMOHANBLHOCTL HEO4OCTyMNHa, ecnu B MOMEHT 3anycka 3awuweHHoro 6paysepa obHapyxeH paboTtaroLui
rMNepBU30p CTOPOHHEN NPOorpaMMbl, HanpMMep Nporpammel komnaHum VMware.

BKNIOYEHMUE 3AWLUTbI OT CO3AHUA CHUMKOB 3KPAHA

®»  Umobbl 6K/IIOYUMBb 3aWiUMy om co30aHusi CHUMKO8 3KpaHa, 8birosiHume crnedyroujue delicmeusi:
1. OTkpoiiTe rmaBHOE OKHO Mporpammei.
2. o ccuinke HacTpowka B HXHEN YacTy OKHa nepenaute B pa3gen Hactpomka.
3. B neBoii yacTn okHa BbiGepuTe pasgen 3awura.

4. B npaBonm vactu pasgena 3awurta BbiOepuTe nogpasgen bBesonacHble nnatexu n ybeguTtecb, 4TO
nepekntoyaTens besonacHbix nnaTexen BKIOYEH.

OTtkpoeTcs okHO MapameTpbl BesonacHbIX nnaTexen.
5. B 6noke [JononHuTenbHO ycTaHoBuTe draxok BrokupoBaTb co3paHMe CHAMKOB 3KpaHa npu pabote B

3awmieHHom Gpaysepe.

O 3ALUMUTE OAHHbIX BYOEPA OBMEHA

Kaspersky Internet Security 6nokumpyeT HeCaHKUMOHMPOBaHHLIA [OCTYyn nporpaMm kK Oydepy obmeHa BO Bpewmsi
npoBefeHus nnaTexHblX onepauui, npenoTBpallas Kpaxy AaHHbIX 3noyMmbllineHHuMkamu. BrnokupoBka pewnctsyet
TONBKO B Cry4Yae NonbITOK HeJOBEPEHHbIX NPOrpaMm Mory4YmTb HECAHKLIMOHMPOBaHHbIV JOCTYN K Oydepy obmeHa. Ecnu
Bbl BPYYHYIO KOMuMpyeTe AaHHble N3 OKHa OA4HOW MporpamMMbl B OKHO APYrovi Nporpammbl (Hanpumep, 13 briokHoTa B OKHO
©pay3sepa), goctyn k 6ycdpepy obmeHa paspeLleH.

MPOBEPKA BE3OMNACHOCTU BEB-CAUTA

Kaspersky Internet Security no3sonsiet nposepute 6e3onacHoCcTs BeO-carita, npexae Yem nepenTn Mo CCbifike Ha 3TOT
BeG-cant. [ina nposepkn Be6-calToB MCNONb3yeTCcss MOOy b NPO8EPKU CChIIOK, BXOASALWMN B COCTaB KOMNoHeHTa Beb-
AHTUBMpYC.

Moaynb npoBepku ccbirok HegocTyneH B 6paysepe Microsoft Internet Explorer (Bepcun 10 n 11) B ctune Modern Ul.
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Moaynb npoBepku ccbinok BcTpamBaeTcs B 6paysepbl Microsoft Internet Explorer, Google Chrome n Mozilla Firefox n
NpoBepPSIET CCbINMKU Ha OTKpbITOW B Opaysepe BebG-cTpaHuue. Pagom ¢ kaxgon ccbinkon Kaspersky Internet Security
oTOGpaxaeT OAVH 13 CriefyHLLMX 3HAYKOB:

o W_ ecrm Beb-cTpaHuua, KkoTopasi OTKpbIBaeTcs Mo ccbinke, 6Ge3onacHa no paHHbIM - «JlabopaTopum
Kacnepckoro»;

o W _ecrmuer uHdopmaumm o 6esonacHOCTU BEG-CTpaHMLbI, KOTOPas OTKPLIBAETCS MO CChINKE;

. i — ecnu BeG-cTpaHMua, KoTopas OTKpPbIBAETCS MO CChIfke, onacHa no AaHHbiM «JlabopaTtopum Kacnepckoroy.

Mpu HaBegeHWM Kypcopa MblUKM HA 3HA4YOK OTOBpaXkaeTcs BCMnblBawollee OkHO ¢ Goree noapoBHLIM onvcaHuem
CChINKY.

Mo ymonuaHuio Kaspersky Internet Security npoBepsieT ccbifnku TONbKO B pesynbTatax noucka. Bbl moxeTe BkMOUUTb
NPOBEpPKY CCbIMOK Ha Ntobom Beb-caviTe.

®»  Umobbl Hacmpoumsb Npo8epPKy CCbIIOK Ha seb-calimax, ebinonHUMe cnedyrouue delicmeus:
1. OTkpoiTe rmaBHOE OKHO MpPOrpammbi.
2. o ccbinke HacTpowka B HKHEN YacTy rMaBHOro okHa oTkponTe okHO HacTpoika.
3. B pasgene 3awmra BbiGepuTe nogpasgen Be6-AHTmBupyc.
B okHe oTobpasaTca napameTpbl Beb-AHTHBMpPYCa.

4. Tlo ccbinke PaclumMpeHHasi HACTPOMKa B HUXKHEW YacTW OKHa OTKPOWTE OKHO AOMOMHUTENbHbIX MapamMeTpoB
Beb6-AHTuBMpYCa.

5. B 6noke Moaynb NpoBepKM CCbINOK ycTaHoBUTE oriaxok MpoBepATb CCbINKK.

6. UYT06bl Beb-AHTMBUPYC NpoBepsan coaepxumMoe Bcex Beb-canToB, Bbibepute BapuaHT Ha Bcex Be6-camTax,
KPOMe yKa3aHHbIX.

Ecnn HeoGxogumo, ykaxuTe BeG-CTpaHMubl, KOTOPbIM Bbl AOBeEpsieTe, Mo ccbiike HacTpouTb ucknioyeHus.
Be6-AHTuBUpPYC He OyoeT npoBepsiTb COOAEPXKUMMOE YKasaHHbIX Be6G-CTpaHuu, a Takke 3aluvdpoBaHHble
COeaVHEHNs C yKkas3aHHbIMW BeG-caiTamu.

7. YT06bl BE6-AHTUBUMPYC NPOBEPSAN COOAEPXKUMOE TONbKO ONpeaeneHHbIX BeO-CTpaHul, BbINOMHWTE criegyrowmne
nencTeus:

a. Bbibepute BapnaHT Tonbko Ha yka3aHHbIX Be6-caiTax.
b. TMpongute no ccoinke HacTponTb NpoBepsieMble BeG-CanThl.
c. B otkpbiBemcs okHe HacTpouTb npoBepsiemMmble Be6-caTbl HAXMUTE Ha KHOMKy [lo6aBuThb.

d. B oTkpbiBwemMcs okHe lo6aBuTb URL BBEaUTE agpec Be6-CcTpaHuLbl, COOEPXKUMOE KOTOPON HeOBXoanMo
npoBepAThb.

e. Bbibepute cTaTyc npoBepku Beb-cTpaHuubl (AkmusHo — Beb-AHTBUPYC ByaeT npoBepsiTb COAePXMMOE
BeG-cTpaHuubl).

f.  HaxwmuTe Ha kHomnky [lo6aBUTb.

YkasaHHas Beb-cTpaHuua nosiBuTCst B cnvcke B okHe [poBepsiemble apgpeca. BebG-AHTuBupyc Gyget
NpOBEPSATb CChINIKM Ha 3TOW BeG-CTpaHuue.
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8. Ecnu Bbl XOTUTE HACTPOUTb OOMOMHUTENbHBIE MapamMeTpbl MPOBEPKU CCbINOK, B OkHe [onornHuTenbHble
napameTpbl Be6G-AHTMBMpYyca B 6Gnoke Moaynb npoBepKM CCbUIOK nponaute no cceike HactpouTtb
MoAyJb NPOBEPKU CCbINOK.

OTKpoeTCﬂ OKHO HacTpouTb MoAyInb NPOBEpPKN CCbINMOK.

9. Ytobbl Beb-AHTuBUMpPYC npepynpexpgan o 6e3onacHOCTM CChINOK Ha Bcex Beb-cTpaHuuax, B 6noke
MpoBepsieMble ccbinku BoibepnTe BapuaHT JTtoOble CChINKM.

10. YT106bl Beb-AHTUBUPYC OTOOpaxan uMHdopMauuio O NPUHAANEXHOCTU CChINKM K OnpefaeneHHon kateropuu
cogepxumoro Beb-cantoB (Hanpumep, HeueH3ypHasi IeKCUKa), BbIMONTHUTE Creayume 0eNCTBUSA:

a. YcraHoBuTe ¢hnaxok OTo6paxaTh MHOPMALIMIO O KaTeropusix cCoaepPXUMoro Be6-camToB.

b. YcTtaHoBuTE hnaxku HAaNPOTUB KaTErOpPUI COAEPXKMMOro Be6-CanToB, MHGPOPMaLMIO O KOTOPbIX
HeobxoauMo oTobpakaTb B KOMMEHTapUM.

Be6-AHTI/1BVIpyC 6y,u,eT NPOBEPATb CCbITIKN Ha YKa3aHHbIX Be6-CTpaHI/1LI,aX n OTOﬁpa)KaTb MH(*)OpMaLI,MM O KaTeropumax
CCbIJTOK B COOTBETCTBUM C HACTPOEHHbIMW NapamMeTpamMu.




YCTPAHEHME CINELNOB PABOTbI HA
KOMMbIOTEPE U B UHTEPHETE

Mpu paboTte Ha KOMNblOTEPE AENCTBUS NONMb30BaTENs PErMCTPUPYIOTCA B onepaumnoHHon cucteme. Mpu aTom
coxpaHsieTcs crieaytoLas uHpopmaums:

o AaHHble O BBeAEHHbIX NONib30BaTesieM NOoUCKOBbIX 3anpocax U NoCeLlleHHbIX Be6-ca|7|Tax;
e  CBe[leHMs O 3arycke nporpamMm, OTKPbITUM U COXPaHEHUN hainos;

e  3anucu B cucteMHoMm xxypHane Microsoft Windows;

e [Opyras nHdopMaums o 4eNCcTBMSX NoNb3oBaTens.

CBefieHns1 0 eNCTBUAX NONb30BaTens, coaepxalline KoHpUaeHUMansHy NHopMaLMio, MOTyT OKasaTbCs AOCTYMHbIMU
3MOYMbILLNEHHMKAM U MOCTOPOHHMUM fnLAM.

B coctaB Kaspersky Internet Security Bxogut macTtep ycTpaHeHus1 cnefoB akTMBHOCTU MONb30BaTens B onepauyoHHON
cucteme.

®»  UYmobbl 3anycmums Macmep ycmpaHeHusi criedo8 akmueHocmu, ebirnosiHume credyrowjue delicmeus:
1. OTkpou1Te rMaBHOe OKHO NPOrpamMmel.

2. [o ccbinke MNoka3aTb AONOMHUTENbHbIE UHCTPYMEHTbI, PACMOMNOXEHHON B HWKHEN YacTu rMaBHOroO OKHa,
OTKpoWiTe OKHO MHCTPYMEHTbI.

3. B neBom 4actn oOkHa MHCprMeHTbI no ccoinke YcTpaHeHue crneaoB aKTUBHOCTU 3anyctnte MacTtep
YCTpaHeHuda crneaoB akTUBHOCTH.

MacTep cocTouT 13 nocnegoBaTenbHOCTY OKOH (LLaroB), NepekrtoveHne Mexay KOTOpbIMU OCYLLECTBISETCA HaxaTuem
Ha kHonkn Hasap v [anee. Pabota mactepa 3aBepluaeTcs HaxaTueM Ha KHOMKy 3aBepwuTb. [ns npekpalieHus
paboTbl MacTepa Ha ntobom aTane cnegyeT HaxaTtb Ha kHoOMKy OTMeHa.

PaccmoTpum nogpo6Hee Liarn Mactepa.

War 1. Hayano pa6oTtbl MacTepa

Y6eauTech, 4TO BbiGpaH BapvaHT BbIMOMHUTL NMOWCK CrefoB aKTMBHOCTM MONb30OBaTens, U HaXMWTe Ha
kHonky [lanee, 4To6bl HA4YaTL paGoTy MacTepa.

LWar 2. lMowuck cnepoB akTUBHOCTU

MaCTep OocyulwleCcTBA€T NOUCK cneaoB akKTMBHOCTUM Ha BalleM KOMNbHTepe. Mouck mMoxeT 3aHATb HEeKoTopoe
BpemMA. Mo 3aBepLueHnn Noncka Mmactep aBToOMaTU4eCKn nepexoanT K crneayouiemy wary.
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LWar 3. BbiGop aencTeui Ans yCcTpaHeHUsi CnefoB akTUBHOCTH

Mo 3aBepLueHUn nomcka macTtep coobuiaeTt 06 0OHapyXEHHbIX Criefax akTMBHOCTU U NpeanaraeMblX 4eNCTBUAX
ONSA UX yCTpaHeHUs (CM. pUC. HUXe).

Vs YcTpaHeHue cneaoB akTMBHOCTH — ==

[Tonck cneaoB akTUBHOCTU 3aBepuieH

BribepuTe cneast aKTMBHOCTH, KOTOPLIE CNEAYET YCTPaHWTE:
P (V| Beinonnute gonoanutenshbie geiicrens
A (V| Buinonsuts HacTosTensHO pexomenayembie AeiicTBNA
V| Cuncrurs xypHan bpaysepa
V| Quncrurs nanky TEMP
V| 1IS: yaanenve xypHana owmbox HTTP

™ Google Chrome: yaanexue xypHana NoCeweHHbIX CTpany

V| Google Chrome: yaaneHue aaHHbix O nociegHEM ceaHce paboTh

'V | Google Chrome: yaanenye xypHana NoCeweHHsIX CChINoK
'V | Google Chrome: ouncTuTs Kew
4 |v!|Boinoanuts pPeKOMEHAYEMbIE ASUCTBUA

|| OuncTute kew cuctemsl Prefetch

7(— Hazaa ' lrﬂ.anee -)} ’ OTtmera

PucyHok 4. ObHapyeHHble criedbl aKmu8HOCMU U peKoMeHdayuu o ux ycmpaHeHUto

[ns npocmoTpa AeNCTBUN, BKAOYEHHLIX B rpynny, HaXXmMmuTe Ha 3Ha4okK ’, pacnonoXeHHbIN cnesa OT HasBaHUS
rpynnbl.

YT06bI MacTep BbIMOJTHUN kakoe-nubo aevicteune, yCTaHOBUTE (*)J'Ia)KOK cneBa OT HasBaHusa Aencteus. [lo
YMOJ4YaHUIO BbIMOJTHAKTCA BCe peKoMeHAyeMble U HaCToATeNlbHO pekomMeHayeMble nencteua. Ecnn Bbl He
XOTUTE BbINOSHATL Kakoe-nnbo genctemne, CHUMUTE naxoK psaoM C HUM.

He pekoMeHayeTcda CHUMaTb donaxku, YCTaHOBJIEHHbIE NO YMOJT4YaHUIO. B pesynbTate 3TOro nencrteums
©6e3onacHOCTb BalLero KOMMNbOTEPA MOXET OKa3aTbCA Nnoa yrp030171.

CdpopmMupoBas Habop AelCTBUIN AN BbINOSTHEHUS MacTepoM, HaXMuTe Ha KHonky [danee.
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War 4. YctpaHeHue cnegoB aKTUBHOCTU

MacTtep BbINONHAET OENCTBUSA, BbiOpaHHble Ha Npeabiayliem Lare. YCTpaHeHne CnefoB akTMBHOCTUA MOXeT
3aHATb HeKkoTopoe Bpems. [Ina  yCTpaHeHWs HeKoTOpbIX CregoB akTMBHOCTM MOxeT noTpeboBaTtbcs
nepesarpyska koMnbloTepa, 0 YeM MacTep Bac yBeAOMMUT.

Mocne ycTpaHeHus criefoB akTMBHOCTU MacTep aBTOMaTUYeCKu NepenaeT K criedyolemy Liary.

LWar 5. 3aBepweHune paboTbl MacTepa

HaxmuTe Ha kHonKy 3aBepLInTb, YTOObLI 3aBepwnTL paboTy MacTepa.




KOHTPOJNb PABOTbI NONMb30BATEJIEN HA
KOMMbIOTEPE U B UHTEPHETE

OTOT pasgen coaepxvTt nHdopmaumio 0 ToM, kak ¢ nomolupbio Kaspersky Internet Security koHTponmpoBaTtb gencTsus
nonb3oBaTernen Ha KOMMNbIOTEPE N B MHTEPHETE.

B 3TOM PA3[ENE
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Mcnonb30BAHUE POOAUTEINBLCKOINO KOHTPONA

Podumesnbckull KOHMPOsib NO3BOMAET KOHTPONMPOBAaTL AENCTBUS pasHbIX NMofb3oBaTenei Ha koMmnbloTepe u B cetn. C
NMoMoLLbI PoaMTENbCKOrO KOHTPOSS Bbl MOXETe OrpaHuymMBaTth AOCTYN K MHTEPHET-pecypcaM v nporpammam, a Takke
npocmaTtpmBaTb OTYETHI O AEWCTBUSAX NOMb3oBaTernen.

B HacTosiee BpemMa OOCTyn K KOMMbKOTEPY U MHTEpPHeT-pecypcaM nony4yaet BCe Oonbluee KONM4ecTBO AeTen U
noApOCTKOB. |_|pl/l NCNOJSib30BaHMN KOMMblOTEPA U MHTEPHETA AETU CTaNKMBAKOTCA C LenbiM pAOoM yrpoa:

(] noTtepa BpemMeHu n / vinn pexHer npun noceweHnn 4aTtoB, UrpoBbIX pecypcoB, MHTEPHEeT-Mara3snHoB, aykKLMOHOB,

e pgocTyn Kk BebG-pecypcam, npedHasHayeHHbIM [Afisi  B3pOCHOW ayauTopuu  (Hanmpumep, CoAepKalium
nopHorpaduyeckmne, IKCTPEMUCTCKME MaTepuarbl, 3aTparuBaloLLMM TEMbl OPYXXUSl, HAPKOTVKOB, HACUINS);

e 3arpyska (palnnos, 3apaxeHHbIX BpeAOHOCHbIMM NporpaMmMamu;
e yuwepb Ans 300poBbsi OT YPE3MEPHO AJIUTENBHOIO HAXOXKAEHNS 38 KOMMLIOTEPOM;

e  KOHTaKTbl C HE3HAKOMbIMYW JIOABMMU, KOTOPbIE MO BUAOM CBEPCTHUKOB MOTYT MOJSYYMTb NTIMUHYIO0 MHOPMaLIO O
pebeHke (HanpuMep, HacTosiLLEee UMSI, adpec, BPEMs, KOraa HKOTo HeT Aoma).

PopauTtenbckuii KOHTPOMb NO3BOMSET CHU3WUTL PUCKM, CBA3AHHbIE C paboToi Ha KOMMbIOTEPE U B MHTEpHETE. [Ins aToro
ncnonb3yTcs cnegyLme yHKUUK:

. orpaHmyeHune ncnosib3oBaHUA KOMMNbOTEPA N UHTEPHETA NO BPEMEHN;

. co3daHue CnMUCKOB pa3pelleHHbIX U 3anpelleHHbIX Ana 3anycka urp u I'IpVIJ'IO)KGHI/II7I, a TaKXe BpeMeHHoe
orpaHun4yeHue 3anycka paspelleHHbIX nporpamMmm;
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e CcO3JaHMe CrMCKOB paspelleHHbIX W 3anpelleHHbIX Ans  AocTyna Beb-canToB, BbLIOOP KaTeropun He
peKoMeHA0BaHHOIo K NPOCMOTPY COAEPXUMOro Be6-pecypcos;

. BKINto4YeHne pexmma 6e3onacHOro nomcka ¢ NOMOLLbI MOUCKOBLIX CUCTEM (I'IpVI 3TOM CCbINKM Ha BeO-caWiTbl C
COMHUTENIbHbIM COOEPXNUMbIM HE OTO6pa)KalOTCFI B pe3ynbTaTtax I'IOVICKa);

e OrpaHvnyeHue 3arpy3ku annos U3 NHTEPHETa;

. co3gaHne CnMCKOB KOHTAKTOB, 3alpelleHHbIX Unn pa3pelleHHbIX ana obueHns B nporpaMmmax MrHoBeHHoOro
obmMeHa coobLLEHMSIMI 1 B couMarbHbIX CETAX;

L] NPOCMOTP TEeKCTa nepennuckn B nporpaMmmax MrHoBeHHoOro o6MeHa coobLLEHNAMN 1 B coLManbHbIX CETAX;
. 3anpeT nepechbinikn onpegeneHHblIX NepCoHanbHbIX AAHHbIX;
. NOWUCK 3adaHHbIX KITKOYEBbIX CITOB B TEKCTE NEepeEnnCKn.

Bbl moxeTe HacTpaneBaTb (*)YHKLMM Poautenbckoro KOHTpONA And Kaxkgom yquH0|7| 3anncun nonb3oBaTena Ha
KOMNblOTEPE OTAENIbHO. Bbl Takke MoxeTte npocMaTpuBatb OTYETbI Poawutenbckoro KOHTpONA O OencTBusaX
KOHTPONUpyeMbIX Nofib3oBaTternien KoMnbTepa.

NMEPEXOQ K HACTPOUKE NAPAMETPOB POAUTENBLCKOIO
KOHTPONA

®  Ymobbl nepelimu k Hacmpolike napamempos PodumernbcKko20 KOHMPOs, ebinonHume cnedyrowue delicmeausi:
1. OrTkponTe rnaBHOE OKHO MPOrpammei.
2. B rnaBHOM OKHe nporpammbl HaXXMUTE Ha KHOMKY PoanTenbCcKkuMi KOHTPONDb.

3. [lpu nepBoMm Bxoge B OKHO Poautenbckui KOHTPOJNb NnporpamMmmMma npeanoxXuT 3agatb naposib And 3awnTbl
napameTpoB PoanTenbCcKoro KOHTposs. Bbl6epMTe OAWH 13 NPeAnoXeHHbIX BApMaHTOB OENCTBUS:

e Ecnu Bbl xoTWTe 3aWmTUTL Naponem AOCTyN K napameTpam PoamtenbCcKoro KOHTPOMs, 3anorfiHuTe nons
Maponb 1 NMoaTBepXAEHUE U HAXMUTE HAa KHONKY NMpoaomKuTb.

e Ecnu Bbl He xoTWTe 3alwmMuiaTL NaponeM LOCTyn K napameTpaMm PoauTernbckoro KOHTPOnsl, Mo CChifke
MponycTuThb NeperiguTte k HACTPOIKe NapameTpoB PoanTensckoro KOHTPONs.

OTkpoeTcs OkHO PoanuTenbCKUn KOHTPOSb.

4, Bb|6ep|/|Te YY4ETHYI0 3annucb nosfib3oBaTesid U MO CCblKe HactpouTb orpaHuyeHus nepeVl,u,MTe K OKHY
HacTpPOMKKN NnapamMeTpoB PoanTenbCKoro KOHTPOns.

KOHTPONb UCNONMb30BAHUA KOMNbIOTEPA

Poautensckuii KOHTPOSb MO3BONSIET 3a4aTb OrpaHMYEHUs] BPEMEHU, MPOBOAMMOrO Mofb30BaTenemM 3a KOMIMbTEPOM.
Bbl MOXeTe ykasaTb MHTepBan BpeMeHu, korga PoauTenbCkuii KOHTPOSb AoMxeH GrokMpoBaTh AOCTYN K KOMMbLOTEPY
(Bpemsa cHa), a Takxe oblliee OorpaHWYeHWE BPEMEHW UCMONb30BaHUS KOMMboTEpa B TeyeHue AHsi. MOoXHO ykasaTb
pasnuyHble orpaHnyeHns anst paboymx u BbIXOAHbIX AHEN.

®»  UYmobsbi Hacmpoumsb oepaHuU4eHuUs epeMeHU UCI0J/Ib308aHUs KOMIbromepa, 8blnoJiIHume cnedy;ou.;ue delicmeusi:

1. TlepenguTe B OKHO HacTpowku napameTpoB Pogutenbckoro koHTpomnsa (cm. pasgen «[lepexon K HacTpowike
napameTpoB PoanTenbcKoro KOHTPonsA» Ha cTp. 61).

2. B okHe HacTponku napameTpoB PoguTenbckoro KoHTpornsi Belbepute pasaen KomnbroTtep.
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3. Yt0bbl ykasaTb MHTEpPBaN BpEMEHU, B TeYeHNe KoToporo Poautensckuin KoHTponb 6yaeT 6nokvpoBaTth AOCTYN
K KoMnbloTepy, B 6nokax Paboune aHun n BeixogHble aHn ycTaHoBuTe hnaxok BnoknpoBatb gocTyn c.

4. B packpbiBatoLLeMCH CnUCKe psiaoM ¢ prnaxkom BnokupoBaTb 4OCTYN € yKaXxuTe BpemMs Havana 61nokMpoBku.
5. B packpblBatoLLEMCS CMIMCKE [O YKXKXUTE BPEMSI OKOHYAHMS GITOKMPOBKM.

PacnucaHne BpemMeHM MCNONb30BaHMS KOMNblOTEPA TaKKe MOXHO 3afaTb C MNMOMOLIbO Tabnuupl. Tabnuua

oTobpaxaeTcs Npu HaxaTum Ha KHOI'IKyl @

Pogutenbckuin koHTponb ByaeT GnokupoBaTth NOMb30BaTEN AOCTYN K KOMMbIOTEPY B TEYEHWE yKasaHHOro
WHTEpBana BpeMeHMU.

6. UTobbl orpaHuunTbL ObLLEe BpeMsl UCMOMNb30BaHWS KOMMbOTEPA B TeYeHue OHs, B Gnokax Pabouue gHuU ©
BbixogHble AHM ycTaHoBuTe cnaxok PaspewuTtb goctyn He Gonee 1 BbibepuTe WHTEpBan BpPEMEHW B
pacKpbIBalOLLEMCS CNUCKe PSAOM C (OIIaXKKOM.

PoauTtenbckuii KOHTponb GyaeT GnokupoBaTb MOMb30BATENO AOCTYN K KOMMbOTEPY, korga obliee Bpems
MCMONb30BaHUsA KOMMbOTEPA B TeYEHUE AHS MPEBbICUT YKa3aHHbI HTepBarl.

7. UTobbl 3aaTb NepepbiBbl MPK UCMOMb30BaHUM KOMMblOTEpa MNonb3oBaTteneM, B 6roke MepepbiBbl B paboTe
ycTaHoBUTE (hnaxok [enaTb nepepbiB Kaxable M BbiGepuTe NepuogMyYHOCTb (Hanpumep, Kaxablid yac) u
ANUTENbHOCTL (Hanpumep, 10 MUHYT) NEpPepbLIBOB B PACKPLIBAOLLMXCA CUCKaX PAOAOM C (ONaXKKoM.

8. B okHe PoautenbCKuM KOHTPOMb BKNIOUUTE nepekntiodaTens PoauTenbCKMA KOHTPONb, PacronoXeHHbIN
HanpoTUB Y4ETHOW 3anucu nonb3oBaTens.

Pogutenbckuii koHTponb Byaet 6rnokupoBaTte AOCTYN MNOMb30BaTENSA K KOMMbIOTEPY B COOTBETCTBUM C YKa3aHHLIMU
napameTpamu.

KOHTPOJIb MICNOJIb3OBAHUSA UHTEPHETA

C nomolbto PoanTenbCKOro KOHTPOMsSt Bbl MOXETE OrpaHUYMTL BPEMSI UCMONb30BaHWUS MHTEPHeTa, a Takxe 3anpeTuTb
[OCTyn nonb3oBaTens k u3GpaHHbIM KaTeropusiM BeG-caliToB M OTAenbHbiM Beb-caiitam. Kpome Toro, Bbl MOXeTe
3anpeTuTb NoMbL30BaTENo 3arpy3Ky U3 MHTEpHETa (hannoB onpeaeneHHbIX TUMOB (HanpuMep, apXMBOB, BUAEO).

®»  UYmobsbi Hacmpoumsa oepaHu4eHUs epeMeHU UCIoJ/ib308aHUs UHMepHema, 8blnoJiIHume cneayiouwe Oelicmeusi:

1. Tllepengute B OKHO HACTPOMKM MapameTpoB Poautenbckoro KoHTpons (cMm. pasgen «[lepexod K HacTpowike
napameTpoB PoanTenbCckoro KOHTponsi» Ha cTp. 61).

2. B okHe HacTponkm napameTpoB PognTenbCckoro KOHTpons Bblioepute pasaen UHTepHer.

3. Ecnu Bbl xoTuTe orpaHnynTb 06LLlee Bpemsi MCMofb30BaHUs WHTepHeTa no paboyvm aHsaM, B Groke
OrpaHuyeHue aocTyna B MHTEPHET ycTaHoBuUTe rnaxok OrpaHuMumMBatTh AOCTyn B paboune gHUM [o
<YY:MM> yacoB B geHb U BbibepuTe OrpaHMyYeHMe MO BPEMEHM B PaCKPbIBAKOLEMCS CMUCKE PSAOM C
dnaxkom.

4. Ecnu Bbl XOTUTE OrpaHnynTbL obLiee BpeMs MCMOMNb30BaHWA WHTEPHEeTa MO BbIXOAHBIM AHSM, YCTaHOBUTE
dnaxok OrpaHuunBaTb AOCTYN B BbIXxoAgHble AHK ao <4YY:MM> yacoB B geHb 1 BbiGepuTe orpaHnyeHve no
BPEMEHWN B PACKPbIBAIOLLLEMCS CMMCKE PAAOM C (PadKKoM.

5. B okHe Popgutenbckuu KOHTPONb BKIHOYUTE MNepeKkniYvaTtesnb PoauTtenbckum KOHTPONb, PachONOXeHHbIN
HanpoTtune yquHOVI 3anncun nonb3oBaTtenAa.

Poantenbckmii  KOHTpOIb 6y,u,eT orpaHmymBaTb obuee BpemdA, npoBogunmoe nosib3oBaTterneMm B WHTEpHeTe, B
COOTBETCTBUM C YKa3aHHbIMN 3HAYEHUAMN.
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®»  Ymobbl oepaHUHUMb MoceuweHue onpedeneHHbIx seb-calimos, 8binonHUMe ciedyouwue delicmausi:

1. Tllepengute B OKHO HACTPOMKM MapameTpoB Poautenbckoro koHTpons (cm. pasgen «llepexod K HacTpowike
napameTpoB PoauTenbCcKkoro KOHTponsa» Ha cTp. 61).

2. B okHe HacTponkn napameTpoB PoguTtenbckoro KOHTpons Bblibepute pasgen UHTepHer.

3. UYtobbl B pesynbTatax noucka He oTobpaxanocb copepXkaHue «ans B3pocnbix», B 6noke KoHTponb
noceliieHus Beb-canToB ycTaHOBUTE dpriaxxok Bknountb 6e3onacHbIN NOUCK.

Mpu noncke uHdopmaummn Ha Beb-canTax, Takmx kak Google™, YouTube™ (Tonbko ons nonb3oBaTtenew, He
BOLWleALwmnX Ha canT youtube.com nog csoen ydeTHou 3anuceto) Bing®, Yahoo!™, Mail.ru, BKoHTakTe, Yandex
cpeau pesynbTaToB Noucka He ByaeT NpUCYTCTBOBAaTb COAEPXaHME «Ans B3POCHbIX».

4. Ytobbl 3anpeTnTb JOCTYN K BeG-caritam onpefeneHHbIX KaTeropuii, BLIMOMHUTE CneayroLimne encTBus:

a. B 6noke KoHTponb nocelueHusi Be6-canToB ycTaHOBUTE (onaxok BriokmpoBaTb 4OCTYN K cneayrowmum
Beb-canTam.

b. Bblbepute BapnaHT Beb-canTbl Ans B3pocnbIX 1 No ccbifike BbIOpaTh kKaTeropumn Be6-cantoB
OTKpONTE OKHO BroknpoBaTb AOCTYN K KaTeropusm Be6-canToB.

C. YcTaHoBuTe hnaxku HaNpoTUB KaTeropuii Beb-canToB, OTKpbITUE KOTOPbIX Heobxoanumo 6rioknuposaThb.

Pogutenbckuin  koHTponb 6Oyaetr GnokupoBaTb OTKpbITUE Beb-caWTa nonb3oBaTenem, ecnv  ero
COLEPXMMOE OTHOCMUTCS K Kakon-nmbo 13 3anpeLleHHbIX KaTeropu.

5. YT06bl 3anpeTuTb 4OCTYN K OTAENbHbIM BeG-caiiTam, BbiNonHUTe crieayroline AencTBus:

a. B 6noke KoHTponb noceueHuns Be6-cantoB ycTaHOBUTE priaxok BnokuposaTb AoCcTyn K cnepylowmm
BebG-canTam.

b. Bblbepute BapnaHT Bce Be6-canTbl, KpoMe paspelleHHbIX B CNUCKe UCKMOYEHUN U MO CCblnke
[Jo6aBuUTb UCKITHOYEHUA OTKPONTE OKHO McKntoveHus.

c. B HmxHen yacTu okHa HaxmmTe Ha kHonky [lo6aBuTb.
OTtkpoeTcs okHo [lo6aBUTL HOBbLIN BE6-CanT.
d. Beeawute agpec Beb-canTa, nocelieHne KOToporo Heobxoanmo 3anpeTuTb, B none Be6-agpec.

e. BbibepuTte obnactb gencteua 3anpeTta B 6rioke O6nacTtb AeNCTBUA: BeCb BEO-CalT UK TOMbKO
yKasaHHas Beb-cTpaHuua.

f.  Ecnu Bbl XoTUTe 3anpeTuTb NOCELLEHNE Yka3aHHOro Beb-caiita, B 6rioke [lecTBue BbiGepUTe BapuaHT
3anpeTuThb.

g. Haxwmute Ha kHonky Jo6aBUTb.
YKasaHHbI BeO-calT NossBUTCS B criucke B okHe UcknioveHus.

6. B okHe Pogurtenbckun KOHTPONb BKIHOYUTE MNepeKkniYvaTtesnb PoauTtenbckum KOHTPONb, PachONOXeHHbIN
HanpoTtune yquHon 3anncun nonb3oBaTtenAa.

Poauntenbckuin KOHTPOIb 6y/:|,eT 6J'IOKVIDOBaTb nocetlieHne BeG-calToB, YKa3aHHbIX B CMNMUCKe, B COOTBETCTBMM C
HaCTPOEHHbIMU NapamMmeTpaMn.

®»  Umob6bi 3anpemumsb 3a2py3Ky U3 UHmepHema galisiog onpedesieHHbIX Munos, ebinonHume credyrouue delicmeusi:

1. Tllepengute B OKHO HACTPOMKM MapamMeTpoB Poautenbckoro KoHTpons (cMm. pasgen «llepexopd K HacTpowike
napameTpoB PoanTenbCKoro KOHTponsa» Ha cTp. 61).

2. B okHe HacTponkn napameTpoB PognTenbCckoro KOHTpons Bbibepute pasnen UHTepHer.




PYKOBOACTBO NONb30OBATENA

3. B 6noke OrpaHun4yeHue 3arpy3ku pannoB ycTaHOBUTE (pNakKM HaMpoOTMB TUMOB (halnoB, 3arpysKy KOTOPbIX
HeobxoauMo GrokMpoBaTh.

4. B okHe PoautenbCKuMi KOHTPOMb BKIOYMTE nepeknioyatens PoanTenbCKU KOHTPOSMb, PacnonoXeHHbIN
HanpoTUB Y4ETHOW 3anucu nonb3oBaTens.

Poautenbcknii kKoHTponb 6yaeTt 6nokupoBaTh 3arpy3ky pannos yka3aHHbIX TUMOB U3 MHTEpHeTa.

KOHTPOJIb 3ANYCKA UIP U MPOIrPAMM

C nomoupbto Pogutenbckoro KOHTPOrS Bbl MOXETE paspeluaTtb Uiv 3anpellatb Nonb30BaTeso 3anyck Urp B 3aBMCUMOCTM
OT UX BO3pacCTHOM KaTeropun. Takke Bbl MOXeTe 3anpeTuTb NoSib30BaTeso 3anyck onpeaeneHHbIX NporpamMm (Hanpumep,
urp, NPorpamMmm MrHoBEHHOro o6MeHa COOBLLEHUSIMM) UMW OFrPaHUYUTL BPEMS UCMONb30BaHMWs MPOorpamMm.

®  Ymobbl 3anpemums 3amnyck uep, codepxxaHue KomopbIx He coomeemcmeyem 603pacmy Mo/ib308ameris,
8bironHUMe cnedyroujue delicmeusi:

1. Tlepengute B OKHO HACTPOMKM MapamMeTpoB Poautenbckoro KoHTpomns (cMm. pasgen «llepexod K HacTpovike
napameTpoB PoanTenbCckoro KOHTponsi» Ha cTp. 61).

2. B okHe HacTpoiku napameTpoB PoanTenbckoro KOHTpons BbiGepuTe pasgen Mporpammel.

3. B Onoke BnokupoBaTb Urpbl NO copepXaHUKo 3anpeTuTte 3anyck urp, KOTopble He npenHasHadYeHbl Ond
Bbl6paHHOFO nonb3oBaTesid No BO3pacTy U / vnn no coaepXxaHuto:

a. Ecnu Bbl xoTuTe 3abnokmpoBaTtb 3anyck BCEX Urp, COAEPXaHME KOTOPbIX HE COOTBETCTBYET BO3pacTy
nonb3oBaTens, ycTaHoBUTe hnaxok BrnokMpoBaTb Urpbl N0 BO3pacTHOMY PeUTUHIY U BbiGepute
BO3pACTHOE OrpaHMYeHMe B PAcKpbIBAKOLLEMCS CIUCKE PSAOM C (PITAXKKOM.

b. Ecnu Bbl X0TTe 3a6NOKMPOBaTL 3aMyck Urp C ONpeaeneHHbIM CoAePXXaHeM, BbINOMHUTE cneayoLwue
[OencTBuUs:

a. YcraHoBuTte hnaxok BnokuposaTb Urpbl U3 KaTeropun AnNA B3pPOCHbIX.
b. o cceinke BblbpaTb kaTeropun Urp oTkponTe okHO BrnokupoBsaTb Urpbl NO KaTeropusim.
C. YcTaHoBuUTe (hbnaxKn HaNPOTUB KaTEropuin CoOAEPXKaHUs Urp, KOTOpbIE HYXXHO BNOKMPOBaTh.

4. B okHe PoauTenbCKUW KOHTPOIMb BKNIOUUTE MNepekntovatens PoauTenbCKUM KOHTPOSb, PaCroSIOXEHHbIN
HaNpPOTUB YYETHOW 3anncu nonb3oBaTtensi.

®»  UYmobbl oepaHuHUMBb 3aryck ornpedesieHHoU npoepamMmbl, 8binonHume credyouue delicmeusi:

1. Tllepenaute B OKHO HACTPOMKM MapameTpoB Poautenbckoro KoHTpons (cMm. pasgen «[lepexop K HacTpowke
napameTpoB PoanTenbCKOro KOHTponsa» Ha cTp. 61).

2. B okHe HacTpoiku napameTpoB PoanTenbckoro KOHTpons Belibepute pasgen Mporpammbl.

3. B HwxHen yactn okHa no cceinke [lobaBUTbL NporpamMmmMy B CAMCOK OTKpoNTE OKHO OTKpbITb U BbibepuTe
NCMOMHSAEMbIV dhann nporpamMmbi.

BbibpaHHas nporpamma nosiBATCS B crnvcke B Groke BrnokupoBaTb ykasaHHble mporpamMmbl. Kaspersky
Internet Security aBTomaTu4eckn fob6aBuT 3Ty NporpamMmmy B ONpeaeneHHyo kaTeroputo, Hanpumep, Mepeil.

4. Ecnu Bbl x0TMTe 3abnoknpoBaTb 3anyck NporpaMMbl, yCTaHOBUTE DriaXoK HanmpoOTVB Ha3BaHWSA Mporpammbl B
cnucke. Takke Bbl MoOxeTe 3abnokmpoBaTb 3anyck BCex MporpaMMm ornpedereHHOW KaTeropuu, YCTaHOBWB
dnaxok HanNpoTVB Ha3BaHMA KaTeropum B Cnmcke (Hanpumep, Bbl MOXeTe 3abnoknpoBaTb KaTeropuio Mepsbi).

5. Ecnu Bbl XOTUTE YCTaHOBUTb OrPaHUYEHVs Ha BPEMS MCMOMb30BaHWs MporpaMMbl, BbiGepuTe B CrMCKe
nporpamMMy Wnu kKaTeropuio nporpaMm M Mo ccbifike HacTpouTb npaBuna oTKpolTe OkHO OrpaHuuYeHue
MCNOSb30BaHWsA NPOrpaMMbl.
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6. Ecnu Bbl xoTUTEe OrpaHM4MTbL BPEMSI UCMOMb30OBaHWS Mporpammbl B paboyne u BbIxogHble AHKU, B Briokax
Pabouve gHn 1 BbixogHble gHu ycTaHoBUTE hnaxok Pa3pewnts gocTyn He 6onee 1 B packpbiBaroLLiemMCH
CNUCKEe YKaXWTe KONMMYeCTBO YacoB B AeHb, B TeYeHMe KOTOpbIX MONb30BaTeN0 paspeLleHo MCrnonb3oBaTb
nporpammy. Takke Bbl MOXeTe yKkasaTb TOYHOE BPEMs, KOrga Mnonb3oBaTento paspeLleHo / 3anpeLueHo
“Cnonb30BaTh MporpamMy, BOCMOSb30BaBLWMCL Tabnuuen. Tabnuua otobpaxaeTtca npu HaxaTUM Ha KHOTMKY

O [&]

7. [Ecnu Bbl X0TUTE 3a4aTh nNepepbiBbl B NCMONb30BaHUM nporpammel, B 6rnoke MepepbiBbl B paboTe ycTaHoBUTE
dnaxok [lenaTtb nepepbiB Kaxable ¥ BblbepuTe 4acToTy M ANUTENbHOCTL MepepbiBa B PacKpbIBAOLLMXCS
crmckax.

8. Haxmwute Ha kHONKy CoxpaHUTb.

9. B okHe PoautenbCKMM KOHTPOMb BKOUMTE nepeknoyatens PoautenbCKUM KOHTPOMb, PaChONOXEHHbIN
HaNpPOTUB YYETHOW 3anncu Nonb3oBaTens.

PopuTtenbckuii KOHTPONb GyAeT NPUMEHNATL 3a4aHHblE OrpaHUYeHnst Npyu paboTe Nornb3oBaTens ¢ NPOrpaMMon.

KOHTPOJIb OBLIEHUA B COLIMANbHbIX CETAX

C nomoubto Pogutensckoro KOHTPOJ1A Bbl MOXETe NMpoCcMaTpuBaTb Nepenuncky nosrb3oBaTtend B CcOUMalibHbIX CETAX U
nporpamMmmMax MrHoBeHHoOro obMeHa coobLeHnaMUN K 6ﬂ0KMpOBaTb obMeH coobLeHnsmn ¢ onpeneneHHbIMU KOHTakTaMu.

®»  Ymobsbi Hacmpoumb KOHMPOJIb neperiucku rnosib3oeamerid, 8blrnoJyiHume cnedy;ou;ue Odelicmeusi:

1. T[lepevguTe B OKHO HacTpoWku napameTpoB Pogutenbckoro koHTpons (cm. pasgen «[lepexon K HacTpovike
napameTpoB PoanTenbCKoro KOHTponsa» Ha cTp. 61).

2. B okHe HacTponkn napameTpoB PoamntenbCckoro KOHTpons BbibepuTe pasgen ObweHue.

3. YT06bI NPOCMOTPETL NEPENICKY U, MPU HEOBXOAMMOCTU, 3aBGOKMPOBaTL ONpeAeneHHbIe KOHTaKTbI, BbINOMHUTE
creayrooulime oencTeus:

a. Bbibepute BapnaHT 3anpeTnTb O6LIEHNE CO BCEMM KOHTaKTaMU, KPOMe pa3peLleHHbIX.
b. o cchinke KoHTakTbl OTKpONTE OKHO KOHTaKTbI.

C. npOCMOTpI/ITe KOHTaKTbl, C KOTOPbIMWX NepenuncbiBanca nonb3oBaTerb. Bbl MOxeTe 0T06pa3VITb B OKHe
onpeaeneHHble KOHTaKTbl OAHUM U3 cneayoLwnx Cnoco6oB:

. YT1o6bl NPOCMOTPEeTb Nepenncky nonb3oBatena B onpe,u,eneHHon coumnanbHoOn cetn mnm nporpamme
MIHOBEHHOro obmeHa CcooOLweHnsMu, Bbl6€pVITe HYXHbI 3fIEMEHT B pacKpbiBalOLLEMCS CMUCKe B
NEeBOW YacTu OKHa.

e  YT106bLI OTOOPA3NTL KOHTAKTbl, C KOTOPLIMW MNOMb3oBaTenb Ben HaMbonee akTUBHYK Nepenucky, B
packpbIBaloOLLEMCS CMIMCKE B NPABON YacTu okHa Bbibepute anemeHT Mo konnyecTsy COOGLIEHWNA.

e YT100bI OTOOPa3nTb KOHTaKTbI, C KOTOPbIMW MOMNb30BaTENb MNEPEennchIBancsa B onpeaeneHHblin AeHb, B
packpbiBaloLLEMCS CNIUCKE B MPaBOM YacTu OkHa BblibepuTe anemeHT Mo aaTte nepenucku.

d. YTo6bl NPOCMOTPETL NMEPENUCKY NOMb30BaTENs C ONpeAeneHHbIM KOHTaKTOM, HaXXMUTE Ha KOHTaKT B CrIMCKe.
OTtkpoeTcst okHO UcTopusi nepenuckm.

e. Ecnu Bbl xoTuTE 3a6r0KMpoBaTb Nepenmcky Nnonb3oBaTens ¢ BbIGpaHHbIM KOHTAKTOM, HAXXMUTE Ha KHOMKY
3abnokupoBaTb.

4. B okHe Pogutenbckumn KOHTPOMb BKIOYUTE MNepeKkntvaTesnb PoauTtenbckum KOHTPONb, PacCMONOXEHHbIN
HanpoTne yquH0|7| 3anmncu nonb3oBaTend.

Pogutenbckuin KOHTPOIb 6y,u,eT 6J'IOKI/1pOBaTb obMeH coobLLeHUAMN Mexay nonb3oBaTtenem 1 Bbl6paHHbIM KOHTaKTOM.
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KOHTPOJIb COOEP)XXAHUA NEPEMUCKMU

C nomolblo PoanTenbckoro KOHTPOMs Bbl MOXeTe OTCMexuBaTb M 3anpeliatb Monb3osaTenio ynotpebrneHne B
nepenucke ykasaHHbIX JIMYHbIX AaHHbIX (Hanpumep, damunuu, Homepa TenedoHa, HOMepa KpeAWUTHOM KapTbl) U
KrtoyeBbIX pas (Hanpumep, HEHOPMAaTUBHOM NEKCUKN).

»  Ymobsbi Hacmpoumsb KOHMpPOJIb nepechbisiku JIU4YHbIX OaHHbIX, 8bIMONHUMeE cnedy;ou;ue Odelicmeusi:

1. TepenanTe B OKHO HaAcTpoWku napameTpoB Poputenbckoro koHTpons (cMm. pasgen «[lepexon K HacTpoiike
napameTpoB PoanTenbCckoro KOHTpons» Ha cTp. 61).

2. B okHe HacTpoiku napameTpoB PoanTensckoro KOHTpons Bbibepute pasaen KoHTponb cogepxaHus.

3. B 6noke KoHTponb nepeda4yu NUYHbIX AaHHbIX YCTaHOBUTE naxok 3anpeTuTb nepepayy NUYHbIX
[aHHbIX TPETbUM NMuam.

4. Tlo ccbinke PepakTMpoBaTh NnepeyeHb NUYHbIX AaHHbIX OTKPOWTe OKHO MepeyeHb NMMYHbIX AaHHbIX.
5. B HWXKHEl YacTu OKHa HaXMuTe Ha KHOMKy [lo6aBUTb.
OTKpoeTcs OKHO [06aBMNeHNst NMUYHBIX JaHHbIX.

6. BblbepuTe TN NWYHBIX AaHHbLIX (HAaNpUMep, «HoMep TenedoHay), No CCbiflke UMK BBEAWUTE OnuncaHwe B none
HassaHue nons.

7.  YKaxuTe NunyHble AaHHble (Hanpumep, damunuio, Homep TenedoHa) B none 3HavyeHue.
8. HaxmwuTte Ha kHOMNKy [lo6aBUTb.
JInyHble gaHHbIE NOABATCA B cnMcke B OkHe MNMepeyeHb NUYHbLIX AaHHbIX.

9. B okHe PoautenbCKui KOHTPOMb BKINIOYUTE MNepekniovatens PoauTenbCKMM KOHTPONb, PaCroOnOXeHHbIN
HanpoTUB Y4ETHOW 3anvcu nonb3oBaTens.

Pogutenbcknii kKoHTponbe OygeT oTcnexuBaTb W GnokupoBaTb ynoTpebreHWe Yykas3aHHbIX JMYHbIX AaHHbIX B
nepenvcke B NporpaMMax MrHOBEHHOro obMeHa coobLeHAMN nnn Yyepe3 BeG-canThbl.

®»  Ymobsbl Hacmpoumab KOHMpPOJlb ynompe6neHUH KJ/Tro4YeeshbIX CI108 8 rieperiucke, ebIrosiHume cneayiou.;ue Oelicmeus:

1. Tllepengute B OKHO HACTPOMKM MapameTpoB Poautenbckoro KoHTpons (cMm. pasgen «[lepexoa K HacTpowike
napameTpoB PoauTenbckoro KOHTponsa» Ha cTp. 61).

2. B OKkHe HacTpouku napameTpoB PoanTenbckoro KOHTPoss Bbibepute pasgen KoHTponb cogepkaHus.

3. B 0Onoke KoHTponb ynoTpe6GneHus Kro4YeBbIX CIIOB YCTaHOBUTE (hriaxkoKk BKMKOYUTL KOHTPOINb
ynoTpe6neHus Knio4eBbIX CroB.

4. Tlo ccbinke PepaktMpoBaTh nepe4vYeHb KIHO4YeBbIX CHOB OTKponTe OKHO KoHTponb yn0Tpe6neHm1
Kn4veBbiX CNoB.

5. B HWXHew 4acTn OkHa HaXxmuTe Ha KHOMKy Jlo6aBuThb.
OTkpoeTcs OKHO AN Ao6aBneHus Ko4eBoro Crosa.
6. BseauTte knioyesyto pasy B norne 3Ha4eHUe N HaXMUTE Ha KHoMKy JlobaBUTb.

YkasaHHaa Knwo4veBas pasa MNosABUTCA B CMUCKE KIYeBbIX CNOB B OkHe KoHTponb yn0Tpe6neHm|
Knr4yeBbIX CIOB.

7. B okHe Popgutenbckun KOHTPOMb BKIOYUTE MNepeKkntvaTesnb PoauTtenbckum KOHTPONb, PaCMONOXEHHbIN
HanpoTne yquH0|7| 3anncu nonb3oBaTtend.

Poputensckuin koHTponb Gyaet GnoknpoBaTb nepegady COOOLLEHMI, COAEpXalLUMX yKa3aHHyl KIo4eBylo ¢pasy,
npwv nepenncke Yepes NMHTEPHET U NPorpamMmbl MTHOBEHHOTO 06MeHa CoobLLeHnsMU.
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NMPOCMOTP OTUETA O JEMUCTBUAX NOJIb3OBATENA

Bbl mMoxeTe npocMoTpeTb OT4YeTbl O AENCTBUSX KaKOoro nonb3oBaTens, Ans KOTOPOro HactpoeH Poautenbckuii
KOHTPOJb, OTAEMbHO A1 KaXKO0N KaTeropmm KOHTPONMpyembiX COBbITUI.

®»  Ymobbl npocMmompems omyem o delicmeusix KOHMPOJIUPYeMoa0 1o1b308ameris, 8binosiHUme credyruwue
Odelicmeusi:

1. Tllepengute B OKHO HACTPOMKM MapamMeTpoB Poautenbckoro KoHTpons (cMm. pasgen «llepexond K HacTpowike
napameTpoB PoanTensCcKoro KOHTponsa» Ha cTp. 61).

2. Bblbepute yyeTHyto 3anvck nonb3oBatens u no ccoinike MpocMoTpeTb OTYET NEpPenanTe K OKHY OTYETOB.

3. B 0Onoke ¢ HyXHbIM TUMNOM orpaHumdeHus (Hanpumep, WHTepHeT wunu OOLWeHMe) OTKPOMTE OTYET O
KOHTPONUpyeMbIix AencTBUSAX No ccbinike MoagpobGHee.

B okHe 0TOGpasnTCst OTYET O KOHTPOSMPYEMBIX AeNCTBUAX NOMb30BaTenNs.




COXPAHEHME PECYPCOB
ONEPALMOHHOMU CUCTEMbI ONA
KOMMbIOTEPHbLIX UT'P

Mpu oaHoBpemeHHol paboTe Kaspersky Internet Security n HekoTopbix nporpamm (B 0CO6EHHOCTU KOMMbIOTEPHbIX UMP)
B NMOJTHO3KPAHHOM PEeXUME MHOr4a MOryT BO3HWUKATb criefytolimne HeynobeTea:

e paboTa nporpamMmbl UK UrPbl 3aMeANSIETCA U3-3a HEAOCTaTKa CUCTEMHbBIX PECYPCOB;
e okHa yBegomneHun Kaspersky Internet Security otBnekatT oT urpbi.

Y706kl HE M3MeHsATL napameTpbl Kaspersky Internet Security BpyyHylo nepen kaxagblM nepexogom B MOSHOIKPAHHbIN
pexvM, Bbl MoOxeTe wucnonb3oBatb Wrposom npodunb. Korga Wrposon npocunb BkMoYeH, npu nepexoge B
MOSTHO3KPAHHbIN PEXUM aBTOMaTUHECKN U3MEHSAIOTCS napameTpbl Bcex komnoHeHToB Kaspersky Internet Security Takum
obpasom, 4ToObl 0GecneunTb onTMManbHyl paboTy B 3aTom pexume. [Mpu BbIXo4e W3 MOMHO3IKPAHHOTO pexuma
napaMeTpaMm MporpaMmbl BO3BPALLAIOTCA 3HAYeHUsl, KOTopble ObinMvM ycTaHOBMEHbl OO nepexofa B MOMHO3IKPAHHBIN
pexuvm.
®»  Umobbi 8Kmo4YUMb Ucronb3oeaHue Maposoeo npoghuss, ebinonHume crnedyouue delicmeus:

1. OrTkponTe rnaBHOE OKHO MPOrpammei.

2. o ccbinke HacTpomKa B HUXKHEN YacTu rMaBHOro okHa nepenaute B pasgen Hacrtporka.

3. B neBoit yactu okHa BbibepuTe pasgen NMponsBoanTeNbHOCTD.

B okHe oTOGpasaTca napameTpbl nponssogutensHocTu Kaspersky Internet Security.

4. B 6noke Urposou npodunb yctaHoBuTe dhnaxok Ucnonb3oBaTtb UrpoBomn npoduns.




PABOTA C HEM3BECTHbLIMM
NMPOrPAMMAMM

C nomouwypto Kaspersky Internet Security Bbl cMOXeTe CHM3UTb PUCKU, CBSI3AHHbIE C WCMONIb30BAaHMEM HEU3BECTHbIX
nporpamMm (Hanpumep, PUCKN 3apaXkeHnsi KOMMbloTePa BUpycaMn U APYrMMU NporpaMMamu, NpeacTaBnsowmmMmn yrposy,
N HEXenaTenbHOro M3MeHeHUs1 napameTpoB OrnepaLMoOHHOW CUCTEMbI).

B coctaB Kaspersky Internet Security BxoOAT KOMMOHEHTbI U MHCTPYMEHTbI, MO3BOMSIOWNE NPOBEPUTL penyTaLmio
nporpamMMbl 1 KOHTPONMPOBATL aKTUBHOCTb MPOrpamMMbl Ha BalleM KOMMbHOTEpPE.

B 3TOM PA3ENE
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NMPOBEPKA PENYTALMM NPOrPAMMbBI

Kaspersky Internet Security nossonsiet nposepsATs penyTaumio Nporpamm y nonb3oBaTeneil BO BceM mupe. B cocTas
penyTauuu Nporpammbl BXOAAT crieaytolmne nokasaTenu:

e  HasBaHuWe Npous3BoaMTENS;
e  MHGOpMaUMs O LMGPOBON NOAMUCK (BOCTYMHO NPU HanM4Mn UM PoBON NOAMMUCK);

e uHcopmauusa o rpynne, B KOTOpyl nporpamMma nomeweHa KoHTponem nporpamm wunv 6G0MbLUMHCTBOM
nonb3osaTenen Kaspersky Security Network;

e  Kkomnu4yecTBO nosb3oBaTenen Kaspersky Security Network, wncnonbsywowmx nporpaMmmy (4OCTYMHO, €Cnuv
nporpaMmMa oTHeceHa K rpynne [JoBepeHHble B 6ase Kaspersky Security Network);

e  BpewMms, Korga nporpamma cTtana ussectHa B Kaspersky Security Network;

e  CTpaHbl, B KOTOPLIX NpOrpaMma Haubornee pacrnpocTpaHeHa.

[MpoBepka penyTaunm NnporpaMmMbl AOCTYMNHA, €CNY Bbl cornacunuce yd4acteoBaTtb B Kaspersky Security Network.
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®»  Umobbi y3Hamb penymauuro npozpamMmsl,

OTKpOWTE KOHTEKCTHOE MEHI0 MCMonHsaemMoro dpanna nporpammbl U Bbibepute nyHKT MocmoTpeTb penyTauuio B
KSN (cm. puc. Huxe).

OrkpeiTh

McnpaBneHue HEMNON3ACK COEMECTUMOCTH

Vs [poeepwute Ha BUpyChbI
¥ [Mocmotperts penytaumio 8 KSN
v« Kaspersky Application Advisor

Pacnonoxenue daiina
) 3anyck ot uMmeHn agmuHKCTpaTopa
3aKpenuTe Ha NaHEeNW 33434

3akpenute B meHto "Tyck"
BocCCTaHOBWTL NPEXHIOD BEPCUMIO
Otnpasute 4

Beipesate

Konuposate

Co3aate apabik
Yaanute

Mepenmenosats

CeoiicTea

PucyHok 5. KoHmekcmHoe MeHio ob6bekma

OTKpOEeTCH OKHO CO CBeAeHVAMY O penyTauny nporpaMmmMel B KSN.

CM. TAKXE
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KOHTPOJIb AEACTBUMU NPOrPAMMbI HA KOMNBLIOTEPE U
B CETMU

KoHTponb nporpamm npenoTBpallaeT BbiMOfIHEHWE MporpaMMamn OnacHbIX A8 OnepaumoHHON CUCTEMbI AENCTBUR, a
Takke obecneumBaeT KOHTPOJb AO0CTyNna K pecypcam ornepaunoHHON CUCTEMBI U BalLMM NepPCOHanbHbIM A4aHHbIM.

KoHTpornb nporpamm OTCnexviBaeT [eNCTBUS,, KOTOpble COBEpLUAT B OMNEepauMOHHOW CUCTEME MNpOrpamMmbl,
YCTaHOBMEHHbIE HAa KOMMbIOTEPE, W PerynupyeT UX Ha OCHOBaHWW MpaBwi. 3TW NpaBuna pernamMeHTUpYroT
noAo3pUTENbHY aKTMBHOCTb NPOrpamM, B TOM 4ucfle AOCTYn Mporpamm K 3aliuiiaemMbiM pecypcam (Hanpumep, K
darinam, nankam, krovam peecTpa, ceTeBbIM agpecam).

Mpu paboTe Ha 64-paspsaHbIX ONepaumMoHHbIX CUCTEMaX HEAOCTYMHbI ANA HACTPONKM Npasa NporpaMM Ha BbIMONHEHne
cnenywoLmx 4encTeun:

e MpPsIMOM JOCTYN K OM3NYECKON NamMsaTw;

e  ynpaBneHue ApaiiBepamu NpuHTepa;
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CO3fjaHve cepBuCca;

OTKPbITUE CepBuCa AN YTeHWS;

OTKPbITUE CepBuCca ANs USMEHEeHUs;

N3MeHeHue KOHUrypaumm cepBuca;

ynpaBneHve CepBucoM;

3anyck cepsuca;

yAaneHue cepsuca;

OOCTyn K BHYTPEHHVM JaHHbIM Bpaysepa;

[OCTYM K KPUTUHECKMM 0ObeKTam onepaLmoHHOR CUCTEMBI;
[OCTYN K XpaHuUnuLly naponewu;

yCTaHOBKa npas OTNaguyvka;

NCnonb30BaHNe NPorpaMMHbIX UHTEPdENCcoB onepaLmMoHHOW CUCTEMBI;

ncnonb30BaHNe NporpamMmHbIX MHTepdencoB onepaumoHHoln cuctemMbl (DNS).

Mpu pabote Ha 64-paspagHon Microsoft Windows 8 gononHuTensHO HEAOCTYMHbI ANA HACTPOVKU Npasa nporpaMM Ha
BbINOMHEHWE crieayoLwnx AeiCTBUN:

OTMpaBKa OKOHHbIX COOBLLEHUA ApYyrM npoLeccam;
noao3puTenbHble onepauumu;

yCTaHOBKa MepexBaT4MKOB;

nepexsaT BXOASILLUX COBbITWI NOTOKA;

co3gaHne CHMMKOB 3KpaHa.

CeTeBylo aKTMBHOCTb NPOrpamMM KOHTPOMMPYeT KOMMOHEHT CeTeBoW 3KpaH.

Mpv nepeBoM 3anycke NporpamMmbl Ha KomnbioTepe KOHTponb nporpamMm npoBepsieT ee Ge3onacHOCTb M NMOMeLLaeT B
oaHy u3 rpynn (JoBepeHHble, HenoBepeHHble, CunbHble orpaHuyeHnst unu Cnabble orpaHudeHust). Mpynna onpegensiet
npaeuna, kotopble Kaspersky Internet Security 6yaeT npMmeHsTb 419 KOHTPOMS aKTUBHOCTU 3TOW NporpaMmbl.

Bbl MOXeTe n3ameHUTb NpaBunia KOHTPONA ENCTBUN NPOorpamMmmbl BPY4HYHO.

HACTPOUKA NAPAMETPOB KOHTPOJAA MPOrPAMM

®»  Ymobbl Hacmpoums napamemps! KoHmpossi npoepamm, ebinonHume crnedyroujue delicmeus:

1.

2.

OTKpoiTe rmaBHOe OKHO MpOrpaMMbi.

Mo cceinke MNMokasaTb AOMNONHUTENIbHbIE UHCTPYMEHTbI, PACMONIOXEHHOM B HWXKHEW YacTu rMaBHOMO OKHA,
OTKpoWiTE OKHO MHCTPYMEHTHI.

B okHe MHCTpyMeHTbI No ccbinike KOHTponb nporpamm oTkpoiTe okHo KOHTponb nporpamm.
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4. B okHe KoHTponb nporpamm B 6rioke Mporpammbl no cceifike YnpaBneHne nporpaMmaMu OTKPOMTE OKHO
YnpaBneHue nporpammamu.

5. Bblbepute HyxHyt0 nporpammy B CNMCKE M OTKponTe okHO MpaBuna nporpamMmmbl BOVHbLIM LLEMYKOM MbILLN.
OTtkpoeTcs okHo MpaBuna nporpaMMmbl.
6. 3apaviTe npaBuna KOHTPONS NPOrpaMmbi:

e YT06bl HacTpouTb MpaBuna [OOCTyna nporpamMMbl K pecypcaM OnepauuoHHOW CUCTEMbI, BbIMOMHUTE
creayrolime oencTeus:

a. Ha 3aknagke ®ainbl u cucTeMHbIA peecTp BbibepuTe HYXXHYI KaTeEropuo pecypcos.
b. [Mlo npaBon knaBuLle MbILLN B rpade ¢ BO3MOXHbIM AecTBNUEM Haa pecypcom (UteHne, 3anuch,

YpaneHue nnu CosaaHue) OTKPOWTE KOHTEKCTHOE MEHIO U BbIGEPUTE B HEM HY)XXHOE 3Ha4YeHne
(PaspewunTb, 3anpeTuTb UnNn 3anpocuTb AeUCTBUE).

. YToObI HacTpOUTb MpaBa NPorpamMMbl Ha BbINOSIHEHWE Pa3fUYHLIX AEUCTBUA B OMepauMoOHHON cucteme,
BbINOMHUTE cneyoLwimne 4encTBus:

a. Ha saknagke MNMpaBa BbIGepuTe HYXHYIO KaTeropmio npas.

b. [No npaBow knasuLe Mbiwn B rpade Pa3pelueHue oTkporiTe KOHTEKCTHOE MEHIO U BbiGepuTe B HEM
Hy>Hoe 3HayeHue (Pa3pewnTb, 3anpeTUTb NN 3anNpocuTb AeNCTBUE).

e YT0ObI HAcTpoMTb MpaBa MpPoOrpaMmbl Ha BbINONHEHWE pPa3NUYHbIX OEWCTBUA B CETW, BbIMOMHUTE
cnegyowime encTeus:

a. Ha saknagke CeTeBble npaBuna Haxmute Ha kHomky [lo6aBuThb.
OtkpoeTca okHO CeTeBO€E NpaBUIIoO.
b. B oTkpbiBLIEMCS OKHE 3afanTe HyXHble NapaMeTpbl NpaBuna n HaxXMmnTe Ha KHOMKy CoxpaHuTb.

C. HasHaubTe npuopuTeT HOBOrO Npasuna, NepemMecTB ero BBEPX UMK BHU3 NO CMUCKY C MOMOLLbIO
KHonok Beepx 1 BHu3.

e YTOObI MCKMIOYNTE HEKOTOpPblE AeicTBusl M3 npoBepku KoHTponem nporpamm, Ha 3aknagke McknrouveHus
yCTaHOBUTE (pnaxku Ans 4enCTBUIN, KOTOPble HE HYXXHO KOHTPONMpoBaTh.

7. HaxwmuTe Ha kHorky CoxXpaHuUTb.

Bce ucknioveHus, cosgaHHble B MpaBuiax KOHTPOMA MporpaMm, AOCTYMHbl B OKHE HACTPOWKWM MporpaMmbl B
pasgerne Yrpo3bl U UCKNIOYEHUS.

KoHTpornb nporpamm GyaeT oTcrnexusaTb M OrpaHuunBaTh A4ENCTBUS NMPOrpamMMbl B COOTBETCTBUM C HACTPOEHHBIMM
napamMeTpamu.

O AOCTYNE NPOrPAMM K BEB-KAMEPE

3MOYyMBbILUIIEHHMKM MOTYT NbITaTbCA NOMYYUTb HECAHKLUMOHWPOBAaHHbIA AOCTYN K BEG-kamepe ¢ NOMOLLbIO creumanbHbIX
nporpammM. Kaspersky Internet Security 6nokMpyeT HeCaHKLUMOHMPOBAHHLIA AOCTYn nporpamm Kk BeG-kamepe u
nokasbliBaeT yBeAOMIIEHME O TOM, YTO AOCTyn 3abnokuposaH. o ymonuaHuio Kaspersky Internet Security 6nokupyeTt
[OCTYN K Be6-kamepe nporpammam, KoTopble BXoAST B rpynnbl «CunbHble orpaHnyeHnsi» n «HegoBepeHHbIe».

Bbl MoxeTe paspelunTb AOCTYN k BebG-kamepe nporpammam (cM. pasgen «PaspelueHne gocTyna nporpammbl K BeG-
Kamepe» Ha CTp. 74), Bxoasawmm B rpynnbl «CunbHble orpaHnyeHns» u «HenoBepeHHbley», B OKHe HacTpoliku KoHTpons
nporpamMm. Ecnu k BebG-kamepe nblTaeTcs MOOKMIOYMMTLCA Mporpamma, Bxogswas B rpynny gosepust «Cnabble
orpaHuyeHus», Kaspersky Internet Security nokasbiBaeT yBefomieHne U npeanaraeT BaM CaMOCTOATENbHO MPUHATbL
pelueHne o TOM, NPeaoCTaBnsATL 3TOW NporpaMme 4OCTyn K Be6-kamepe uim Her.
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Ecnun k Beb-kamepe nbiTaeTcs MNOAKIOYUTLCA Mporpamma, KOTOPOM paspelleH AoCTyn no ymondaHuto, Kaspersky
Internet Security nokasbiBaeT yBegomnexve. B yBegomneHun cogepxuTca MHDOpMaUmMsa 0 TOM, YTO YCTaHOBIEHHas Ha
KoMnbloTepe nporpamma (Hanpumep, Skype) ceidac nomnyyaeT u3obpaxeHue ¢ Beb-kamepbl. B packpbiBatowemcs
crnucke yBeoOMIEHMs] Bbl MOXETE 3anpeTuTb JOCTYN NporpaMmmbl K BeG-kamepe unu nepentn K HacTponke napaMeTpoB
JocTtyna nporpamm K Be6-kamepe (cM. pasgen «HacTtporka napameTpoB gocTyna nporpamm kK Beb-kamepe» Ha cTp. 73).
3710 yBegomneHne He oTobpaxaeTcsd, e€CcnM Ha BaleM KOMMbIOTEPE YXe eCTb MporpaMmbl, 3anylleHHble B
NOJTHOSKPAHHOM pEXUME.

Takxe B pacKpblBalOLLEMCH CNUCKe yBeAOMIIEHUS O MOMyYeHUW BUAEO-AaHHbIX MPOrpaMMON Bbl MOXeTe BbiOpaTb
BapuaHT He noka3biBaTb 3TO yBeAOMMNEHNE NNy NEPENTM K HACTPONKe nokasa yBeAoMreHnn (cMm. pasgen «HacTtpovika
napameTpoB AocTyna nporpamm K Beb-kamepe» Ha cTp. 73).

Kaspersky Internet Security no ymonyaHuio paspeluaeTt A0OCTyn K Beb-kamepe nporpaMmmam, Anisi KOTopbix Tpebyetca
Ballle paspeLleHune, ecrnim rpaduyecknii MHTepdenc NporpaMMbl HaXOOMTCS B MPOLIECCE 3arpysku, BbITPY3KU UMK He
OTBeYaeT, 1 Bbl HE MOXeTe BPY4YHYH paspeLlunTb JOCTYyn.

¢yHKLI,VIOHaJ'IbHOCTb 3alnTbl BeG-KaMepbl nMeeT cneaywuimne 0COBGEHHOCTU U orpaHn4yeHus:

e [lporpamma Kaspersky Internet Security koHTponMpyeT BUOeO U ctaTuyeckue n3obpakeHusl, NonyyYeHHble B
pes3ynbTaTe 06paboTkM AaHHbIX Be6-kamepbl.

e [Iporpamma Kaspersky Internet Security koHTponupyeT Tonbko Beb-kamepbl, NogknioYaemblie No nHTepdency
USB unu IEEE1394 n otobpaxaemble B [ucnetyepe yctpomcts Windows kak YcTpowcTtBa obpaboTku
nsobpaxeHui (Imaging Device).

O3HaKOMUTLCS CO CMMCKOM NOAAEPKMBaAEMbIX BEO-kamep Bbl MOXeTe Mo ccbirnke http://support.kaspersky.ru/10978.

Y7066l 3awmTa OT HEeCcaHKUMOHMPOBAHHOrO AOCTyna K Beb-kamepe paboTana, AOmkeH ObiTb BKMHOYEH KOMMOHEHT
KoHTponk nporpamm.

HACTPOMKA NAPAMETPOB JOCTYNA NPOrPAMM K BEB-
KAMEPE

®»  Ymobbl Hacmpoums napamemps! docmyna npozspamm K eeb-kamepe, ebinonHume credyroujue delicmeus:
1. OTkpoiTe rmaBHOE OKHO MPOrpammeil.
2. o ccbinke HacTpowka B HUXHEN YacTy rMaBHOro okHa oTkponTe okHo HacTpomka.
3. B pasgene 3awmra B NpaBoi YacTu OkHa BbibepuTe KOMNOHeEHT [locTyn k Be6-kamepe.
4. HacTtponTte napameTpbl ocTyna k Be6-kamepe Ha BalleM KOMMblTepe:

e  Ecnu Bbl X0TUTe 3anpeTuTb AOCTYN BCEX Nporpamm K BeG-kamepe, ycTaHOBUTE (hriaxkok 3anpeTuTb BCeM
nporpammaM AocTyn K Be6-kaMepe.

e Ecnu Bbl X0TUTE MnonyyaTb yBEAOMIEHUE O TOM, YTO BeB-kaMepy UCMorNb3yeT nporpaMma, KOTOpoi 3To
paspelleHo, ycTaHoBuTe naxok [lokasbiBaTb yBegoMneHue, Korga Beb-kamepy ucnonb3yeT
nporpamma, KOTOpPOi 3TO paspeLUeHo.

e Ecnu Bbl xoTMTe paspewmnTb gocTtyn k Beb-kamepe Bcem nporpammam, B okHe HacTpowka Ha 3aknagke
3awuTa BbiknouMTe locTyn K Be6-kaMepe.
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PA3PELWUEHUE OOCTYNA NMPOrPAMMbI K BEB-KAMEPE

®»  Ymobbl paspewums docmyn npoepamMmbl K eeb-kamepe, 8binonHUmMe cnedyrouwue delicmeusi:

1.

2.

9.

OTkpoWiTe rmaBHOE OKHO MPOrpammbl.

Mo cceinke MNMoka3aTb AoONONMHUTENbHbIE UHCTPYMEHTbI, PAacrofOXeHHOW B HUXHEWN 4acTu rMaBHOro OKHa,
OTKpoWiTE OKHO MHCTPYMEHTHI.

B okHe UHCTpYMeHTBI No ccbinke KoHTponb nporpamm oTkpovite OkHO KOHTponb nporpamMmm.

B okHe KoHTponb nporpamm B 6rnoke lMporpammel no cceinke YnpaBneHue nporpaMmmamMm OTKPOWTE OKHO
YnpaBneHue nporpammamu.

BbiGepute nporpamMmy B CMMCKe, KOTOPOWM Bbl XOTWUTE pas3peluuTb AOCTyn Kk BeG-kamepe, U OTKPOWTE OKHO
MNpaBuna nporpamMmMbl ABONHBIM LLLENYKOM MbILLN.

B okHe MpaBuna nporpammbl nepengnte Ha 3aknagky Mpaea.

B cnucke kaTteropuin npas Bbl6epVITe NYHKT U3meHeHne cuctembl — lMopo3putenbHble U3MEHEHUA B
cuncreme — ﬂOCTyI'I K Be6-Kamepe.

Mo npaBom knaBuwe wMmbiwn B rpade PaspelneHne OTKpOWTE KOHTEKCTHOE MEHI U BblbepuTe NyHKT
PaspewnTb.

HaxmuTe Ha kHonky CoxpaHuUTb.

JocTtyn nporpammbl kK BeG-kamepe ByaeT paspeLleH.
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OT0T pasgen cogepxuT nHdopmMauuo o pexxume besonacHeix nporpamm.
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O PEXXMME BE3OMNACHBbIX MPOrPAMM

Kaspersky Internet Security npegoctaBnsieT BO3MOXHOCTb CO3[aHMA Ha KOMMbloTepe GesonacHoW cpepbl (Pexum
BesonacHbix nporpamm), B KOTOPOM paspeLleH 3anyck TONMbKO AOBEPeHHbIX nporpamm. Pexvm BesonacHbix nporpamm
NMOAXOAUT BaM, €Cnun Bbl NCNOfb3yeTe NOCTOSHHbIA HAbOp LUMPOKO M3BECTHbIX NPOrpamMMm, 1 y Bac HeT HEOBXOAMMOCTH
4YacTo 3anyckaTb HOBble HEW3BECTHble MporpamMMmbl, 3arpyxeHHble u3 uHtepHeTta. PaboTtas B pexume BbesonacHbix
nporpamm, Kaspersky Internet Security 6nokvpyeT 3anyck Bcex nporpamm, KOTOpble He SBASIOTCS AOBEPEHHLIMW MO
AaHHbIM «JlabopaTtopun Kacnepckoro». OCHOBaHMSIMM O TOM, OOBEpPATb WM HET nporpamme, MOXeT CIYXWTb
uHdopmauus, nonydyeHHaa ns Kaspersky Security Network, aaHHble 0 uudpoBoi nognucy nporpammbl, AaHHblE O
AOBEpUU K MporpaMme YCTaHOBKU W UCTOYHUKY, M3 KOTOPOro Gbina sarpyxeHa nporpamma.

Pexum BesonacHbIx nporpamm nmeeTt cnepywouine 0COBEHHOCTM U orpaHn4veHuna:

e [Ina paboTtbl pexuma besonacHbix nporpamm TpebyeTcs, 4TOObl OblNM BKAOYEHbI KOMMOHEHTbI 3aluThbl
KoHTponb nporpamm, ®arinosbii AHTUBUPYC U MOHUTOPUHI akTMBHOCTU. [pu npekpalueHum paboTtel 0OAHOMO M3
3TMX KOMMOHEHTOB pexum be3onacHbix Mporpamm BbIKNOYaeTcs.

e Pexum BesonacHbix nporpamMm MoXeT ObiTb HEAOCTYMNEH, ECIU CUCTEMHbIE (balnbl pacnonoXeHbl B pasgenax
KECTKOro aucka c annoBon cuctemomn, otnudHom ot NTFS.

e Pexum BbesonacHbIx NporpaMM MOXET OTCYTCTBOBaTb MnK ObiTb HEAOCTYMNHLIM B Tekyllen Bepcun Kaspersky
Internet Security. Hanuune B Kaspersky Internet Security pexxuma BesonacHbix nporpamm 3aBucUT OT Ballero
pervoHa M nocTaBlyMKa ycryr. PekomeHOyeTcs YTOUYHSATb Hanuume pexuma besonacHbeix nporpamm npu
MoKyrnke nporpaMmbl.

e Ecnu Hannuue pexuvma BesonacHbix nporpamm npegycmoTpeHo B Bawlen Bepcun Kaspersky Internet Security,
HO B HacTosiLlee Bpemsi pexvm besonacHbix mporpaMm HedOCTYMeH, OH MOXeT CTaTb OOCTYMHbIM focrne
obHoBneHnsa 6a3 u nporpaMMHbIX Moaynen (cMm. pasgen «O6HoBneHne 6a3 M nNporpaMMHbIX MoAynew» Ha
cTp. 36). MNocne obHoBneHnss 6a3 M nporpamMmmHbIX Mogynei MoryT OblTb M3MEHeHbl napameTpbl 3anycka
HEen3BeCTHbIX MPOrpaMM 1 Moayrnen.

Mepen BkniouyeHvem pexuma besonacHbix nporpamm Kaspersky Internet Security npoBoant aHanv3 onepauvoHHOM
CUCTEMBI U MpPOrpamMM, YCTaHOBIIEHHbIX Ha BalleM KOMMbloTepe. AHanM3 MOXeT 3aHumaTb AnuTenbHoe Bpemsi (Oo
Heckonbkux 4vacoB). Ecnu B pesynbTaTe aHanu3a obHapyxeHO nporpaMMHoe obecneyeHue, KOTOpoe He SABnseTcH
[OBEPEHHbIM, BKINoYaTh pexum besonacHbix nporpamm He pekomeHayeTtcs. lNocne BkroveHus pexuma besonacHbix
nporpamm Kaspersky Internet Security moxeT 6nokuposaTb nporpammbl, He ABRASAIOLMECA AOBEPEHHbIMU. Bbl MoxeTe
paspewunTb 3anyck Takux nporpamm (cm. pasgen «KoHTponb AeNCTBUA MporpamMmbl Ha KOMMbIOTEPE M B CETU» Ha
cTp. 70), ecnu Bbl paboTaeTe ¢ HUMMK, a 3aTEM BKIIOYUTL PeXnUM besonacHbix nporpamm.

Kaspersky Internet Security moxeT npoBoguTb aHanm3 OnepauyMoOHHON CUCTEMbl W YCTAHOBMEHHBIX MPOrpamm
aBToMaTnyeckn B ooHoBOM pexume. Ecnm no pesynbtatam aHanumsa Kaspersky Internet Security obHapyxun, 4to Ha
KOMMbOTEPE MCMONb3YIOTCA NPEUMYLLECTBEHHO AOBEPEHHLIE NMPOrpaMMbl, pexum BesonacHbix nporpaMM MOXeT ObiTb
BKIOYEH aBTOMAaTUYECKU.




PYKOBOACTBO NONb30OBATENA

BKNIOYEHUE PEXXUMA BE3ONACHbIX MPOrPAMM

B Umobbi 8KMoYUMb PeXUM be3onacHbIx npozspamm, ebirnonHume credyrouwue delicmeusi:

1.

2.

8.

OTkpoWiTe rmaBHOE OKHO MPOrpammbl.

Mo cceinke MNMoka3aTb AONONHUTENbHbIE UHCTPYMEHTbI, PAaCrONOXEHHOW B HWXXHEWN 4acTu rMaBHOro OKHa,
OTKpoWiTE OKHO MHCTPYMEHTHI.

B okHe UHCTpYMeHTBI No ccbinke KoHTponb nporpamm oTkpovite OkHO KOHTponb nporpamMmm.

B 6noke Pexum BesonacHbIx NporpaMm BbIKNKOYEH B HXKHEN YacTy okHa KoHTponb nporpamMm nepengute
no ccbinke Bknountb.

Ecnn HeoOxoOAuMble KOMMOHEHTbI 3alUWTbl BbIKITHOYEHDI, OTKpPOEeTCA OKHO, cofepXaliee WHpopmauu o
KOMMOHEeHTaXx 3alnTbl, KOTOPbIE Tpe6yeTCﬂ BKINHOYUTb Ana pa6OTbI pexuma besonacHbIx nporpamm.

Haxmute Ha kHonky MpoaonXkuThb.

HayHeTtcss aHanus OnepaLlI/IOHHOVI CUCTEeMbl U YCTaAHOBJIEHHbIX MporpamMmm, 3a WCKIHYEeHUEeM BpEeMEHHbIX
dannoB n pecypcHbix dll-6ubnuoTek, cogepxalinx UCNONHAeMbIn Koa. VMHdopmaumsa o npouecce aHanvaa
0TOBpasnTCs B OTKPLIBLUEMCS OKHE AHaNMU3 yCTaHOBMEHHbIX NporpamMm.

[oxautecb OKOHYaHWS aHanusa onepauMoHHON CUCTEMbl M YCTAHOBMEHHBLIX NporpaMmM. Bl MoxeTe cBepHyTb
OKHO AHanu3 ycTaHOBNEHHbIX nporpamm. [Npu 3ToM aHanu3 GydeT BbINOMHATLCA B (POHOBOM pEeXUME.
MHdopmaumsa o npouecce BbINoOnHeHWs aHanm3a Oyget oTobpaxaTtbcsa no ccbinike AHanu3 ycTaHOBMEHHbIX
nporpamm (<N> %) B okHe KOHTponb nporpamm.

MpocmoTpuUTe MHGOPMaUMIO O pesynbTaTax aHanusa B OKHe AHanu3 YCTaHOBMEHHbIX MporpaMm u
ucnosnHseMbiX )afioB 3aBepLUEH.

Ecnn B npouecce aHanusa oOHapyXeHbl cUCTEMHble davnbl, MHPOPMaLUMN O KOTOPbIX HEAOCTaTOYHO,
BKMOYaTbh pexuM BbesonacHbix MporpaMM He pekomeHAyeTcs. Takke He PeKOMEeHAYEeTCs BKIoYaTb Pexum
BesonacHbix nporpamm, ecnu obHapyxeHOo 60nbluoe KONMMYeCcTBO MporpamMM, MHGOpPMauum O KOTOPbIX
HepocTaTouHO, 4TOObLI Mporpamma Kaspersky Internet Security cuntana nx nonHocTelo 6e3onacHbIMU.

Bbl MOXeTe npocMoTpeTb MHPOPMALIMIO O HEAOBEPEHHbIX CUCTEMHbIX (harnax no cceinke MNepenTn K CNUCKY
HEeU3BEeCTHbIX CUCTEMHbIX ¢annoB. CrnMcoK HeQOBEPEHHbIX CUCTEMHbIX annoB OoTobpaxkaeTcs B OKHe
HeusBecTHble cucteMHble dannbl. Bbl Takke MoxeTe OTMEHWUTb MCMONb3oBaHue pexuma besonacHbix
nporpamMmm, HaxaB Ha KHOMKy He Bknroyatb pexxum besonacHbIX nporpamMm.

Ecnn Bbl x0TuUTe paspelmTb 3anyck HeOOBEPEHHbIX MporpaMm W CUCTEMHbIX ¢hannoB, B OkHe AHanu3s
YCTaHOBJIEHHbIX nNporpaMmm M UCNOJNTHAEeMbIX c¢annoB 3aBeplueH nepe|7|p,V|Te no ccoinke Paspewuntb
3anyCK Heu3BeCTHbIX CUCTEMHbIX ¢hannoB n NPoJONKUTD.

Haxmunte Ha KHOMKY Bknrountb pexxum BesonacHbIx nporpaMmm no ymMmon4vaHuio.

Pexum BesonacHbix nporpamm 6yaet BkntoveH. Kaspersky Internet Security 6yneTt 6nokmposaTtb 3anyck Bcex
nporpaMM U CUCTEMHbIX halnos, He ABNSALWMXCS AOBEepPeHHbIMU. BbyaeTt BbinonHeH nepexod Kk okHy KoHTponb
nporpamm.

Mocne BkntoYeHWs pexuma bBesonacHbix nporpamm M nNepBoW nepesarpy3kn OnepauyMoHHON CUCTEMbI 3amnyck
Heun3BeCTHbIX Mporpamm paspelleH o 3anycka Kaspersky Internet Security. Nocne nocnegyrowmnx nepesarpysok
onepaumoHHoi cuctembl Kaspersky Internet Security 6nokupyet 3anyck Hen3BecTHbIX Mporpamm.




PEXUM BE3ONACHBLIX MPOrPAMM

BbIKNIOYEHUE PEXXUMA BE3OMNACHbLIX MPOrPAMM

B Umobbi ebIKMoYUMb pexuM be3zonacHbix npogpamm, ebinosHume credyrouwue delicmeaus:

1.

2.

OTkpoWiTe rmaBHOE OKHO MPOrpamMmbl.

Mo cceinke MNMoka3aTb AONONHUTENbHbIE UHCTPYMEHTbI, PAaCrONOXEHHOW B HWXXHEWN 4acTu rMaBHOro OKHa,
OTKpoWiTE OKHO MHCTPYMEHTHI.

B okHe UHCTpyMeHTbI Mo cebinke KoHTponb nporpaMm OTKporiTe OkHO KOHTponb nporpamm.

B ©Onoke Pexum 6Ge3onacHbIXx NporpaMM BKJIOYEH B HWKHEM 4YacTW OKHa Mepeiante Mo CCbike
BbiknouunTb.

Pexum BesonacHbix nporpamm OyaeT BbIKITHOYEH.




SALLMNTA OQOCTYIA K YNPABJIEHMIO
KASPERSKY INTERNET SECURITY C
MOMOLLBIO NAPOJIA

Ha ogHom komnbloTepe MoryT paboTaTb HECKONbKO MOMb30BaTenei C pasHbiM OMNbITOM U YPOBHEM KOMMbIOTEPHOMN
rpamMoTHOCTU. HeorpaHu4eHHbIi OOCTYN pasHblX Monb3oBaTene k ynpasrneHuto Kaspersky Internet Security wn
HaCTpOVike ero napaMeTpOB MOXET MPUBECTU K CHKEHWUIO YPOBHS 3aLLMLLEHHOCTM KOMMbIOTEPA.

Y706kl OrpaHnyMTL 4OCTYN K MporpaMMe, Bbl MOXeETE 3a4aTth Napornb agMUHUCTpaTopa U ykasaTb AeNCTBUS, NpU
BbINOMHEHUN KOTOPLIX 3TOT Naposib AOSMKEH 3anpallnBaTbCs:

HacTpoka napamMeTpoB MporpaMmsbl;
3aBeplueHne paboTbl MporpaMmsl;

yoaneHune nporpamMmmbl.

®»  Umobbi sawumums docmyn k Kaspersky Internet Security ¢ nomMowbto naporisi, ebinonHume criedyrowjue

delicmeus:

1. OrTkponTe rnaBHOE OKHO MPOrpammei.

2. o ccobinke HacTpomKka B HUXKHEN YacTu rMaBHOro okHa nepenaute B pasgen Hacrtpoika.

3. B neBon yactn okHa BbiGepute pasgen O6wme 1 No ccbinke YCTaHOBUTL 3aliMTy Naponem OTKpOoWTe OKHO
3awmTa naponem.

4. B oTkpbiBLIEMCSH OKHe 3anonHute nona Hoeein naponsb 1 NMoaTBepXaeHMe napons.

5. B 6noke napameTtpoB ObnacTb AeMACTBUA NMapoOnA ykaxuTe AEVCTBMS C Nporpammon, AOCTYN K KOTOpbIM

HYXXHO 3alUTUTb Naponem.

3abbITbli NMapoflb BOCCTAHOBWUTL Henb3s. Ecnv naponb 3abbiT, Ans BOCCTAHOBMEHUst [OCTyna K napameTpam
Kaspersky Internet Security notpebyeTtcsi o6paiieHne B Crnyx0y TeXHUYEeCKON NOAOEePKKN.




NMPUOCTAHOBKA U BO3OBHOBIJIEHUE
3ALIMNTBI KOMNBIOTEPA

lMpuocTaHoBKa 3aLUMTbl O3HAYaET BLIKITIOYEHNE HAa HEKOTOPOE BPEMS BCEX €€ KOMMOHEHTOB.
Bo Bpems npuocTaHOBKM 3awmtbl unm BbiktodeHns Kaspersky Internet Security pemcrtByeT dyHKUMA KOHTpons
aKTMBHOCTM MpOrpaMM, 3amnylleHHbIX Ha BalleM KoMmrbioTepe. VHdopmaumsa o pesynbraTtax KOHTPOMS akTMBHOCTU
nporpaMmM COXpaHseTcs B onepaunoHHoun cucteme. lNMpu cneayiowem 3anycke unu Bo3obHosneHun sawmntbl Kaspersky
Internet Security ncnonesyet aty nHcopmauuio AN 3auUTbl Ballero KOMnbloTepa OT BPEAOHOCHbLIX AENCTBUI, KOTOpbIE
Mornu ObiTb BbIMNOMHEHbI BO BPEMSI NPUMOCTAHOBKM 3alwuTel unu BbiknodeHus Kaspersky Internet Security. XpaHeHne
UHdOPMaLMM O pesynbTatax KOHTPONSA akTMBHOCTU MpPOrpaMM He OrpaHMyeHo Mo BpeMeHu. 3Ta uHopmaums
yaanseTtca B crnyyae yaaneHus Kaspersky Internet Security ¢ Bawwero komnstotepa.
®  Ymobbl npuocmaHo8uUMb 3aujumy KOMrbiomepa, ebinorHume cnedyoujue delicmeust:

1. B KOHTEKCTHOM MEHI0 3Hayka nporpammbl B 0611actu yseoMreHmnin BoibepuTe nyHKT MprMocTaHOBUTDL 3almnTy.

OtkpoeTcst okHo MpuocTaHOBKa 3alMThI (CM. pUC. HIKE).

Vs [MpuocTaHoBka 3aWuThI n

®
anOCTaHOBKa 3aluTbl

® | [IpUOCTBHOBMTL Ha yKasaHHOE BpemMs | Tmumyry v

anOCTBHOS'ATb A0 Nepesarpyskv

MpwocTaHoBuTL

| [pwocraHoswte sawuty | | OTmena |

PucyHok 6. OkHo lMpuocmaHoska 3auumsl

2. B okHe MNpuoctaHoBKa 3aWwmUTbl Bbl6epVITe nepuoa, no NCTe4eHMm KoToporo 3aluta 6yneT BKITKO4YeHa:

e [lpMocTaHOBUTL Ha yKasaHHOe BpeMsi — 3aliuTa OyaeT BKIOYeHa Yepe3 WHTepBas, BbiGpaHHbIi B
PaCcKpbLIBAIOLLEMCS CIUCKE HUXE.

e [lpuroctaHoBUTL A0 nepe3arpy3ku — 3awmta OydeT BKMAOYeHa Mocne rnepesanycka MporpamMbl Un
nepesarpysku onepaumMoHHON CUCTEMbI (NPY YCNOBUM, YTO BKIHOYEH aBTOMaTUYECKUIA 3anyCK NporpamMmbl).

e [lprocTaHOBUTBL — 3alLmMTa GyLeT BKMoYeHa Toraa, Korga Bbl pelmte BO306GHOBUTL ee.
®»  Umobbi 80306HOBUMb 3aUUMYy KOMIbOMepa,

Bblibepute NyHKT Bo306GHOBUTBL 3aLMTY B KOHTEKCTHOM MEHIO 3Ha4ka nporpaMmmMbl B 06ractv yBeAOMITEHNIA.




BOCCTAHOBJIEHME CTAHOAPTHDbLIX
NMNAPAMETPOB PABOTbI MPOIrPAMMDBI

Bbl B nto6oe Bpemsi MOxxeTe BOCCTaHOBUTL napameTpbl Kaspersky Internet Security, pekomeHgyembie «Jlabopatopuen
Kacnepckoro». BocctaHoBneHWe napaMeTpoB OCYLLECTBSETCS C MOMOLLBbIO Macmepa HacmpoUKu npoepamMmbil.

B pe3ynbTarte paGOTbI MacTtepa And BCeX KOMMOHEHTOB 3allUTbl 6yp,eT YCTaHOBITEH YpPOBEHb 6e3onacHocTu
PeKOMeHOyeMbIIJ. Mpn BOCcTaHOBNEHUN pekoMeHaQyemMoro ypoBHA 6e30nacHOCTN Bbl MOXeTe BbI60pO‘-IHO COXpPaHATb
3Ha4YeHnda paHee HaCTPOEHHbIX NapamMeTpoB ANid KOMMOHEHTOB NporpamMmebl.

®»  Umobbl 3arycmumb Macmep HacmpoUKu rpoapaMmbi, 8binosHUmMe credyrouiue delicmeus:

1.

2.

OTkpoliTe rmaBHOE OKHO MpOrpammei.

B HWxHen YacTu okHa nepenguTe no ccobinike HacTtpomka.

B okHe oTobpasuTtcst pasgen Hactpowka.

Bbibepute pasgen O6wme.

B okHe oTobpa3ssiTca napameTpbl HacTporiku Kaspersky Internet Security.

B HwxHel 4acTu OKHa B packpbiBalollemcsl crnvcke YnpaBreHue napameTpaMu BbiGepuTe 3nemMeHT
BoccrtaHoBUTbL NapameTpsl.

PaccmMoTpum nogpoGHee Lwiaru macTepa.

War 1. Ha4yano pa6botbl macTepa

Haxmunte Ha KHOMKY Danee, 4TOGbLI npoaoJIKUTb pa60Ty MacTepa.




BOCCTAHOBNEHUWE CTAHAAPTHbBIX NAPAMETPOB PAEOThblI MPOrPAMM bl

LWar 2. BoccTaHoBneHue napameTpoB

B aTOM OkHe macTepa npeacTaBrneHbl KOMMNOHEHTLI 3awnTbl Kaspersky Internet Security, napameTpbl KOTOPbIX
6bIMn M3MeHeHbl nornb3oBaTenemMm wnu HakornneHbl Kaspersky Internet Security B pesynbtate o6yyeHus
KOMMOHEeHTOB 3awuTtbl CeTeBonm 9kpaH M  AHTM-Cnam. Ecnmu pgna  kakoro-nubo KOMMoHeHTa 6binuv
chopmMMpoBaHbl yHMKanbHbIE NapaMeTpbl, OHW Takke OyayT NpeacTaBrneHbl B OKHE (CM. PUC. HUXeE).

Va BOCCTaHOBAEHWE NapaMeTpos = A=

BoccTaHoBeHMe NapaMeTpoB

Bbl6paTb napaMeTpbl 419 BOCCTAHOB/EHUA

BoccraHoBuTe BCE napameTpbl

® | BocCTaHOBWTE TOABKO YKa3aHHLIE NapaMeTpsl

V| OcHosHeie napameTpe
» V| Kontpons nporpamm
V| Ceresoii 3kpan
V| Antu-Cnam
V| ArTu-banHep

V| Poautenbckwii koHTpOnb

v | BesonacHele naaTexm

ji— Hazaa 1 ‘ Oanese —)‘ \ OTmena

PucyHok 7. OkHo BoccmaHosrneHue napamempos

B uucno yHMKanbHbIX MapamMeTpoB BXOAAT CMUCKM paspelleHHbIX W 3anpelleHHbIX ¢pas U agpecos,
ncnonbayembix AHTU-CNamoM, CMUCKU OOBEPEHHbIX MHTEPHET-adpPEecoB M TeneOoHHbLIX HOMEPOB MHTEpPHET-
npoBaiiaepos, Npasuna UCKMOYEeHUI 3alunTbl AN KOMMNOHEHTOB NPorpamMbl, Npaeuna GunbTPaLMmn NakeTos u
nporpamm CeTeBOro akpaHa.

YHuKaneHble napameTpbl dgopmupyloTcsi Bo Bpemsi paboTel ¢ Kaspersky Internet Security ¢ yvetom
WHAMBMAYanbHbIX 3a4ay u TpeboaHuii 6esonacHocTu. «Jlabopatopusa Kacnepckoro» pekoMmeHayeT CoXpaHaTb
YHUKarnbHble napameTpbl MPU BOCCTAaHOBIEHWM NepBOHaYarbHbIX MapamMmeTpoB NporpamMmbI.

YcTaHoBuTe priaxku Ans Tex napameTpoB, KoTopble HY>XHO COXPaHUTb U HAXXMUTE Ha KHOMKY Danee.

War 3. AHanus onepauuoHHOW CUCTEMbI

Ha paHHOM aTane BbINOMHAETCS NOUCK MHGOopMaumMM o nporpammax, Bxogsawmx B coctaB Microsoft Windows.
OTM nNporpaMMbl NonagatoT B CMUCOK AOBEPEHHbIX MPorpamm, KOTOpble HE UMEKT OrpaHNYeHnin Ha OencTBus,
coBeplLUaemble B ONnepaumoHHON cucteme.

Mo 3aBepLUeHM aHann3a mMacTep aBTOMaTUYECKM NEPEXOOMUT K cnegywuiemy wiary.

LWar 4. 3aBepweHne BOCCTaHOBIEHUS

[nsa 3aBeplueHnst paboTbl MacTepa HaXXMUTE Ha KHOMKY 3aBepLmnTb.




NMPOCMOTP OTHUETA O PABOTE
NMPOrPAMMDI

Kaspersky Internet Security Beget ot4yeTbl 0 paboTe Kakgoro KOMMoHeHTa 3awuTbl. C MOMOLLBK OTYeTa Bbl MOXETE
nony4nTb CTaTUCTUYECKylo WHdopmaumio o paboTe nporpammbl (Hanpumep, Y3HaTb, CKOMbKO OBHapyXeHo W
0be3BpexeHO BpeAOoHOCHbIX 0ObEKTOB 3a OnpeaeneHHbIN Nepuoa, CKoMbKo pas 3a 3To BpeMs nporpamma obHoBnsnach,
CKONbKO OBHapy>XeHo crnam-coobLeHni n MHoroe apyroe). OT4yeTbl BeAyTCA C UCNONMb30BaHMEM LWNGPOBAHUS.

®»  Ymobsl npocmMompemb omyem o pabome npospamMmMbi, 8binosiHume criedyowue delicmeusi:
1. OTkpounTe rnaBHOe OKHO NPOrpamMmel.

2. o ccbinke MNMoka3aTb AONONHUTENbHbIE UHCTPYMEHTbI, PACMOMNOXEHHOW B HWXHEN YacTu rMaBHOrO OKHa,
OTKpONTE OKHO UHCTPYMEHTHI.

3. B okHe UHcTpyMeHTBbI No ccbinke OTYeT OTKpoWiTE OKHO OTYeThI.

B okHe OT4eTbl oTOGpaxalTcs oT4eThbl O paboTe NMporpamMmbl 3a TEKYLUUA AeHb (B NEBOW 4YacTu OkHA) M 3a
nepuog (B NpaBoK 4acTh OKHa).

4, Ecnu BaM HyXHO MPOCMOTPEeTb NoApOoGHbIN OTYET O pabGoTe NporpaMmel, OTKpoTe okHO MoApPOo6GHbIe oTYeThI
no ccbinike MoAapoGHbIe OTYETbI, PACNONOXEHHOW B BEPXHEN YacTh okHa OT4eThbl.

B okHe nOApOﬁHble OTYeT JaHHble NpeacTaBlieHbl B TabnuyHom Buge. Ans yD,O6CTBa NpoOCMOTpPa OTYETOB Bbl MOXETE
BbI6VIpaTb pa3nnyHble BapuaHTbl rpynnmMpoBKn 3anucen.




NMPUMEHEHME NAPAMETPOB NMPOIrPAMMBI
HA AAPYITrOM KOMIMbIOTEPE

HactpouB nporpammy, Bbl MOXeTe MPUMMEHUTb napameTpbl ee paboTtbl k nporpamme Kaspersky Internet Security,
YCTaHOBMNEHHOW Ha ApYroM KomnbloTepe. B pesynbTate nporpamma Ha oboux KomnbioTepax OyaeT HacTpoeHa
OAMHAKOBO.

MapameTpbl paboTbl NPOrpaMmMbl COXPAHAITCS B KOHUIypaunoHHOM dalirne, KOTOPbIN Bbl MOXETE NepPeHecT! C OOQHOro
KOMMbloTEpa Ha ApYyron.

MepeHoc napameTpos Kaspersky Internet Security c ogHoro komnbloTepa Ha Apyrov Npon3BOANTCS B TpU aTana:
1. CoxpaHeHune napaMeTpoB NPOrpaMmMbl B KOHPUrypaumoHHOM danrne.

2. [lepeHoc KOHMWUrypauMoHHOro danna Ha [pyron KOMMboTep (Hanpumep, No 3NEeKTPOHHOW MnoyTe wunu Ha
CbeMHOM HocuTene).

3. UmnopT napameTpoB 13 KOHMUIrypaLUMOHHOro dawrna B nporpammy, yCTaHOBEHHYIO Ha APYroM KOMMbloTepe.
®»  Umobbl 3KCrIopmuposame napamempsbi npoepamMmel, 8birnoHuUme credyroujue delicmeus:

1. OTkpoiiTe rmaBHOE OKHO MpPOrpammei.

2. B HwxHen yactu okHa no ccbinke Hactpowmka oTkponte okHO Hactpomka.

3. B okHe HacTpowka BbiGepuTte pasgen Obwue.

4. B packpbiBaroLlemMcs cnicke YnpaBrneHue napamMmeTpamMmu Bbibepute sanemMeHT QKCnopTMpoBaTb NapaMmeTpbl.

OTkpoeTcHa okHO CoxpaHUTb Kak.
5. 3apante umsa KOHPUrypaumMoHHOro harna u HaxxmMmTe Ha KHorky CoXpaHUTb.
MapameTpbl Nporpammel 6yayT coxpaHeHbl B KOHUIypauMOoHHbIN doaiirn.

Bbl Takke MmoxeTe QKCMopTMnpoBaTb MnapamMmeTpbl paGOTbI nporpamMmbl npun nomoLuun KOMaHaHomn CTPOKH, UCNONb3yA
KOMaHAy: avp.com EXPORT <uma_ daria>.

®»  Umobbi umMnopmuposams napamempsl 8 npoapammy, yCmaHo8ieHHyto Ha Opy20M KOMIbomepe, 8binosiHume
cnedyoujue delicmausi:

1. OrtkponiTe rmaBHoe OkHO nporpammbl Kaspersky Internet Security, yctaHOBRNeHHOW Ha ApYyroM KOMMbOTEPE.

2. B HwxHen yactu okHa no ccbinke HacTtpowka oTkponte okHO Hactpomka.

3. B okHe HacTpoWika BbibepuTte pasgen O6wue.

4. B packpbiBatoLiemcs cnvicke YnpasneHue napameTpamm Bbibeprte anemeHT UMnopTupoBaTb napamMeTpbl.
OTkpoeTcs OKHO OTKPbITb.

5.  YkaxuTe KOHUrypauMOoHHbIA hanmn N HaXMUTE Ha KHOMKY OTKpbITb.

MapameTpbl 6yayT UMNOPTMPOBAHbLI B NPOrpaMmy, YCTaHOBIIEHHYIO Ha APYroM KOMMbloTepe.




YUACTUE B KASPERSKY SECURITY
NETWORK (KSN)

YT1obbl noBbICMTE 3(hEKTMBHOCTL 3alumThl Bawero komnbiotepa, Kaspersky Internet Security ncnonbsyet gaHHbie,
nosyveHHble OT Nonb3oBaTene Bo BceM Mupe. [Ansa nonyyeHus aTvux AaHHbIX NpeaHasHadyeHa ceTb Kaspersky Security
Network.

Kaspersky Security Network (KSN) — aTo uHpacTpykTypa OHNamnH-cny6 1M cepBUCOB, NpeaocTaBnstolas OCTyn K
onepaTtmBHOM 0a3e 3HaHwi «Jlabopatopumn Kacnepckoro» o penytauum ¢painoB, UHTEPHET-PECYPCOB M NMPOrPaMMHOro
o6ecneyeHusn. Vcnonb3oBaHue gaHHbix Kaspersky Security Network o6ecneunBaeTt 6onee BbICOKYIO CKOPOCTb peakumu
Kaspersky Internet Security Ha HensBecTHble yrpo3bl, NoOBbIWAET 3PPEKTUBHOCTL PabOTbl HEKOTOPbLIX KOMMOHEHTOB
3aLUThl, @ TaKkKe CHUXKAET BEPOSITHOCTb NOXHbLIX CpabaTbiBaHUNA.

YuacTue nonb3oBatenen B Kaspersky Security Network nossonsiet «Jlabopatopun Kacnepckoro» onepaTMBHO nomny4vaTtb
MHAOPMaLMIO O HOBbIX Yrpo3ax N X UCTOYHMKaX, pa3pabaTbiBaTb CNOCOOLI X HEWTPaNuU3auum, yMeHbLUaTb KONMM4eCcTBO
NOXHbIX cpabaTbiBaHuiA. YyacTne B Kaspersky Security Network obecneunBaeT Bam LOCTYN K AaHHbIM O penyTauum
nporpamMm u Be6-canTos.

Ecnn Bbl yuyactByeTe B Kaspersky Security Network, Bbl B aBTOMatuieckoM pexume oTnpasnsgete B «JlabopaTtoputo
Kacnepckoro» nHopmaumio 0 koHdUrypaumm Ballei OnepaLyoHHOW CUCTEMbl U BPEMEHU 3arycka U 3aBepLueHus
npoueccoB Kaspersky Internet Security (cm. pasgen «O npegoctaBneHuy AaHHbIx» Ha cTp. 31).

B 3TOM PA3AENE

BkntoyeHune v BoiknioyeHre ydacTus B Kaspersky Security NEIWOTK.........cooiviiiiiiiiiiiiiee e 84
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BKNIOYEHUE U BbIKNMIOYEHUE YYACTUA B KASPERSKY
SECURITY NETWORK

Yuactme B Kaspersky Security Network sBnsieTcss [o0poBonbHbIM. Bbl MOXeTe BKMIOYATE WM BbIKIOYUTD
ncnonb3oBaHue Kaspersky Security Network Bo Bpemsi yctaHoBku Kaspersky Internet Security n / unu B no6oii MOMeHT
nocre ycTaHOBKW NporpamMmbi.

®»  Umobbi ekmoyuUmMb UMU ebikmo4ums yyacmue e Kaspersky Security Network, ebinonHume crnedyrowue delicmeus:
1. OTkponTe rnaBHOE OKHO Mporpammei.
2. o ccbinke HacTpowka B HMKHEN YacTy raBHOro OkHa OTKpoinTe okHO HacTporka.
3. B pasgene OononHutenbHo Bbibepute 6rok O6paTHasa cBA3b.
B okHe oTobpasaTca ceegeHns o Kaspersky Security Network (KSN) n napameTpbl yqactua B KSN.
4. BkntoumTe unu BoiknoumTe yyactue B Kaspersky Security Network no kHonkam BknouuTb / BblkniounTb:
e  ecnu Bbl XoTUTe y4acTBoBaTh B KSN, HaxxmuTe Ha kHonKy Bknrounts;

e  ecnu Bbl He xoTuUTe ydacTtBoBaTh B KSN, HaxMuTe Ha KHOMKy BbIKNoO4unTb.




YYyAcTUE B KASPERSKY SECURITY NETWORK (KSN)

NMPOBEPKA NOAKNIOUMEHUA K KASPERSKY SECURITY
NETWORK

MopknioueHue k Kaspersky Security Network moxeT oTcyTcTBOBaTh MO Creayowum NpuyiMHaMm:
e Bubl He yuacTByeTe B Kaspersky Security Network.
e Baw komnbloTep He NOAKTIOYEH K UHTEPHETY.

e Tekywmn cTaTyc Knoya He NO3BONSAET ocyLecTBUTb nogkntoyveHne k Kaspersky Security Network.
Tekywmn ctatyc kntoya otobpaxaeTcs B okHe JlMueH3MpoBaHue.

®»  UYmobkl nposepums nodknoyeHue k Kaspersky Security Network, ebinonHume credyouwue delicmeus:
1. OTkpoiiTe rmaBHOE OKHO MpPOrpammbi.
2. o ccbinke HacTpowka B HMKHEN YacTy rMaBHOro okHa oTkponTe okHO HacTpoika.
3. B paspene [lononHuTtensHo BbIbepuTe nogpasgen ObpaTHas cBA3b.

B okHe oToBpasutcs ctatyc nogkntoveHus k Kaspersky Security Network.




YYACTMUE B NPOIrPAMME «3ALLIUTU
APYIrA»

Mporpamma «3awutn gpyra» nossonsert onybnvkoBaTts B TBATTEPE M Ha CTPaHMLAX B COLMAanbHbIX CETAX CCbINKYy Ha
3arpysKky yctaHoBoyHoro naketa Kaspersky Internet Security ¢ yBenmyeHHbIM 03HakoMuTenbHbIM nepuogom. Ecnu Baw
Apyr B couuanbHoM cetm unu B TBUATTEpE 3arpysuT YcTaHOBOYHbIM nakeT Kaspersky Internet Security no
onybnvKoBaHHOW BaMu CCbINKe U akTMBMPYeT nporpammy, Bam OyayT HauvcneHbl OoHycHble Gannbl. HakonneHHble
OOoHYCHbIE Gannbl Bbl MOXeTe 0OMeHsITb Ha GOHYCHbIN koA akTuBauum Kaspersky Internet Security.

Bo3moxHoCTb y4vyacTtud B nporpammve <<38U.I,VITVI apyra» MoxeT ObITb OOCTynHa He and BCceX nonb3oBartenen.

Konuyectso 60HyCHbIX ©6annoB 3aBNCUT OT Bepcun nporpamMmmbl.

YT106blI NPUHATL yvacTve B nporpamme «3awutn Apyra», HeobxoAMMO OTKpbITb Beb-CTpaHuuy Bawero npoduns B
nporpammMe «3awmTn gpyra». Beb-ctpaHuua Balero npocuns goctynHa no ccbinke Mo npodunb B HKHEN YacTu
rnaBHoro okHa Kaspersky Internet Security. Baw npocunb cosgaetca aBTomatuyecky npy NnepBoM BXoAe.

[nsa Bxoga B Baw npocdunb B nporpamme «3awimt gpyra» HeobxoAuMoO aBTOPU30BaTLCS C NMOMOLLBK YYETHOW 3anucu
My Kaspersky. Ecnu y Bac ewe HeT ydeTHon 3anuncn My Kaspersky, Bbl MOXeTe co3gaTb ee npu NepBOM OTKPbITUK
BaLlero npoduns B nporpamMmme «3alut gpyrar.

Ha Be6-cTpaHuLe Ballero npogurs B nporpaMmme «3alutii Apyra» Bbl MOXETE BbINOMHATL Crieayollme AericTBuUs:
e MpocMaTpuBaTbh KOMMYECTBO HAKOMMEHHbIX GOHYCHbIX Ganos;
e nybnukoBaTb CChINKW Ha 3arpy3ky ycTaHoBouHoro naketa Kaspersky Internet Security;

*  UM3MeHsTb CBOWCTBA Ballero npocurns (M3obpaxeHue U ums, kotopble ByayT nybnukosatbecsi B TBUTTEpE,
coumarnbHbIX CeTsX 1 briore BMeCTe CO CChINKOWM Ha 3arpysky ycTaHoBOYHOro naketa Kaspersky Internet Security).

Mpn nepexoge ¢ Kaspersky Internet Security k ncnonb3oeaHuto Kaspersky Total Security Bbl MOXeTe NpogomkuTb
y4yacTBOBaTb B nporpamme «3awutun gpyra». B atom cnyyae Bbl npeanaraete Apy3bsM CChINKy Ha 3arpy3Ky yCTaHOBOYHOIO
naketa Kaspersky Intemet Security. Npu nepexoge k ucnonb3oBaHuio Kaspersky Total Security nctopusa yyactua B
nporpaMme «3alLMTN Opyra» U HakonmneHHble Gannbl COXPaHAITCH, U Bbl MOXeTe OOMEHSITb HakonmneHHble Gannbl Ha
GoHycHbIV ko akTuBaummn Kaspersky Internet Security. Mpu noBTopHOI ycTaHoBke Kaspersky Total Security unu nepexone
Ha 6ornee HoByto Bepcuto Kaspersky Total Security, yyactue B nporpamme «3aluty gpyra» npekpawiaeTcs.

B 3TOM PA3OENE
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Bxoa B BALLU NMPO®UIbL B NPONrPAMME «3ALLUTMU
OPYrA»

[ns Bxofa B Baw npodunb B nporpamme «3alumTu Apyra» HYXHO aBTOpPM30BaTbCH C MOMOLLbI yyeTHow 3anucu My
Kaspersky. Ecnu y Bac euwle HeT y4eTHol 3anucu My Kaspersky, npu nepsom Bxoge Ha BebO-CTpaHuLy nporpamMmbl
«3awmnTy gpyra» Bam HyXHO co3gaTtb yyeTHyto 3anmcb My Kaspersky.




YYACTHUE B NPOrPAMME «3AWIUTU OAPYFrA»

YyeTHasa 3anucb My Kaspersky npeacrtaBnsiet cobovi agpec Ballen 3MeKTPOHHOM NoYTbl U napornb (He MeHee BOCbMU
CMMBOOB), KOTOPbIE Bbl YKasanu Npu perucTpauum.

[Mocne cosgaHus y4YeTHOW 3anMMCUM Ha YKasaHHbI BamMy afpec 3MeKTPOHHOW MouTbl OydeT npucraHo MMcbMo,
coaepiKallee CCbinky Ans aktmsaumu Ballen ydetHon 3anucu My Kaspersky.

[Mocne akTMBauum Bbl MOXETe MCMOMb30BaTh Bally y4yeTHyt 3anucb My Kaspersky ans Bxoga Ha CTpaHwuuly Ballero
npochunsa B Nnporpamme «3alumnt apyra.

®»  UYmobsl cozdamb yuemHyro 3anucb My Kaspersky, ebinonHume crnedyrouwue delicmeusi:

1. OTkpowTe rmaBHOE OKHO NMporpamMmmbl U B HUXKHEN YacTu OKHa nepenante no ccolnike Mon npodpuns.

OTkpoeTca BebG-CTpaHuua nporpammbl  «3awutn Apyra», cojepxawas nons Ans  peructpauuyi  wnu
aBTOpU3aumMm ¢ NOMOLLbIO ydeTHow 3annucu My Kaspersky.

2. CospanTte 1 akTMBMpyMTE y4eTHyto 3anmuck My Kaspersky:
a. B neBon yactu Be6-cTpaHuWLbl BBEAWTE aapec dMeKTPOHHOM NoYTkl B none E-mail.

b. BseawTe naponb v nogTeepxaeHve napons B nons Maponb n NMoaTBepXxAeHUe napons. Maponb AokeH
cofepxaTb He MeHee BOCbMW CYMBOJIOB.

c. Haxmute Ha kHonky 3aperncTpupoBaThCsl.
Ha Beb-cTpaHuue otobpasnTtest coobuyeHre o6 ycnelwHon pervctpauum ydetHon 3anncu My Kaspersky. Ha
yKasaHHbIi BaMu agpec 3NEeKTPOHHOW MouThl OGyAeT OoTnpaBneHo MNWCbMO CO CCbIIKOM, MO KOTOpPOW
HeobXxooMMO NepenTy Ana akTBauumn y4eTHor 3anucu My Kaspersky.

d. TNepengute No ccbinke Ans akTmBaummn y4etHon 3annucu My Kaspersky B nony4eHHOM nucbMme.
Ha Beb6-cTpaHuue otobpasnTca coobuieHne o6 ycnewwHon aktmBaumm yvetHow 3anucu My Kaspersky. Bbl
MOXeTe WCMonb3oBaTb CO34aHHYK Y4yeTHyto 3anmck My Kaspersky ans Bxoga B Baw npodwunb B

nporpamme «3awwutn gpyray.

Ecnu y Bac yxe ecTb ydeTHas 3anucb My Kaspersky, Bbl MOXeTe ucnonb3oBaTb €€ A BXoAa Ha CTpaHuly Ballero
npoduns.

®»  Umobbi eolmu Ha cmpaHuyy npoguns rnpozpamMmbi «3awumu dpyaa», ebinonHume credyrowue delicmeusi:
1. OTkpowTe rmaBHOE OKHO NporpamMmmbl U B HUXKHEW YacTu OKHa nepenguTe no ceoinke Mon npoduns.

OTkpoeTca Beb-CTpaHuMua nporpammbl  «3awWwMTv  Apyra», cogepxawas nons Ans perucTpauum  unu
aBTopu3aumm ¢ NoMoLbo y4eTHon 3anucn My Kaspersky.

2. B npaBon uyactn Beb-cTpaHuubl BBeguTe B NOMsi aApec 3MEKTPOHHOW MouTbl M Mapofb, ykasaHHble Mpu
pervctpauun yyetHon 3anucu My Kaspersky.

3. HaxmwuTte Ha kHonky BonTw.

Ha Beb-cTpaHue oTobpasnTcsa Baw npodwunb B Nporpamme «3alimTv gpyray.

KAK NOAENUTLCA CCbINKON HA KASPERSKY INTERNET
SECURITY C APY3bSMM

C Beb-cTpaHuubl cBOero npoduns B nporpamme «3almTv gpyra» Bbl MOXeTe onybrmkoBaTb CCbIIKY Ha CKaunBaHue
ycTaHoBoYHoro naketa Kaspersky Internet Security B TButtepe, a Takxe B coumanbHbIX ceTsx. Kpome Toro, Bbl MOXeTe
BCTaBUTb Ha CTpaHuuy cBoero BeG-canTa unmn bnora nHopmaumio 0 Bawem npodune B nporpamme «3alimTti gpyra»
CO CCbINKOM Ha YCTAHOBOYHLIA MakeT. Takke Bbl MOXETe OTNPaBWUTb CCbIKY Ha 3arpy3ky YCTAHOBOYHOIO MakeTa
Kaspersky Internet Security no anekTpoHHOM No4YTe MM C NOMOLLBK NMPOrpaMM MrHOBEHHOTO OOMeHa COOOLeHAMU
(hanpumep, ICQ).




PYKOBOACTBO NONb30OBATENA

®»  Ymobbl onybriukosams CCbINIKy Ha 3a2py3Ky ycmaHo804YHO20 nakema Kaspersky Internet Security 8 Teummepe unu
coyuarbHbIX cemsix, 8binosHUmMe credyrouwue delicmeus:

1. OrtkponTe rmaBHoe okHO Kaspersky Internet Security n nepengute no ccoinke Mon npocdunb B HWXHEW YacTy
OKHa.

OTkpoeTca Beb-CcTpaHMLa aBTopm3aumm B nporpaMmme «3awmTv gpyrar.
2. BbinonHuTe aBTOpM3aumio Ha BeG-CTpaHuLe ¢ nomoLlblo Balen ydeTHomn 3anncu My Kaspersky.
Ha Beb-cTpaHuue otobpasnTtcs uHdopmaums Balero npoduns B nporpamme «3autn gpyray.

3. B meBon yactn Beb-CTpaHUUbl HaXMWTE Ha KHOMKY C JIOFOTUMOM HYXHOW coumanbHown cetn (Facebook wnu
BKoHTakTe) unu TeutTepa.

OTkpoeTcs BeO-cavT BblOpaHHOM coumanbHOW ceTu wunu TeutTep. B neHTe HoBOCTeW Bawwux apysen Oypet
onybrnvkoBaHa ccbifika Ha 3arpysky yctaHoBo4Horo naketa Kaspersky Internet Security ¢ npogneHHbiM nepuogom
GecnnaTtHoro ucnonb3oBaHusi. [pu HeobXxoAMMOCTM Bbl MOXETe BBECTM [OMOMHUTENbHBLIA TEKCT B opMme
nybnukaumu.

Ecnu Bxog Ha Bawly CTpaHuuy B counanbHOM cetTn unu TBMTTepe He BbIMNOJIHEH, OTKPOETCA BeG-CTpaHMLI,a
aBTopu3auun.

®»  Umobbl pasmecmumsb Ha ceoem 8eb-calime 8eb-eudxem co CCbIIKOU Ha 3a2py3Ky YyCmaHOB80YHO20 nakema
Kaspersky Internet Security, ebinonHume cnedyrouue delicmeus:

1. OrtkponTe rnaBHoe okHo Kaspersky Internet Security n nepengute no cceinke Mo# npodunb B HWXHENR YacTy
OKHa.

OTkpoeTcs Beb-CTpaHuLa aBTopmu3auny B nporpamMme «3allmTu gpyrax.
2. BbinonHWTe aBTOpPM3aLMio Ha BEG-CTpaHULLEe C NOMOLLbIO Ballen y4eTHorn 3anncu My Kaspersky.
Ha Beb-cTpaHuue otobpasnTcs uHdopmaLuusi Ballero npoduns B nporpamme «3alutu apyray.

3. B BepxHen yactn Beb-cTpaHuLpbl B packpbiBatoLemcs cnvcke Mogenutbes Boibepute anemeHT MonyunTts Kop
BebG-BMpXeTa.

OtkpoeTcst okHo Koa Be6-BumkeTa, copepxallee koa Beb-BuoxeTa AN BCTaBKM Ha CTpaHuLy Baluero Beb-
caunTa.

Bbl MoXeTe ckonvpoBaTb koh BebG-BuaxeTa B Gycdep obMeHa 1 BCcTaBuTb ero B html-kof cTpaHuubl Bawero Be6-caiTta
unu énora.

®  Umobbi nony4ums ccbiiky Orisi cKadueaHusi ycmaHo804YHo20 nakema Kaspersky Internet Security 0nsi nepecbinku
10 oYme usu ¢ MOMOWbI0 MPoepamMMbl MEHOBEHHO20 0bMeHa CoobLWeHUSIMU, 8bInoTHUMe crnedyouwue 0elicmeus:

1. OrtkponTe rnasHoe okHo Kaspersky Internet Security n neperigute no ccoinke Mon npocdunb B HWXHENR YacTu
OKHa.

OTkpoeTcs Beb-cTpaHuLa aBTopmsaumm B nporpaMmme «3almTu gpyrar.
2. BbinonHuTe aBTOpPM3aumio Ha BeG-CTpaHuULe ¢ NoMoLLbIo Ballen ydyeTHomn 3anncn My Kaspersky.
Ha Beb-cTpaHuue otobpasnTtcs uHdopmaums Baluero npoduns B nporpaMmme «3aLutn gpyray.
3. B neBoit Yactu Beb-cTpaHuLbl nepeianTe no ccbinke Mony4yuTb cCbinky.

OTtkpoeTca okHO Ccbinka Ha yCTaHOBOYHbLIM MaKeT, cogepxallee CCbINKy ANA 3arpy3ku yCTaHOBOYHOrO
naketa Kaspersky Internet Security.

Bbl MOXeTe ckonmpoBaTh CCbiniky B 6ycdep obMeHa 1 oTNpaBuTb €e Mo NoYTe WK C NMOMOLLLIO NPorpaMm MrHOBEHHOIO
obmeHa coobLeHuaMuN.




YYACTHUE B NPOrPAMME «3AWIUTU OAPYFrA»

OBMEH BANNOB HA BOHYCHbIA KOO AKTUBALIUMN

Mpu yyactum B nporpamme «3awmt Apyra» Bbl MOXeTe Mony4uTb OOHYCHbIM koA aktmBaumm Kaspersky Internet
Security, HakonvB onpegeneHHoe KonuyecTBO OOHYCHbIX GannoB. Bam HauucnsioTca 6GoHycHble OGanmbl, Korga
nonb3oBaTtenun aktmeupytoT Kaspersky Internet Security, ecnn nporpamma 3arpykeHa NO CCblIKe, KOTOPOW Bbl
Nnoaenunncb C HUMK U3 CBOEro Npoduns.

BOHyCHbIe KoAbl akTuBaUnn NpeanocTaBridloTCA B Crieaylownx cryvyaax:

e PV OAHOKPaTHOM akTMBaUMW MONb30BaTeneM, C KOTOPbIM Bbl NOAENWMUCL CCbINKOW, NPOGHOM Bepcuu
Kaspersky Internet Security;

e PV aKTMBaUMK NONb3oBaTenem, C KOTOPbIM Bbl MOAENWUNUCE CChINKOW, NporpaMmbl Kaspersky Internet Security.
Ha Beb-cTpaHuue cBoero npoduns Bbl MOXeTe NPOCMOTPETb UCTOPUIO HauMCNeHnsi 6oHYCHbIX 6anmnoB 1 MHdopMaumio
0 OOHYCHbIX KOAax akTuBauuu, KOTopble Bam MpefocTaBneHbl. Takke NpefocTaBneHHbId GOHYCHBIV KOO aKTuBaumm
OydeT oTnpaBneH Ha Ballly 3NEKTPOHHYIO MOYTY.

BOHYCHbIN KOO, akTuBaLumMm MOXeT ObITb YKa3aH B nporpaMme B Ka4eCcTBe pe3epBHOIro Koda aktusalunu.

BoHyCHbIN Kof akTMBaLMKM MOXeT OblTb NPUMEHEH Ans aKTUBauMu NporpammMbl Ha ApYroM KOMnbloTepe (Hanpumep, Bbl
MOXeTe NoaapuTb ero A4pyroMy nonb3oBaTenio).

MpymeHeHre BOHYCHOro Ko4a akTMBaLUKM HEBO3MOXHO B CeaytoLuX Cryyasx:

e [lporpamma ucnonb3yeTca no nognucke. B aTom cnyvae Bbl MOXeTe NPUMEHUTb GOHYCHBLIV KoL akTMBauMu
nocrie OKOH4YaHUsi NOANUCKN. Takke Bbl MOXETE NPUMEHUTb BOHYCHBIN KO akTUBaLMKN Ha APYromMm KOMMNbITepe.

. B nporpamme YXe yKa3aH pes3epBHLIN koA akTusaumn. B atom cny4dyae Bbl MOXeTe NPUMEHUTb 60HyCHbIﬁ Koa
aKTUBaLMn MO NCTEYEHMM CPOKa AENCTBUS NTULIEH3UMN.

®»  YmobbI nosy4ums 60HyCHbIU KOO akmusayuu U akmueupoeams rpospamMmy C MOMOWbIO HE20, 8bIMOIHUME
cnedyroujue delicmeus:

1. OrtkponTe rnaBHoe okHo Kaspersky Internet Security n nepeingute no cceinke Mo# npodunb B HWXHENR YacTy
OKHa.

OTkpoeTcsl BeG-CTpaHuLa Ballero npocuns B nporpamme «3aut apyray.
2. BbInonHWTe aBTOpM3aLMio Ha BEG-CTpaHULEe C NOMOLLLIO Ballen y4eTHorn 3anncu My Kaspersky.
Ha BeG-cTpaHuue otobpasnTcst MHbopMaLus Ballero npouns B nporpamme «3autu apyray.

Bbl MoxeTe MpocMOTpeTb MHMOPMaUMIO O HAYUCHEHHbIX BaM BOHYCHbIX 6annax B 6rnoke Mou GOHycHble
6annbl. Ecnu konmyectBa HakonneHHbIX BamMy GOHYCHbIX 6annoB 4OCTaTOYHO AN nonyyeHust BoHyCHOro koga
akTmBaumun, psaoMm c kHonkon lMonyunTb OOHYCHLIM KOA aKTMBauuu B MNpaBoOM 4YacTu Beb-CTpaHuubl

oTobpaxaeTcsa yBegoMneHme 0

3. YT0Obl Mony4nTb GOHYCHbIA KOZA aKTUBaLMM W aKTMBMPOBAaTb MNPOTrpaMMy C MOMOLLbIO HEro, BbINOMHUTE
cregyrolme oencTeus:

a. Haxwvute Ha kHonky Mony4YnTb GOHYCHbIN KOA aKTUBaLUM.

[oxgutecb nonyyeHna Koga aKtmBauuw. nOﬂy‘-IeHHbIIZ 6OHyCHbIl7I Ko aKtuBauumn OT06pa3VITC$I B
OTKpbIBLLEMCA OKHE.

b. Haxmute Ha kHonNKy AKTUBUpPOBATL.

OTkpoeTca OkHO AkTuBauusA C cooblieHneM O npoBepke Koga akTveaumu. [locne npoBepkn KoAa aKkTusaumm
OTKPOETCH OKHO C coobuieHnem o6 ycneluHon aktnBaummn Kaspersky Internet Security.




PYKOBOACTBO NONb30OBATENA

®»  Ymobbl npocmompems ucmoputo npedocmassieHusi 60HYCHbIX KOO08 akmusayuu U akmusuposams npozspammy ¢
romouwibto 6OHycHO20 Koda akmusayuu, npedocmassieHHoO20 paHee, 8birnonHume crnedyruwue delicmeus:

1. OrtkponTe rmaBHoe okHO Kaspersky Internet Security n nepengute no ccoinke Mon npocdunb B HWXHEW YacTy
OKHa.

OTkpoeTce Beb-cTpaHuLa Bawero npoduns B nporpamme «3aLut apyray.
2. BbinonHuTe aBTOpM3aumio Ha BeG-CTpaHuue ¢ nomoLlblo Bawen ydeTHomn 3anncn My Kaspersky.
Ha Beb-cTpaHuue otobpasnTtcs uHdopmaums Balero npoduns B nporpamme «3autn gpyray.
3. B HwxHen yactn Beb-cTpaHuLpbl NepengnTe no ceoliike BoHycHbIe Koabl akTMBaLUMK.
OTkpoeTcs okHo BoHycHble 6annbl Ha 3aknagke BoHycHble koAbl akTMBaLMMN.

4. B cnvcke nomyYeHHbIX GOHYCHBIX KOAOB akTMBALMM HaXMWUTe Ha Ko akTMBauuu, C NMOMOLLbH KOTOPOro Bbl
XOTUTE aKTUBMPOBaTL Nporpammy.

OTKkpoeTcsl OKHO, codepkallee GOHYCHbLIV Ko akTUBaLMK.
5. HaxmuTe Ha kHONKy AKTUBUpOBATb.

OTkpoeTca OkHO AkTuBauusA C cooblieHneM O npoBepke Koda akTmeauuu. lMocne mpoBepkyn Koga akTvsaumu
OTKPOETCH OKHO ¢ coobuleHnem o6 ycneluHon aktnBaumn Kaspersky Internet Security.




PABOTA C NPOrPAMMOM U3 KOMAHOHOM
CTPOKM

Bbl moxeTe paboTatb ¢ Kaspersky Internet Security ¢ nomoLLbt0 KOMaHAHOW CTPOKW.

CWHTaKcuc KOMaHAHOW CTPOKW:
avp.com <kOMaHOa> [MapaMeTpPEH]

[na npocmoTpa cnpaBoYyHON MHPOPMALIMK O CUHTaKCUCe KOMaHOHOW CTPOKM NpeaycMOoTpeHa KoMaHaa:
avp.com [ /? | HELP ]

OTa KOMaHAa Mo3BONSET MOMyYMTh MOMHbLIN CUCOK KOMaHA, AOCTYNHbIX Ana pabotel ¢ Kaspersky Internet Security
yepes KOMaHOHY CTPOKY.

[nsa nonyyeHnst cnpaBoYHo NHPOPMaLIMM O CUHTAKCUCE KOHKPETHOM KOMaHbl Bbl MOXeTe BOCMNOSb30BaTLCS OOQHOM U3
creayoLmx KoMaHg;:

avp.com <koMaHma> /?

avp.com HELP <komaHna>

ObpaluaTbecs kK NporpaMme Yepes KOMaHAHYK CTPOKY crieayeT U3 nanky yCTaHOBKM NporpamMmbl Mbo ¢ ykasaHnem
MOSTHOrO NyTH K avp.com.




OrPAHUMEHMA U NPEAYNPEXOEHMUA

Kaspersky Internet Security nmeeT pag HEKPUTMYHBIX ANA paboTbl NPOrpaMMbl OrpaHUYEHuU.

OrpaHunyeHuns npy1 o6HOBNEHUN Npeabiayluen Bepcum nporpaMmmbl

e [lpn obHoBneHun npeabiaywen Bepcun Kaspersky Internet Security crnegywolwme napameTpbl nNporpaMmbl
3aMEeHSAITCA napameTpamMy MO YMOMYaHWI0: WCTOYHUKM OOHOBIEHW, CMUCOK AOBEpeHHbIX Beb-aapecos,
napameTpbl Moayns npoBepKu CCbINOK.

e [lpu yctaHoBke HoBon Bepcun Kaspersky Internet Security noBepx Bepcun Kaspersky Internet Security 2011 n
HUXe pe3epBHble KoNuM hainoB U 0OBbEKTLI, HAXOASLMECH Ha KapaHTUHe ByayT NoTepsiHbl, Tak kak ux chopmat
He mopaepxuBaeTcs M He MoxeT ObiTb npeobpasoBaH B HOBbIM ¢hopmaT. Npu obHOBRNEHUM nporpamMmbl C
Bepcum Kaspersky Internet Security 2012 BO3MOXHO BbIMONHWUTL NpeobpasoBaHue pe3epBHbIX KOMUIA daiinos 1
0ObEeKTOB, HaXOOSLWMXCA Ha KapaHTUHe, B HOBbIM ¢opmaTt. XpaHunuviuie pesepBHbIX Konui B dopmaTte
Kaspersky Internet Security 2013 1 nosgHee noppepxvBaeTcsi U He TpebyeT npeobpa3oBaHUsS B HOBbIV

¢opmar.

OrpaHun4yeHns paboTbl HEKOTOPbIX KOMMOHEHTOB U 00pPaboTku (hanoB B aBTOMaTUUYECKOM pexume

O6paboTka 3apaxeHHbIX (pannoB BbLINONHAETCS B aBTOMATUYECKOM pexuMe Nno npasunam, cgopMUPOBaHHbLIM
cneunanuctamm «Jlabopatopum Kacnepckoro». Bbl He MoxeTe Bpy4Hyl0 M3MeHATb 3TW npaswuna. lpasuna moryT
06HOBUTLCSA B pedynbTate 06HoBNeHnsa 6a3 1 NporpaMMHbIX MOAYen. Takxke B aBTOMaTUYE€CKOM pexnme 06HOBNSAOTCA
npasuna CeTeBoro akpaHa, KoHTpons nporpamm u pexxvma besonacHbix nporpamm.

OrpaHuyeHuns npoBepku hannos u ceptTudukaTtoB Be6-canToB

Mpu npoBepke caina u ceptudumkata Beb-caniTa nNporpamma MoXeT obpawatbes 3a nHdopmaumen B Kaspersky
Security Network. Ecnu panHble n3 Kaspersky Security Network nonyunts He yganocb, nporpamMma npuUHUMaeT
pelleHne O TOM, ABMASETCA Nu ann 3apaxeHHbiM, a cepTudukaT HEeOOBEPEHHbIM Ha OCHOBaHWM FOKarnbHbIX
aHTMBMPYCHBbIX 6as.

OrpaHun4yeHus pyHKLUMOHaNbLHOCTU MOHUTOPMHIa aKTUBHOCTU

@DyHKLUMOHANBHOCTL CO34aHWs pPe3epBHbLIX koNui annos, KoTopble ObiNu 3almndpoBaHbl BPeJOHOCHOW MporpamMmon -
KPUNTOPOM, UMEET CNeayoLNe OrpaHNYEHUS:

. Ecnn Ha cucteMHOM AucKe, Ha KOTOPOM pacrnofioxeHa nanka Temp, He xBaTaeT nNamsaTW, pes3epBHOE
KonnpoBaHne He BbINOJIHAETCA, yBeJOMI1eHNEe O HEBbINOJTHEHUN KONMNPOBaHUA (Hel'lpe,D,OCTaBJ'IeHVIVI 3a|J.l,VITbI) He
BbIBOOUTCA.

. PesepBHble konuu gannos MOryT XpaHUTbCA B He3allUWeHHOM Buae.

e PesepBHble KONMMM COXpaHeHHbIX hannoB yaansaTcs npu 3aBeplueHun pabotbl Kaspersky Internet Security
UNN OTKIMIOYEHUWN KOMNOHEHTa MOHUTOPWUHI aKTUBHOCTW.

e B cnyuyae HewTaTtHOro 3aBeplieHus pabotbl Kaspersky Internet Security pesepBHble konum He yaanswoTcs. B
3TOM crnyyae ux Heo6xooMMO yaanuTb BPYYHYHO.

MpeaynpexneHue o cbope agnarHocTuieckon nHdopmauum

AunarHocTuyeckas HopMaums o paboTe Nporpammbl, KOTOPYIO Bbl coBupaeTe ana CnyxGbl TeXHUYEeCKoh NoOAePXK, B
npouecce c6opa wudpyetcs. Mpy HEOBXOAUMOCTU LUINGPOBAHNE MOXHO BbIKITOYNTb.




OrPAHUYEHWUA U NPEAYNPEXAEHUSA

OrpaHun4vyeHnsa PyHKLUMOHaNbHOCTU 3alMLLEeHHbIe COeANHEeHUs

B cBs3n ¢ TEXHMYECKMMM OrpaHNYeHNsIMK peanusaunm anropuTMOB MPOBEPKU, NPOBEPKA 3aLULLEHHBIX COEANHEHUIN HEe
nogaepxveaeT HekoTopble pacwmpeHus npotokona TLS 1.0 u Bbiwe (B yactHoctu NPN u ALPN). lMogkntoveHne no
3TVMM NPOTOKONam MOXeT BbITb orpaHnyeHo. VIHTepHeT-6pay3epbl ¢ noaaepxkor npotokona SPDY ncnonb3ytoT BMECTO
SPDY npotokon HTTP noBepx TLS, paxe ecnu cepBep, K KOTOPOMY BbINOMHAETCA MOAKIIOYEHWE, MOALAEPXKUBAET
SPDY. Npu 3TOM ypOBEHb 3aLLMTbl COEQUHEHUS HE CHUXKAETCS.

MpepynpexaeHue o pabore KoMmnoHeHTa AHTU-Cnam

@DyHKLUMOHANBHOCTL KOMMOHEHTa 3awutbl AHTU-Cnam MoxeT OblTb M3MeHeHa B pe3ynbTaTe pefakTMpoBaHus daiina
HaCTPOMKN KOMNOHeHTa AHTK-Cnam.

Oco6GeHHOCTU MpPOBEpPKU MamATM sigpa Ha Hanuuue PYTKATOB BO Bpems paGoTbl B BesonacHom
Opaysepe

B cnyyae oBHapyeHUs HeOOBEpPEHHOro MoAyns BO BpeMs paboTtbl BesonacHoro 6Gpaysepa, OTKpbiBaeTcss HoBasi
3aknagka Gpaysepa C yBeJOMIEHMEM O TOM, YTO Obifla OOHapyxeHa BpedOHOCHasi nporpamMma. B aTom crnyyae Mbl
pekoMeHAyeM 3aKpbiTb Gpay3ep ¥ BbINOMHWTL MOSTHYH NMPOBEPKY KOMMbLOTEPA.

Oco6eHHOCTH 3alWmThbl AaHHbIX 6ydepa obmeHa
Kaspersky Internet Security paspelwsaeT nporpamme obpallatbca k 6ydepy odOMeHa B cneaytoLmx cryyasx:

e [Iporpamma C akTVBHbIM OKHOM NbITaeTCA NOMECTUTb AaHHble B Oydep obMeHa. AKTUBHBIM CYMTAETCA OKHO, C
KOTOpbIM Bbl paboTaeTe B HACTOALLUA MOMEHT.

e  3allyLLeHHbI NpoLecc NporpamMmmbl NbiTaeTcs NOMeCTUTb AaHHble B Bydep obMeHa.

e  3alyueHHbIM NpoLecc NporpamMmmbl KM NPOLECC C akTMBHBIM OKHOM MbITAETCs MONy4MTb AaHHble 13 Bydepa
obmeHa.

e [aHHble 13 Bycdepa obmMeHa nbiTaeTcs NOMy4YUTb MPOLIECC MPOrpammebl, KOTOpbIA paHee cam NMOMEecTMn 3Tu
JaHHble B 6ydep obmeHa.

e [lpu 3aBepweHun paboTaroiero npouecca 3awmuieHHoro 6paysepa Kaspersky Internet Security ounwaet
Oycbep obmeHa, ecnu nocneaHsst onepauusi ¢ AaHHbIMKU Bydepa obmeHa Obina BbIMOMHEHA 3aLLMLLEHHBIM
NpoLEeCCOM.

MpepynpexageHne o COBMECTMMOCTHU ¢ nporpammamum «Jlabopatopum Kacnepckoro»
Kaspersky Internet Security coBmecTm co cnegyoLwmmm nporpammammn «Jlabopatopum Kacnepckoro»:
e Kaspersky Fraud Prevention 2.5;
e Kaspersky Fraud Prevention 3.0;
e Kaspersky Password Manager 2.0;
e Kaspersky Password Manager 5.0;

¢ Kaspersky Password Manager 7.0.




OBPALLUEHME B CNTIYXBY TEXHUYECKOM
NMOAAEPXKMU

OTOT pasgen CoaepXMT MHAOPMAaLMIO O CrnocoGax MOMyY4eHUs TeXHUYECKON MOOOEPXKA W O TOM, Kakue YCroBus
TpebyloTcs Ans nonyvyeHns noMowm o1 Cnyx0bl TeXHUYECKON NOAOEPKKM.

B 3TOM PA3[ENE
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CnocoBbl NONYYEHUA TEXHUYECKOU NOAAEPXKMU

Ecnu Bbl He Hawnu pelleHvs Baweln npobnembl B AOKYMEHTauMWM K MporpaMMe WM B OAHOM W3 WCTOYHMKOB
uHdopmauum o nporpamme (CM. pasgen «UCTOYHMKM MHOpMaumm o nporpamme» Ha cTp. 10), pekomeHayem
obpatntbca B Cnyxby TexHudeckow noadepxkn «Jlabopatopum Kacnepckoro». CoTpyaHukm CrnyxObl TeXHMYeCcKon
NOAAEPXKKN OTBETAT Ha BaLUM BONPOCHI 06 YCTaHOBKE U MCNOMNb30BaHWM NPOrpamMmel.

Mpexge 4yem obpatutbca B CnyxkOy TexHWYECKOW MOoAOEpXKM, O3HAKOMbTECh C MpaBuiiaMu MpenocTaBreHUs
TexHunyeckon nogaepxkm (hitp://support.kaspersky.ru/support/rules).

Bbl MoXeTe cBsA3aTbCsA Co crieumanucTamm Cnyxbbl TEXHUYECKOW NOOAEPKKN OAHUM U3 CrieaytoLLMX CrocoGoB:

L] [Mo3BOHUTL NO Teﬂed)OHy. 9T10T cnocob noseonsieTt MPOKOHCYINbTUPOBATLCA MO TeJ'Ied)OHy CO cneunannctamm
pyCCKOﬂ3bI‘-IHOI2 WNU MHTEPHaLUNOHaNbHOM Cﬂy)K6bI TEXHNYECKON NOAOEPKKM.

e Otnpaeute 3anpoc ¢ noptana My Kaspersky. OToT cnoco6 no3sonsieT BaMm CBA3aTbCA CO creuuanuctamu
CnyxGbl TexHUYeCKo Noaaepxkn Yepes hopmMy 3anpoca.

TexHnveckas noggepxka npedocTaBnsaeTcs TOMbKO  Nonb3oBaTensM, KoTopble an06penV| NNUEH3NK  Ha
ncnonb30oBaHue nporpaMmmel. TexHn4eckas nogaepikka ans nosb3oBaTtenen I'IpO6HbIX BEpCUI He ocyLLecTBNAeTCS.

TEXHUYECKASA NOAAQEPXKA NO TENE®OHY

Ecnu Bo3HWKNa HeoTrnoxHasi npobrema, Bol MOXETE MO3BOHWUTL CReLManmucTam pPycCKOs3bIMHOW UMM MeXayHapoaHoOM
TexHu4eckon nogaepxku http://support.kaspersky.ru/support/contacts.

Mepen obpaiieHnem B Cnyxby TexHUYECKOW MoaaepXku, noxanyncra, 03HaKOMbTECh C NMpaBunamMu npeaocTaBneHust
noaaepxku http://support.kaspersky.ru/support/rules. 3To NO3BONUT HaLLWM cnieumnanucTam bGbicTpee NoMoYb BaMm.



http://support.kaspersky.ru/support/rules
http://support.kaspersky.ru/support/contacts
http://support.kaspersky.ru/support/rules

OBPAWEHUE B CNYXBY TEXHUYECKOW NOAAEPXKM

NMONYYEHUE TEXHUUYECKOU NOOAEPXKUW HA NOPTAINE
MY KASPERSKY

My Kaspersky — aT1o Baw nepcoHanbHbi pasgen (https://my.kaspersky.ru) Ha cante Cnyx0bl TEXHUYECKOW NOAAEPXKKU.

Ona poctyna k noptany My Kaspersky Bam TpebyeTcsa 3apernctpypoBaTbCid Ha CTpaHuUe perucrpaumu
(https://my.kaspersky.com/ru/registration). Bam HyxHO ykasaTb afpec SNeKTPOHHOW MoYTbl U Naponb ANst AocTyna K
noptany My Kaspersky.

Ha noptane My Kaspersky Bbl MOXeTe BbINOMHATL criegylowme 4edcTBUA:
e OTNpaBnsATb 3anpockl B Cnyx6y TeXHNYECKON noaaepkku u BupycHyto nabopatoputo;
e 0obOMeHuBaTbCs co0bLLEHUAMN CO CrnyxOo TEXHNYECKON NoaaepXku 6e3 CNornb30BaHKs ANEKTPOHHON MOYTHI;
e  OTCMexuBaTb COCTOsIHME BalUMX 3arpoCOB B pearnbHOM BPEMEHU;
e MpocmaTpuBaTh NOMHYH NCTOPMIO BaLLMX 3anpocoB B Cryx0Oy TeXHUYECKOW NOALEPKKU;

e MonyyaTb Konuto chaina Knova B criyvae, ecrnu cain kntoya 6bin yTepsH Unv yaanex.

OneKTpoHHbIN 3anpoc B Cnyx0y TeXHUYeCKOM noanepKku

Bbl MOXeTe oTnpaBuTb SNEKTPOHHLIN 3anpoc B Cnyx0y TexHUYeCcKon NoaaepXKM Ha PyCCKOM, aHMMMNCKOM, HEMELIKOM,
dpaHLy3CKOM UMM UCNAHCKOM A3bIKaXx.

B nonsix doopMbl 3NEKTPOHHOIO 3anpoca BaM HYXXHO yKasaTb Crieaylolume CBeAeHNs:
e TWN 3anpoca;
e  HassaHue v HOMep BEepCUM NPOrpammb;
e  TEKCT 3anpoca;
e  HOMep KNnveHTa 1 Naporb;
e  OMEKTPOHHbLIN agpec.

CneupanucT CnyxGbl TEXHWYECKOW MOAAEPXKKU HanpaBrsieT OTBeT Ha Ball Bonpoc Yepes noptan My Kaspersky u no
afpecy dNeKTPOHHOM NMoYTbl, KOTOPLIN Bbl YKa3anu B 3fIEKTPOHHOM 3anpoce.

AnekTpoHHbIN 3anpoc B BupycHyto naboparoputio
HekoTopble 3anpockl TpebyeTcst HanpaBnATe He B Cnyx0Oy TexHUYecKkon nogaepxky, a B BupycHyto nabopatopuio.

Bbl MoxeTe otnpaenate B BupycHyio nabopaToputo 3anpocbl Ha uccriegoBaHvue noao3putenbHblX dannos nnu seb-
pecypcoB. Bbl Takke mMoxeTe obpawiatbca Tyda B criydyasdx NoxHbix cpabatbiBaHui Kaspersky Internet Security Ha
dannel unu Beb-pecypchbl, KOTOPbIE Bbl HE CHMTaETe ONacHbIMMU.

Bbl Takke MOXeTe HanmpaBnsaTb 3anpocbl B BupycHylo naGopatoputo co cTpaHuubl € opMoOK  3arnpoca
(http://support.kaspersky.ru/virlab/helpdesk.html), He peructpupysicb Ha noptane My Kaspersky. Npn atom Bam He
TpebyeTcs ykasblBaTb KO akTUBaALMM MPOrpaMmbi.



https://my.kaspersky.ru/
https://my.kaspersky.com/ru/registration
http://support.kaspersky.ru/virlab/helpdesk.html

PYKOBOACTBO NONb30OBATENA

CBOP MHOOPMALUU ANnA Cny>XBbl TEXHUYECKOMU
NMOAAOEPXKM

[Mocne Toro kak Bbl NpoMHdopMUpyeTe cneumanuctoB CryxObl TEXHUYECKON NOAAEPXKN O BO3HUKLLEA npobrneme, OHK
MOryT nonpocuTb Bac chopMupoBaTb OTYET C MHAOPMaLmen 06 onepaumMoHHON cucteme 1 oTnpaBuTb ero B Cryxoby
TeXHUYECKOW noaaepxkn. Tawke cneumanucTsl CnyxObl TEXHUYECKOW NOAAEPXKKU MOMyT MONPOCUMTL Bac co3gate dhann
TpaccupoBku. ®ann TpaccUpoBKM NO3BOMSET OTCNEAMTb NPOLECC MOLIAroBOro BbIMOSIHEHUSI KOMaHA4 NporpaMmbl w
0oBHapyu1Tb, Ha kKakoM aTane paboTbl NpPorpamMmMbl BO3HUKaET oLumnbka.

B pesynbTaTe aHanu3a npucnaHHbIX BaMu AaHHbIX cneumannctbl CryxObl TEXHUYECKOW MOOAEPXKKM MOryT co3gaTth U
oTnpasnTb Bam ckpynT AVZ. BbinonHeHue ckpuntoB AVZ nossonseTt NpoBOAUTL aHanu3 3anylleHHbIX NpoLeccoB Ha
Hanuyve BPEAOHOCHOrO KOAa, NPOBEPSATb CUCTEMY Ha HanuuMe BpefoHOCHOro Koda, NeunTb / yaanaTe 3apaxeHHble
dannsl 1 cosgaBaTh OTYETHI O pedyrnbTaTax NPOBEPKM CUCTEMBI.

[ns 6onee achdeKTUBHOrO okasaHns NOAAEPKKM B Crly4ae BO3HUKHOBEHWS BOMPOCOB No paboTe nporpamMmmbl
cneumanucTbl Cnyxobl TEXHUYECKOW NOAAEPKKMA MOTYT MONPOCUTL Bac B OTNAA0YHbIX LIEMSIX HA BpeMSl MPOBEAEHNS
paboT No AnarHOCTUKE N3MEHWUTL NapameTpbl Nporpammel. [1ns aToro MoxeT NnoTpeboBaTbCs BbIMOMHEHUE CreayLLnX
OEeNCTBUN:

e AxTuBMpOBaThH PYHKUMOHANLHOCTL cbopa pacluMpeHHON AMarHOCTUYECKOW MHGOpMaLmK.

. BbinonHuTe Gonee TOHKYHO HaCTpOﬁKy pa6OTbI OTAEJIbHbIX KOMMOHEHTOB MNporpamMmmbl, HEOOCTYNHYO 4Yepes
cTaHAapTHble cpeacTBa Nofb30BaTeNnbCKOro nHTepdenca.

e /3MeHuTb NapameTpbl XpaHeHWs 1 OTNpaBku cOBMpaemMon AUarHoOCTUHECKOW MHdopMaLmK.
e HacTpouTb nepexeart 1 coxpaHeHue B dann ceTeBoro Tpaduka.

Bcsi Heobxoaumas Anst BLIMOSIHEHWS! NepedncCIieHHbIX AeicTBUIM MHdopMaumsa (onvMcaHve nocrnenoBaTelbHOCTU LLaroB,
M3MeHsIeMble MapaMeTpbl, KOHPUIypaLUMOHHbIE (alnbl, CKPUNTbI, AOMNONHUTENbHbIE BO3MOXHOCTM KOMaHOHOW CTPOKM,
oTnagoyHble MOoAynu, crneuvanuavpoBaHHble YTUNUTBI U T. A.), a Takke COCTaB coGUpaeMbliX B OTNAAOYHbIX Lensx
AdaHHbIX GyayT cooblieHbl Bam cneuwanucTamm CnyxBbl TexHudeckol nogaepxkn. CobpaHHas paclumpeHHas
AvarHocTuyeckas MHOpMaLMa CoXpaHAeTca Ha KOMMboTepe norb3oBaTens. ABToMaTMyeckas nepechinika CobpaHHbIX
AaHHbIX B «JlaBopaTopuio Kacnepckoro» He BbiNOMNHAETCS.

lMepeuncneHHble Bbile OENCTBUS OOSKHbI BbINMOMHATECA TOMBKO MOA4  PYKOBOACTBOM creumanuctoB  CryxObl
TEXHUYECKOW MOAAEPKKM MO MOMyYEHHbIM OT HUX UHCTPYKUMsIM. CamMoCTOsiTeNbHOE U3MeHeHue napameTpoB paboTbl
nporpaMmMbl cnocobamu, He onucaHHbiMM B PykoBoAcTBe aaMuMHUCTpaTopa WM B pEKOMeHOauusx CrneuuanvctoB
Cnyx0bl TEXHWYECKOW NOAAEPXKKM, MOXET NPMBECTVM K 3amenfieHnio n cbosm B paboTe OnepaumoHHOW CUCTEMBI,
CHWKEHMWIO YPOBHS 3allMUTbl KOMMbIOTEPA, @ TaKKe K HapyLUeHMI0 [OCTYMHOCTM W LenocTHocTn obpabaTtbiBaemon
MHpopmaLmun.

B 3TOM PA3ENE
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OBPAWEHUE B CNYXBY TEXHUYECKOW NOAAEPXKM

CO30AHME OTYETA O COCTOAAHUM ONEPALLUOHHOU CUCTEMbI

®»  UYmobkl cozdamb omyem o COCMosiHUU oriepayUoHHOU cucmemMbl, 8bINOSTHUME cnedyfowue Oelicmeusi:

1. OTkpoliTe rnaBHOE OKHO NpOrpammel.

2. o cchinke Moapepxka B HXKHEN YacTu OKHa OTKponTe okHO Moapepkka.

3. B oTkpbiBLIEMCS OKHE nepenguTe no ccbliike MOHUTOPUHT Npo6nem.
OT1kpoeTcs 0kHO MOHUTOPUHT NpoGnem.

4. B oTKpbIBLLIEMCS OKHE nepenauTe no cebinke CozaaTh oT4eT 06 onepauMoHHON cucTeme.

OT4eT O COCTOSIHMM onepaunMoHHON cucteMbl hopmupyeTca B cdopmatax HTML n XML n coxpaHsieTcs B apxvse
sysinfo.zip. Mo okoH4YaHUK n3BneyeHus nHopmauum o6 onepaLnoHHON CUCTEME Bbl MOXETE NPOCMOTPETb OTYET.

%  Ymobbl npocMmompems omyem, ebirnosiHume credyouwue delicmeus:
1. OTkponTe rmaBHOE OKHO NPOrpammel.
2. o ccobinke NMopaepxka B HUXKHEN YacTu OkHa oTkponTe okHo Mopaepikka.
3. B oTkpblBLIEMCS OKHE nepenauTe no ccblrike MOHUTOPUHT NpoGnem.
OTkpoeTcs OkHO MOHMUTOPUHT NpoGnem.
4. B oTkpbiBLLIEMCSH OKHE nepengnTe no ccoinke NMpocmoTpeTh oTyeT.
OTtkpoeTcs okHo MpoBoaHuka Microsoft Windows.

5. B OTKpbIBLUEMCSI OKHE OTKpOWTE apxvB sysinfo.zip, cogepxalumn cannbl oTyeTa.

OTNPABKA ®AUJIOB OAHHbIX

Mocne co3gaHusa haiinoB TPacCMPOBKM U OTYETA O COCTOSIHUM OMEPALMOHHOM CUCTEMbI UX HEOOXOAUMO OTNpaBUTb
cneunanuctam Cnyx0bl TexHUYeckon nopgaepxkn «Jlabopatopum Kacnepckoro».

YTtobbl 3arpy3uTb ¢annel Ha cepBep Criyx0Obl TEXHUYECKON NOAOEPXKKM, BaM NOHaAobuTcst Homep 3anpoca. ATOT HOMepP
pocTyneH Ha noptane My Kaspersky npy Hanmumm akTuBHoro 3anpoca.

®»  UYmob6bl 3a2py3ums ¢halinbl aHHbIX Ha cepeep Cryx6bi mexHuyeckol noddepxku, ebinonHume credyrouiue
delicmeusi:

1. OTkponTe rnaBHOE OKHO MpOorpammei.

2. o ccoinke MNopaepxka B HUXKHEN YacTu OKHa oTkponTe okHo Mopaepikka.

3. B oTkpblBLIEMCS OKHE nepenauTe no ccblrike MOHUTOPUHT NpoGnem.
OTkpoeTcs 0kKHO MOHUTOPUHT Npo6nem.

4. B OTKpbIBLUEMCSI OKHE MepengunTe no ccbinike OTnpaBUTL oT4eT B CNyX0y TeXHUYECKOWU NoAaePKKM.
OtkpoeTcsa okHo OTnpaBKa oT4yeTa.

5. YcraHoBuTe donaxki pagom ¢ TeMU AaHHbIMW, KOTOpPbIe Bbl XOTWUTE OTNPaBuTb B CrnyxOy TeXHUYECKON NoAAEpHKM.

6. HaxmuTe Ha kHonKky OTnpaBUTL OTYeT.

BbiGpaHHble dhaiinbl AaHHbIX ByayT ynakoBaHbl U OTNpaeneHbl Ha cepsep Cryx0Obl TeXHUYECKOM Noaaep kKKK,




PYKOBOACTBO NONb30OBATENA

Ecnu cBasatbes co Cnyx6on TexHu4eckon nogaepkku no Kakon-nubo npuymHe HEBO3MOXHO, Bbl MOXETE COXpaHWUTb
dannbl AaHHbIX Ha Ballem KOMMNbOTEPe 1 BNOCNeACTBUN OTNPaBuTb X ¢ nopTana My Kaspersky.

®  UYmobbl coxpaHumsb halinbl daHHbIX Ha AucKe, ebinosiHume ciedyroujue delicmeust:
1. OTkpoiiTe rmaBHOE OKHO MpOrpammei.
2. o ccoinke Mopaepxka B HUXKHEN YacTu OKHa OTkponTe okHO Mopaepikka.
3. B oTkpbIBLIEMCS OKHE nepenauTe no ccbirike MOHUTOPUHT NpoGnem.
4. OtkpoeTcs OkHO MOHUTOPUHT NpoGnem.
5. B oTKpbIBLUEMCSI OKHE NepenanTe no ccbinke OTNpaBUTbL oT4ET B CnykOy TeXHU4YeCKon noaaepxku.
OTkpoeTcs okHO OTnpaBKa oTyeTa.
6. BblbepuTe TUMbI AaHHBIX, KOTOPbIE Bbl XOTUTE OTNPaBNATh:

e  WHdopmauus o6 onepaumMoHHOW cuUcTeMe. YCTaHOBUTE ITOT (ONIAXOK, €Cnn Bbl XOTUTE OTMNpaBuUTb B
Cnyx6y TeXHUYECKOIN Noaaepkkv MHopMaLmio 06 onepaLnoHHON CUCTEME BaLLero KoMrblTepa.

e CobpaHHble AnA aHanusa AaHHble. YCTAHOBUTE 3TOT hNaxok, ecnu Bbl XOTUTE oTnpasButb B Cnyx0y
TEXHWYECKOW NOAAEPXKKN hainbl TpaccuMpoBkM nporpammbl. o ccbinke <konu4yecTtBo> annos>,
<06beM AaHHbIX> OTKponTe OKHO CoOpaHHble ANA aHanu3a AaHHble. YCTaHOBWTE DMaXkn HanpoTus
Tex pannos TPacCMpPOBKX, KOTOPbIE Bbl XOTUTE OTNPaBAATb.

7. TepewngunTe no ccoinke CoxpaHUTb OTYeT.

OTKpoeTCs OKHO ANt COXPaHeHUs apxvea.

8. 3apaiTe MMs apxuBa U NOATBEPAUTE COXpPaHeHMe.

CospgaHHbIV apxuB Bbl MOXeTe oTnpaBnTb B Cnyxby TexHnyeckon nogaepxkn yepes noptan My Kaspersky.

O COCTABE U XPAHEHUU ®AUJIOB TPACCUPOBOK

dannbl TPaCCMPOBOK XPaHATCA Ha BalleM KOMMNbHTEPE B TEeYEHWE BCEro BPEMEHW WUCMOSb30BaHWUS MpPOrpaMmbl U
6e3B03BpaTHO yoandawTca npu yoaneHun nporpamMmebl.

dannbl TpaccupoBok XpaHATcs B nanke ProgramData\Kaspersky Lab.

dannebl TpacCcMpOBOK MMELIOT crieayolne HasBaHUA: KAV<Homep BepCI/H/IidataXX XXt imeXX. XXipidXXX . ><TUIll
danna Tpaccupoeku>.log.encl.

Bce darinbl TpaccupoBok cogepxat cneaytoLime obLine gaHHbIe:
e Bpewms cobbitus.
e Homep notoka BbINOMHEHUS.
e  KOMMOHEHT nporpammel, B pesynbtaTte paboTbl KOTOPOro NPoM30LLI0 CobbITHE.
e CreneHb BaXHOCTM cObbITUS (MHOPMaLMOHHOE, NPpeaynpexaeHne, Kputnyeckoe, omnbka).

. OnucaHue cobblTUS BbINOMHEHUST KOMaHObl KOMMOHEHTa nporpaMmbl U pedynbTaTta BbINOJIHEHUA aToMN
KOMaHAbl.




OBPAWEHUE B CNYXBY TEXHUYECKOW NOAAEPXKM

CopepxaHue c¢hpannoB TpaccmpoBok SRV.log, GUl.log n ALL.log
B dpannsl Tpaccmposok SRV.log u GUl.log moxeT 3anuceiBatbca cnegytowas HpopmaLums:

. JInyHble AaHHble, B TOM 4Yucne (bammnvm, nMAa N OTYECTBO, €CJIN 3TU AaHHble ABMAKTCA YacCTblo NYyTU K (baﬁnaM
Ha NoKaribHOM KoMMnbloTEpEe.

e Vmsa nonb3oBaTens v Naposb, €CNVN OHW NepefaBanncb B OTKPLITOM Buae. 3T AaHHble MOryT 3anvcbiBaTbCs B
dannbl TPaCCMPOBOK NpU NPOBEPKe MHTEPHET-Tpaduka. Tpaduk 3anuckiBaeTcsa B dhanirbl TPACCMPOBOK TOMbKO
n3 trafmon2.ppl.

e VIMsA nonb3oBaTens v napofb, eCNU OHU CoAepXaTcA B 3aronioBkax npotokona HTTP.

e Wma yueTHOM 3anucu gnsa Bxoga B Microsoft Windows, ecnv umsa y4eTHOM 3anmncy SIBMSIETCS YacTbio MMEHU
canna.

. ALpec Ballen SneKTPOHHOW MOoYTbl Unun Be6-a,u,pec C MMeHeM Y4YeTHOW 3anucu W napofnem, ecnu OHKU
coaepixKaTtca B UMEHU OGHapy)KeHHOI'O obbekTa.

e Be6G-caiiTbl, KOTOpble Bbl MOCELLAETe, a TAKXe CCbINKM C 3TWX Beb-caiToB. OTU [AaHHble 3anucbiBalOTCS B
(halinbl TPACCMPOBOK, Koraa nporpamMmMa npoBepsieT Be6-canTbl.

e Agpec npokcu-cepBepa, WMMSA koMmnbikoTepa, nopT, IP-agpec, wumsa nonb3oBaTtens, wucnonb3dyemMoe npwu
aBTOpPMU3aLMN Ha MPOKCU-cepBepe. OTUM AaHHble 3anucbiBaloTCsl B palnbl TPAacCMPOBOK, €cnv nporpaMmma
ncnonb3yeT NPOKCU-cepBep.

e BHewHue IP-agpeca, ¢ koTopbiMK BbINO YCTAHOBMNEHO COEAMHEHME C BalLero KoMnsTepa.

e Tema coobLieHus, MaeHTMdUKATOpP, UMSA OTnNpaBuTeENs U agpec Beb-CTpaHuubl OTNpaBuTENs COOOLLEHUs B
coumanbHo ceTu. OTW [JaHHble 3anucbiBalTcs B aiifibl TPAaCCUPOBOK, €CMM  BKIOYEH KOMMOHEHT
PoguTenbckuii KOHTPOIb.

CopepxaHue channos TpaccupoBok HST.log, BL.log, Dumpwriter.log
dann TpaccupoBkn HST cogepxut MHOpMaLmio O BbINOMHEHUN 3a4a4M 0GHOBEHNsT ©6a3 1 NPorpaMMHbIX MOLYMEN.

dann TpaccupoBkn BL cogepXuT nHpopmaumio 0 CobbiTUsIX, BOSHUKAOLWNX BO BpeMsi paboTbl MporpaMmbl, a Takxe
AaHHble, HeobxoauMmble ANS yCTpaHeHWs Hermonagok B pabote nporpammbl. OTOT hann cospgaeTcs, ecnu nporpamma
3anyckaeTcs ¢ napameTpom avp.exe —bl.

dainn TpaccupoBku dumpwriterlog coaepxut crnyxeGHylo UHopMaumio, HeoGXoaMMYO AN YCTpaHeHWst Hemnomnapaok,
BO3HMKAIOLLMX MPY 3anucy Aamna namsitv nporpaMmbi.

CopepkaHue hannoB TPacCMPOBOK NMarMHOB NPOrpaMmmbl
daiinbl TPacCMPOBOK NarHOB NPOrpaMMbl COAEPXKaT CreayoLLy UHOPMaLWIO:

e VirtualKeyboard (VKB.log) cogepxut cnyxebHyto nHdopMaumio o pabote nnarvHa v AaHHble, Heobxoanmble
ANSA ycTpaHeHusa Henonagok B paboTe nnarnHa.

¢ Online Banking (OB.log) cogoepxuT cnyxebHyto nHdopmaumio o paboTe nnarvHa, B TOM YMcre UHpopmaumio o
coBbITUSIX NPOBEPKM BeO-CalToB U pesynbTaTax 3TOM NPOBEPKU, COeAMHEHUN C yaaneHHbimu IP-agpecamu n
napameTpax npokcu-cepsepa, dannbl cookie. Takke dann cogepxuTt faHHble, HeobxoanMble ANst yCTpaHeHWs
Henonagok B paboTte nnarvHa.

e ContentBlocker (CB.log) cogepxut cnyxebHyto nHcdopmauuto o pabote nnarvHa, B TOM Yynucne nHopmalmio o
cobbiTnsx npoBepkn Beb-agpecoB, pesynbTaTtax MPOBEPKU, COeAWHEHWM C yaaneHHsiMu IP-agpecamu,
napameTpax Npokcu-cepeepa. Takke dann cooepXvT AaHHble, HeobXxoAnMble ANS YCTPaHEHUs HeMonagok B
paboTe nnarvHa.




PYKOBOACTBO NONb30OBATENSA

Office Anti-Virus (OA.log) cogepxuT nHcopmaumio o nposepke gokymeHtoB Microsoft Office. Takxe aToT chann
MOXeT cofepxaTb WMHOPMaUUO O MOMHOM NyTWM K AOKYMEHTY unu agpecy Beb-canta, ¢ KOTOPOro 3ToT
OOKYMEHT ObIn 3arpy»eH.

davin TpaccuMpoBKM NnarvHa 3anycka 3ajadu nNpoBepkn u3 kKoHTekcTHoro mento (shellex.dll.log). Copepxut
MHGOPMaLMIO O BbINOMHEHUV 3afadn NPOBEPKU W AaHHble, HeoOXoaumble ANA YCTPaHEeHWs Henonagok B
paboTte nnarvHa.

®avinbl Tpaccuposku nnarvHa ansa Microsoft Outlook:

e mcouas.OUTLOOK.EXE. NnarnH AHTn-Cnama;

e mcou.OUTLOOK.EXE. NnarvH MNMoutoBoro AHTBMpYyca.

dannbl MOryT cogepatb 4acTy NOYTOBbLIX COOOLLEHMIA, B TOM YnCIe aapeca.

dann TpaccuMpoBkM nnarvHa Ans peructpaumn pacwwmpenuss Google Chrome (NativeMessagingHost.log)
COAEpPXUT cnyxebHyo nHdopmaumio o pabote nnaruHa.

BbINONMHEHUE CKPUNTA AVZ

He pekomeHayeTCcsi BHOCWUTb W3MEHEHUA B TEKCT CKpuMnTa, NPUCIaHHOro Bam cneuwanuctamun «JlabopaTtopum
Kacnepckoro». B cnyvyae Bo3HMKHOBEHUsI NpobremM B X04e BbIMOMHEHMS ckpunTa obpawanteck B Cnyx0y TexHu4Yeckom
NOAOEPXKKN.

%  Ymobhbi 8binonHUMb ckpunm AVZ, esinonHume cnedyroujue delicmeust:

1.

2.

OTKpoWiTe rmaBHOE OKHO NPOrpamMbl.

Mo cceinke Moapepkka B HUXKHEWN YacTn OKHa OTKpourTe okHO Mopaepxkka.
B oTkpbIBLIEMCS OKHE neperguTe no ccbinke MoOHUTOPUHI Npobnem.
OT1kpoeTcs 0kHO MOHUTOPUHT NpoGnem.

B oTkpbIBLLUEMCS OKHE NnepenauTe No ccbifike BbINOMHUTL CKpUNT.
OTkpoeTcs okHO BbinonHeHue ckpunTa.

CKOI'IVIpyI;ITe TEeKCT CKpunTa, NnoJly4eHHOro ot cneunarnuncTtoB CJ'Iy)K6bI TEXHUYECKOM NoaaepKKn, BCTaBbTE €ro B
none BBoAa B OTKPbIBLLEMCA OKHE N HAXMUTE HA KHOMKY BbInonHUTL.

SanyCTMTCﬂ BbIMOJIHEHNE CKpUnTa.

B cnyyae ycrneLlHOro BbINOMHeHMs ckpunTa paboTa macTepa 3aBepLUUTCs aBToMaTuyeckn. Ecnv Bo Bpems BbINoHeHWs!
CKpUnTa BO3HUKHET cOoii, MacTep BbiBEAET Ha 3KpaH COOTBETCTBYIOLLEE COOBLIEeHMe.




rMOCCAPUM

K
KASPERSKY SECURITY NETWORK (KSN)

WHdpacTpykTypa oHnaiH-cryx6 1 cepBMCOB, NpeaocTaBnstowas AoCTyn K oriepaTuBHo 6ase 3HaHui «JlabopaTopum
Kacnepckoro» o penytauun cannos, Beb-pecypcoB u nporpammHoro obecneyenus. Micnonb3oBaHue gaHHbix Kaspersky
Security Network obecnedvBaeT 6Gonee BbICOKYd CKOpPOCTb peakumu nporpamm «JlabopaTtopum Kacnepckoro» Ha
HeusBeCTHble Yrpo3bl, MoBbllaeT 3¢pdPeKTUBHOCTL paboTbl HEKOTOPLIX KOMMOHEHTOB 3alUWTbl, @ TaKXe CHMXaeT
BEPOSITHOCTb JTOXHbIX cpabaTbiBaHWUN.

A
AKTUBAUMUA NPOrPAMMBI

I'IepeBo,u, nporpamMmbl B ﬂOﬂHO(byHKLlMOHaﬂbeIVI pexumm. AKTMBaUuS BbINOMHAETCS NONb3oBaTeNEM BO BpemMa unu nocne
YCTaHOBKM NporpamMmebl. [ns aktneaumm nporpamMmmbl Nnosib3oBaTento HeobxoaMM Ko akTUBaLUN.

AHTUBUPYCHBIE BA3bl

Basbl gaHHbIX, KOTOpble coaepxaT uHpopmMaLmio 06 yrpo3ax komnbloTepHON 6e3onacHOCTN, N3BECTHLIX «JlabopaTopum
Kacnepckoro» Ha MOMEHT BbiNycka aHTMBMPYCHbIX 6a3. 3anucu B aHTUBMPYCHbIX Gasax No3BonsloT obHapyxmBaTb B
npoeepsemMbix 0b6beKkTax BPEAOHOCHBIN KoA. AHTMBMpYCHble 6Gasbl dopmupytoTcs cneunanuctammn «JlabopaTtopun
Kacnepckoro» n o6HOBRATCA Kaxabli Yac.

b
BA3A BPEAOHOCHbLIX BEE-AAPECOB

Cnvcok agpecoB Beb-pecypcoB, COAEPXKUMOE KOTOPbIX MOXeT ObiTb pacLeHeHo kak onacHoe. Cnvcok ccopmmpoBaH
cneuvanuctammn  «JlabopaTtopum Kacnepckoro», perynsipHo OOHOBMSieTCA W BXOOMT B MOCTaBKy Mporpammbl
«JTabopaTopuu Kacnepckoro».

BA3A ®ULWIUHIOBbLIX BEE-AOPECOB

Cnucok appecoB BeG-pecypcoB, KoTopble ofnpedeneHbl crneuuanuctamu  «Jlabopatopum Kacnepckoro» — kak
duwmHrossle. Basa perynsipHo 0GHOBRSIETCA 1 BXOAWT B MOCTaBKY NporpaMmbl «JlaGopaTtopun Kacnepckoro».

BNOKUPOBAHMUE OBBEKTA

3anpeT gocTyna Kk 06bekTy CO CTOPOHbI BHELIHWX nporpammM. 3aBroKMpOBaHHbIA OGbEKT He MOXET GbiTb MpoYnTaH,
BbIMOMHEH, U3MEHEH WUNW yAarneH.

BOHYCHBLIE BEANNbI

Bannebl, koTopble «Jlabopatopusi Kacnepckoro» npeaocTasnseT nofb3oBaTensM, y4acTBYOWMM B NnporpamMmme «3autu
Apyra». BoHycHble 6annbl NpefoCcTaBNSAOTCA MOMb30BaTENto, ECMM Nonb3oBaTeNb PasMecTUl CCbIMKy Ha nporpammy
«JlabopaTopun Kacnepckoro» B coumarnbHbIX CETAX UKW B NOYTOBOM COOBLLEHMN U MO 3TOW CChINKE ero ApYr 3arpyaurn
YCTAHOBOYHbIV NakeT NporpamMmmbl M akTMBMPOBAs NporpaMmy.

BOHYCHbBIW KO AKTUBAL UM

Kop aktueaumm Kaspersky Internet Security, koTopblit npefocTaBnsieTcs nonb3oBaTento B 06MeH Ha GoHyCHble Gannbl.

B
Bupryc

Mporpamma, koTopas 3apaxaeT Apyrie nporpaMmbl — 406aBNsSeT B HUX CBOW KoA, YTOObI NONMy4nTb yrpaBreHue npu
3anycke 3apaxeHHbIX (parnoB. JTO MNpOCToe onpeferieHVe [OaeT BO3MOXHOCTb BbIIBUTb OCHOBHOE [elcTBUe,
BbINOMHAEMOE BUPYCOM — 3apaxeHue.




PYKOBOACTBO NONb30OBATENA

BO3MOXHO 3APAXEHHbBIW OB BEKT

O6GbekT, KoA KOTOPOro COAEPXUT MOAMMULIMPOBAHHBIN Y4acTOK KOAa M3BECTHOW Nporpammbl, NPeAcTaBnsAoLLen yrposy,
uny obBbEKT, HAaNMOMMHAIOLWNIA Takyo MporpamMmmy no CBOEMy NOBEAEHUIO.

BO3MOXHbBIA CNNAM

CoobueHune, KOTOpOE Henb3s OAHO3HAYHO KnaccuduumpoBaTb Kak cham, HO KoTopoe obnagaet HEKOTOpPbIMU
Nnpu3HakamMuy cnama (HaanMep, HEKOTOpble BUAbl paCcCbISTOK U peKnaMHbIX COO6LLI,eHMl7I).

r
FMNEPBU3OP

[porpammHbIN KO, YyNpaBnsaoLWmii NpoLeccoM BUpTyanuaaumm.

FPYNNA NOBEPMUSA

Ipynna, B koTopyto Kaspersky Internet Security nomeliaet nporpammy Wiy NpoLecc B 3aBUCUMMOCTM OT Hanmuus
3MEeKTPOHHOW UMPOBOI MOANUCU MporpammMbl, penyTauum nporpamMmbl B KSN, goBepusi K UCTOMHUKY Mporpammbl U
noTeHUMansHoOM onacHOCTV AEWNCTBUI, KOTOPbIE BbIMOMHAET Nporpamma unu npouecc. Ha ocHoBaHWUKM NPUHaANEXHOCTM
nporpammbl Kk rpynne goeepusi Kaspersky Internet Security MoxeT HaknagbiBaTb OrpaHUYEHUs! Ha [LEeicTBUS 3TOM
nporpammbl B OrepaumoHHo cucteme.

B Kaspersky Internet Security ncnonbaytotca cnegytowme rpynnel gosepusi: [loBepeHHble, Cnabble orpaHuyeHus,
CvinbHble orpaHuyeHus, HegoBepeHHsbie.

a
JLOBEPEHHbLIA NMPOLECC

MporpaMmHbIA  Npouecc, ainoBble oOnepauuMn KOTOPOro He KOHTPONMPYHTCS nporpammoit  «JlaGopatopum
Kacnepckoro» B pexvme NoCTOSHHONW 3alwuTbl. [Mpy oGHapYKeHUM NMOA03PUTENBHON aKTUBHOCTM AOBEPEHHOIO npoLiecca
Kaspersky Internet Security ucknioyaeT 3TOT NpoLECC U3 CMCKa JOBEPEHHbIX U BrOKUpYeT ero AeicTBuS.

3
3ATrPY30OUYHbIN CEKTOP AAUCKA

3arpy304Hblii CEKTOP — 3TO OCOOLIN CEKTOP Ha XXECTKOM AUNCKE KOMMboTEPA, AUCKETE UMW APYrOM YCTPONCTBE XpaHEeHUs!
nHpopmauuun. CoaepxuTt ceegeHus o GannoBor CUCTEME AMCKA M MpOrpammy-3arpy3yvk, OTBEYAOLLYH 3a 3amnyck
onepaumMoHHOW CUCTEMBI.

CyuiecTByeT psaf BMPYCOB, NOpaXaloLmX 3arpy304Hble CEKTOpPbl AMCKOB, KOTOpble Tak U Ha3biBAOTCA — 3arpy3oyHble
Bupychl (boot-Bupychl). Mporpamma «JlabopaTtopun Kacrnepckoro» no3BonsieT NpoBepsiTb 3arpy3oyHble CEKTopbl Ha
NPUCYTCTBUE BUPYCOB 1 NIEUYUTb MX B CIly4Yae 3apakeHusl.

3AQ0AYA

®yHKUMK, BbINONHAEMble nporpammon «Jlabopatopum Kacnepckoro», peanv3oBaHbl B Buae 3agad, Hanpumep:
MocTosiHHana 3awmTa cavinos, MNMonHasa npoeepka komnbtoTepa, O6HoBNeHMe 6a3.

3APAXEHHbIA OBBEKT

OOBbeKT, y4acToK Ko4a KOTOPOro MOSIHOCTbIO COBMadaeT C y4aCcTKOM KOAa W3BECTHOW MporpamMmbl, NpeacTaBnsioLlen
yrpo3sy. CneunanucTbl «JlabopaTtopum Kacnepckoro» He pekoMeHAayT BaMm paboTaTtb C Takummn oObeKkTamu.

SAWMNIEHHBIN BPAY3EP

CneumnanbHbIi pexvm paboTbl 0bbiYHOro Beb-Opaysepa, npedHasHayYeHHbIi Ans UHAHCOBLIX onepaumii U NOKyMnokK B
uHTepHeTe. C nomouwblo 3awumieHHoro 6paysepa nporpamma sawuiaeT KoHdUaeHUManbHele AaHHble, KOTOpble Bbl
BBOAWTE Ha Beb-cantax 6aHKOB 1 mnaTexHbIX cucteMm (Hanpumep, Homepa 6aHKOBCKOW KapTbl, Naponuv Ana AocTtyna K
cepBMCaM MHTepHeT-0aHKMHra), a Takke npegoTBpallaeT Kpaxy nnaTtexHbiX CPeACTB Mpu MNPOBEAEHUU nnaTexewn
oHnanH. Mpu aTom B 06bIMHOM Bpay3epe, MCNONb30BaHHOM ANns obpalleHuns K Beb-canTy, oTobpaxaeTcs cooblieHne o
3anycke 3awuieHHoro 6paysepa.




KAPAHTUH

CneumnanbHoe XpaHunuiie, B KOToOpoe nporpamMmma nomMmellaeT pes3epBHble KON (baﬁnos, MN3MEHEHHbIX NN yaaneHHbIX
BO BpeMA JievyeHus. Konuun cbaﬁnos XpaHATCA B cheuynanibHOM cbopmaTe N He npeacTtaBnAaArT OnacHOCTU And
KOMMNblOoTEPA.

KNABUATYPHBIN NEPEXBATUYMUK

Mporpamma, npedHasHadYeHHast ANs CKPbITOW 3anucy MHGOpMauuM O KraBulLaX, HaXMMaeMbiX Monb3oBaTenieM BO
BpeMs paboTbl Ha kKoMMbloTepe. KnaBnaTypHble NepexsaTinku TakKe Has3blBaloT Kernorrepamu.

Koo AKTUBALUMUM

Kon, koTopbii Bbl momny4aete, npuobpeTas nuvueH3no Ha ucnonb3oBaHue Kaspersky Internet Security. 3T1oT KOA
H606XO,E|,I/IM Ana aktneBauumn nporpamMmmbl.

Kog aktueaumm npeacrtaensieT cobol nocnegosBaTenbHOCTb M3 ABaAUATV NaTUHCKMX BYKB M LUMAP, B hopmaTe XXXXX-
XXXXX=XXXXX-XXXXX.

KOMNOHEHTbI 3AWUTHI

Yactn Kaspersky Internet Security, npegHasHayeHHble AnA 3alWMTbl KOMMbIOTEPa OT OTAENbHbLIX TUMOB Yrpos
(Hanpumep, AHTM-Cnam, AHTU-®PUWKHF). Kaxgbll KOMMOHEHT 3aluTbl OTHOCWUTENbHO He3aBUMCUM OT  ApYruX
KOMMOHEHTOB 1 MOXeT BbITb OTKIOYEH UMW HACTPOEH OTAENMBHO.

n
JIOXXHOE CPABEATbIBAHME

Cutyauus, korga HesapaxeHHbl 0GbeKT onpeaenseTca nporpaMmon «flabopatopun Kacnepckoro» Kak 3apakeHHblit
n3-3a TOro, YTO €ro KoZ HarnoMmuHaeT Ko Bupyca.

M
MACKA ®AWNA

MpeacTtaBnenne nvenn danna obwmmm cumeonamu. OCHOBHbIMU CMMBOMAMW, UCMONMb3yeMbIMU B Mackax chawnos,
ansaTea * u ? (rge * — noboe umcno nbbix CUMBOMOB, a ? — MO0 0ANH CMMBON).

H
HEMW3BECTHbLIX BUPYC

HoBblii BUpYC, MHGOPMauMM O KOTOpoM HeT B 0asax. Kak npaBuno, HeW3BecTHble BUPYCbl OGHapyXMBaloTCA
nporpammoii B OOBbeKTax Mpu MOMOLLM 3IBPUCTMYECKOTO aHanmusaTopa. TakuMm oObekTam MpucBaMBaeTCsi CTaTyc
BO3MOXHO 3apaKeHHbIX.

HECOBMECTUMASA NPOrPAMMA

AHTUBMpYCHasd nporpaMma CTOPOHHEro npoussoauTensd unu nporpamma «Jlabopatopum Kacnepckoro», He
nogdepxueatoLlas ynpasneHue yepes Kaspersky Internet Security.

o

OBEHOBNEHMUE

Mpouenypa 3ameHbl / [o6aBneHus HOBbIX hainoB (6a3 wnM nporpamMMHbIX MoAyren), Mony4yaembiXx C CepBepoB
o6HoBneHun «Jlabopatopumn Kacnepckoro».

OBBEKTbI ABTO3AMNYCKA

Habop nporpamm, HeobGxoaumbix Onsi 3anycka U npaBUIbHOM paboTbl OMEPALMOHHOW CUCTEMbI M MPOrPaAMMHOro
obecneyveHuss Bawero komnbtoTepa. Kaxabli pa3 npu ctapTe oOnepauuMoHHas cucTema 3anyckaeT 3T OObekThbl.
CyLlecTBylOT BUPYCbI, CMNOCOOHbIE MopaxaTb MMEHHO OObLEKTHI aBTO3anycka, 4TO MOXEeT MPUBECTWU, Hanpumep, K
6roKMpoBaHMIO 3anycka onepaLnoHHON CUCTEMBI.




PYKOBOACTBO NONb30OBATENA

n
MAKET OBEHOBNEHUN

MakeT dhavnoB ana obHoBneHuss 6a3 u nporpamMmmHbix Mogynen. MNMporpamma «JlabopaTtopum Kacnepckoro» konupyet
nakeTbl OOHOBNEHWI C cepBepoB obHoBNeHW «JlabopaTtopum Kacnepckoro», 3aTemM aBTOMaTUYECKU yCTaHaBNUBAET U
NPUMEHSIET UX.

MAPAMETPbI 3A0AUYM

MapameTpbl paboTbl NPorpammMbl, creumduyHble AN KaX4oro Tuna 3agau.

MPOBEPKA TPAOUKA

[MpoBepka B pexume peanbHOro BpeMEHW C MCMoNb30BaHWEM MWHAOpMauuy Tekyllen (nocnegHen) Bepcum 6a3s
06bekToB, NepegaBaeMbIX N0 BceM npoTtokonam (Hanpumep, HTTP, FTP n npoyum).

MPOrPAMMHBIE MOAYNU

daiinbl, BXoAAWME B COCTaB YCTaHOBOYHOrO naketa nporpammbl «flaGopatopum Kacnepckoro» v oTBevatolime 3a
peanusauuio ero OCHOBHbIX 3aaad. Kaxgomy Tvny 3afad, peanuayemMblx nporpammoit (MocTosiHHas 3awuTa, MpoBepka
no TpebosaHuo, OGHOBMNEHNE), COOTBETCTBYET CBOV NPOrpaMMHbIi MOAYIb. 3anyckasi NPOBEpKy BalLero KoMMbTepa,
Bbl UHALMMpPYETE 3arnycK NporpamMMHOro Moayns 3Tol 3afayu.

MroTOKON

YeTko onpedeneHHbll U CTaH4apTU30BaHHbIN HaAbop NpaBwn, PerynvpyroliMx B3auMOAEWCTBME MexXay KIMEHTOM U
cepBepoM. K psily XOpOLLO N3BECTHbLIX MPOTOKOIOB U CBA3aHHbIX C HAMU cny6 oTHocATes: HTTP, FTP n NNTP.

MrPoounb NONb3OBATENSA

CBogHas uHpopmaums o6 yyacTum nonb3oBaTensi B nporpamme «3awut gpyra». B npodwune nonb3osatens
CoAepXKMTCA KonNM4ecTBO HabpaHHbIX UM BOHYCHbIX GanmnoBs, ccbinka Ha cTpaHuuy 3arpy3ku Kaspersky Internet Security,
a TakXe npeaocTtaBlieHHble NoJfib3oBaTento 6OHyCHbIe KoAbl akTuBauun.

P
PYTKuTt

Mporpamma nnu Habop nNporpamMm Ans CKPbITUS CNeaoB NPUCYTCTBUS 3MOYMbILLIIEHHMKA UM BPeAOHOCHOW NporpamMmel
B OnepauvoHHOWN CUCTEME.

B onepauunoHHbix cuctemax Windows noa pyTkKMTOM MPUHATO nogpasymeBaTb NporpaMmy, KOTopas BHeApseTcs B
OonepauMoHHYI0 CUCTeMy W MepexsaTblBaeT cucTeMHble @yHkumm (Windows API). lNepexsaTt u mogudukauus
HU3KoypoBHeBbIX API-pyHKUMIA, B nepByld oyepedb, MNO3BOMSET TakOW nporpaMme [[OCTaTOMHO KavyeCTBEHHO
MackMpoBaTb CBOe MPUCYTCTBME B OrepaunoHHon cucteme. Kpome Toro, Kak npasuio, pyTKUT MOXeT MacKkMpoBsaTb
NPUCYTCTBUE B OMNEPALMOHHON cucTeMe NoBbIX ONUCaHHbIX B €ro KOHMUIrypaumm npoLeccoB, KaTanoroB 1 ainrnos Ha
AVCKe, Krtoven B peectpe. MHOrme pyTkuTbl YCTaHaBNMBAIOT B ONEPaLMOHHYIO CUCTeMY CBOW ApanBepbl U CnyxObl (OHK
TaKkKe SBMSIOTCA «HEBUOUMBIMUY).

C

CEPBEPbl OBHOBNEHUN «JIABOPATOPUU KACNEPCKOIro»

HTTP-cepBepbl «JlabopaTopun Kacnepckoro», ¢ KoTopbix nporpamma «Jlabopatopun Kacnepckoro» nonyyaet
06HOBMNeHUs 6a3 n NporpaMMHbIX MOSYNEN.

CKPUNT

Hebonbluas komnbloTEpPHas nporpaMmMa UnuM HesaBMCUMMas YacTb NporpamMmbl (PYHKLUMS), Kak NpaBuo, HanMcaHHasn ans
BbINOSIHEHWSI KOHKpEeTHOW 3ajauvn. Hanbonee 4acto nMpuMMeEHsieTCs Mpu UCMOMb30BaHWM MporpaMM, BCTpPauBaeMmblX B
rMnepTekcT. CKpUNTbI 3anyckatTcs, Hanpumep, Koraa Bbl OTKpbIBAeTe HEKOTopble Be6-canThl.

Ecnu BkntoyeHa NOCTOsiHHAas 3aliuTa, Nporpamma OTCMEXUBAET 3anycK CKPUMTOB, NepexasaTtbliBaeT UX U NPoBEPSieT Ha
npucyTcTBUE BMPYCOB. B 3aBMCMMOCTY OT pe3ynbTaToB MPOBEPKM Bbl MOXETE 3anpeTuTb UMK pa3peLunTb BbINONHEHNE
ckpunTa.




cnam

HecaHKLlMOHI/IpOBaHHaﬂ MaccoBas pacchblfika 3J1EKTPOHHbIX coobLeHun, Yalle Bcero peKnamMHOro xapakrepa.

CPOK OENCTBUSA NMULEH3UMU

Mepvon BpemeHW, B Te4YeHWe KOTOPOro Bbl MOXETE Monb30BaTbCs (OYHKUMSIMU MPOrpamMmbl M AOMOSNHUTENbHBIMU
ycnyramu.

CTENEHDb YFrPO3bl

[NokaszaTtenb BEPOATHOCTU, C KOTOpOVI KOMMbOTEPHaAA nporpaMma MOXeT npeactaBnAaTb Yyrpody Ansa Ol'lepaLl,MOHHOﬁ
cuctembl. CteneHb Yrpo3bl BblHUCNAETCA C MOMOLLBIK 3BPUCTUYECKOro aHarn3a Ha OCHOBaHUN KputepueB ABYX TUMOB:

e  cTaTMyeckux (Hanpumep, nicpopmaums 06 ncnonHsaemMom arne nporpaMmmbl: pasmep daina, gata cosgaHus u
ToMy nogobHoe);

e  [OMHAMUYECKMX, KOTOpble MPUMEHSIOTCA BO BPEMS MOAENUPOBaHUs pPaboTbl NporpaMmbl B BUPTYyanbHOM
OKPY)XEHUU (aHann3 BbI30BOB NPOrpaMMOiN CUCTEMHbIX (DYHKLWN).

CTeneHb yrpo3bl NO3BONSAET BbISIBUTL MOBEAEHME, TUMMYHOE ANs BPEOAOHOCHBLIX NporpaMm. Yem Hibke cTeneHb yrposb,
Tem Gorblue AeiicTBUI B ONepaLMoHHON CUCTEME pa3peLleHo Nporpamme.

T

TEXHonoruma ICHECKER

TexHonorus, No3BonsioLasi yBenuYUTb CKOPOCTb aHTUBUPYCHOWM NPOBEPKU 3@ CHET UCKITHOYEHUSI TEX OOGBLEKTOB, KOTOPbIE
He GbinNy U3MeHeHbl C MOMEHTa NpeabiayLelt NPOBEPKU, NPW YCIOBUU, YTO NapameTpbl NpoBepku (6a3bl NporpaMmel 1
HacTPOMKK) He BbIn N3MeHeHbl. MHdopmaums 06 3ToM XpaHWUTCs B crneuuansHoi 6ase. TeXHOMNOrMs NPUMeHsIeTCs kak B
pex1me NOCTOSIHHOM 3aLUMThbI, TaK U B PEXUME NMPOBEPKU MO TpeboBaHuIo.

Hanpuwmep, y Bac ecTb thann apxusa, KoTopbiin 6611 npoBepeH nporpammont «Jflabopatopumn Kacnepckoro» un kotopomy
ObIN MPUCBOEH CTaTyC He 3apaxeH. B cnepywowuin pa3 a1oT apxuB OyAeT WUCKMOYEH M3 MPOBEPKM, €CNU OH He Obin
U3MEHEH N He MEHANWCb napameTpbl NpoBepku. Ecnu Bbl n3ameHunu coctas apxviea, A06aBMB B HEro HOBbIN OOBLEKT,
V3MEeHVNY napameTpbl NPoBepKn, 06HoBUNM 6a3bl Mporpammel, apxvs 6yaeT NnpoBepeH NOBTOPHO.

OrpaHunyeHus TexHonorun iChecker:

e TexHororusi He paboTaeT c ¢hannamu GOmnbLIMX pa3mMepoB, Tak kak B 3TOM Cllyyae MPOBEPUTL BECb (haiin
BbicTpee, YeM BbIYMCIIATL, BbiN M OH U3MEHEH C MOMEHTa nocreaHel NpoBepkKy;

L] TEXHOMOMSA NoAAEPXNBaAET OrpaHNYEHHOE YnMcno opmaTos.

TPACCUPOBKA

OTnago4vHoe BbINONHEHNE nporpamMmmbl, Npn KOTOPOM Mocsie BbINOJIHEHUA KaXkgom KomaHabl nponcxognT OCTaHOBKa U
0T06pa>KaeTcs'-| pe3ynbTaT 3TOro wara.

y
YNAKOBAHHbBIA ®AUN

dann apxusa, KOTOpbIN CoAepxuT B cebe nporpammy-pacnakoBLUMK M MHCTPYKLUWM OnepaumoHHOW cucteme Ansa ee
BbIMOMTHEHWS.

YPOBEHb BE3OMACHOCTH

Mop ypoBHeM 6e30nacHOCTV NOHMMAETCS NPeyCTaHOBIEHHbI HAGOP NapaMeTpoB paGoTbl KOMMOHEHTA NPOrPaMMBl.

YA3BUMOCTbDb

Hepoctatok B oOnepaumMoHHOM CUCTEME WNU Mporpamme, KOTOpbIA MOXeT OblTb MCNOnbL30BaH MNpPOM3BOAUTENAMMU
BPEAOHOCHOIO MporpaMmHoro obecneyeHnss AN MPOHUKHOBEHUS B OMEPaLMOHHYI0 CUCTEMY UMM nporpammy W
HapylleHns ee LenocTHocTW. Bbomnbluoe KonMMYecTBO YyA3BMMOCTEN B OMEpauMoHHOW cucTeMe genaet ee paboTy
HeHagexXHOoW, Tak Kak BHeApMBLUMECS B OMEpauMOHHYH CMCTEMY BUPYCbl MOTYT Bbi3biBaTb cbou B paboTte kak camoi
OMnepaLmoHHON CUCTEMbI, TaK U YCTaHOBMEHHbIX NPOrpamm.




PYKOBOACTBO NONb30OBATENA

(0]
OUWINHT

Bug WHTEepHeT-MOLleHHNYeCTBa, uenbto KOTOpOro ABnAeTCcA nonyveHune HenpaBoOMepHOro paocTtyna K
KOH(bVIJJ,eHLI,VIaJ'IbeIM [aHHbIM Nofb3oBaTenen.

(1]
LMoPOBAA NOANUCH

3awmndpoBaHHbIn  BrOK AaHHbIX, KOTOPbIN BXOAWT B COCTaB AOKyMeHTa wunu nporpammbl. Lindposas nopnuch
ncnonb3yeTcs ANs maeHTMduKkaumMm astopa AOKyMeHTa wiu nporpammbl. [na cosgaHus umdposon nognucu asTop
[OKYMEHTa Unu NporpaMmmMbl AOMMKEH UMETb LIMppoBON cepTudmKaT, KOTOpbIM NOATBEPXKAAET NIMYHOCTL aBTopa.

LlM(prBaﬂ noanncb No3BondeT NpoBepUTb NUCTOYHUK U LENMOCTHOCTb OaHHbIX, N 3alUTUTLCA OT Noaaernku.

9
9BPUCTUYECKUWN AHANU3ATOP

TexHonorusi oGHapyxeHunst yrpos, nHopmaumsa o KOTOpbIX elle He 3aHeceHa B 6asbl «Jlabopatopumn Kacnepckoro».
OBpPUCTUYECKUI aHanm3aTop No3sonseT obHapyxvBaTb 06bEKTLI, NOBeAEHNE KOTOPbIX B ONEePaLMOHHON CUCTEME MOXET
npeactaBnsAte yrpo3y 6e3onacHoctn. OObEKTbl, OOHapYyXeHHble C MOMOLLBI0 3IBPUCTMHECKOrO aHanv3aTopa,
NPU3HATCS BO3MOXHO 3apaxeHHbIMW. Hanpumep, BO3MOXHO 3apaXeHHbIM MOXeT OblTb Mpu3HaH OBBLEKT, KOTOpbIv
COOEePXUT NocneaoBaTenbHOCTU KOMaHA, CBOWCTBEHHbIE BPeAOHOCHLIM 06bekTam (OTkpbITUE dharna, 3anuce B dainn).




3A0 «JIABOPATOPUA KACIMNEPCKOIO»

«JlabopaTopus Kacnepckoro» — U3BECTHbIN B MUpEe NPON3BOAUTENb CUCTEM 3aLLUUTBI KOMMBIOTEPOB OT Yrpo3: BUPYCOB U
APYrMX BPe4OHOCHBIX MPOrpaMM, HexenaTtenbHOM NoyThl (Cnama), CETEBbIX U XaKepCKUX aTak.

B 2008 rogy «Jlabopatopus Kacnepckoro» BolNa B 4eTBEPKY BeAyLLMX MUPOBbLIX NNAEPOB PblHKA MPOrpamMMHbIX
peLueHunin ans obecnevyeHus MHOOPMaLUMOHHOM 6e30NacHOCTU AN KOHEYHbIX Nonb3oBaTtenei (penTuHr «IDC Worldwide
Endpoint Security Revenue by Vendory). Mo pesynbtatam ncenegosaHna KOMKOH TGI-Russia 2009, «Jlabopatopusa
Kacnepckoro» — camblii npeanoYnTaemblil Mpon3BoaUTENb CUCTEM 3aLLUThbl ANst JOMALLHMX Nonb3oBaTtene B Poccuu.

«JlabopaTopusi Kacnepckoro» ocHoBaHa B Poccum B 1997 rogy. CerogHsa «Jlabopatopuss Kacnepckoro» — 370
MeXayHapoAHasi rpynna KoMMnaHui C LeHTparnbHbIM oducom B MockBe U MATbH PErvMoHanbHbIMU OUBM3VOHAMM,
ynpaBnswwWmMMM OeATENbHOCTLI0 kKoMnaHum B Poccun, 3anagHo n BoctouHonm EBpone, Ha BrnivkHem BocToke, B
Adpuke, B CeBepHort n KOxHon Amepuke, B AnoHun, Kntae u apyrmx ctpaHax AsmaTcko-TuxookeaHckoro permoHa. B
KomnaHuu paboTaet 6onee 2000 kBanMpUUMPOBaHHbIX CNELNanncToB.

MPOAOYKTbI. Mpoayktsl «Jlabopatopuu Kacnepckoro» saluiiaoT Kak AOMaLUHUE KOMMbIOTEPLI, Tak U KOMMbIOTEPHbIE
CeTV opraHunsauui.

JInHeiika nepcoHanbHbIX NPOAYKTOB BKIIOYAET aHTUBMPYCHbIE NPOrpaMMbl AN HACTOMNbHbLIX KOMMBIOTEPOB U HOYTOYKOB,
ANSs NNaHLWETHbIX KOMMbIOTEPOB, CMapTGOHOB 1 APYrMX MOBUINbHBIX YCTPOMCTB.

KoMnaHus npegnaraeT nporpamMmMbl M CEPBUCHI AMNst 3aLuThbl paGoumx cTaHumMi, dainoBbix U BeG-CepBEPOB, MNOYTOBbLIX
LUSIO30B, CEeTEBbIX 3KpaHOB. Mcnonb3oBaHWe 9STUX peELUeHUd B COYETaHWM C LEHTpanv3oBaHHLIMU CpencTBamu
ynpaBrieHVsi NO3BOJISIET MOCTPOUTL U IKCMNyaTUpoBaTh 3PGEKTUBHYIO aBTOMaTU3UPOBaHHYIO 3alUUTy OpraHu3aummn oT
KOMMNbIOTEPHBIX  yrpo3. [MpoaykTbl  «JlaGopaTopum Kacnepckoro»  cepTUOUUMPOBaHbl  KPYMHLIMU  TECTOBbIMMU
nabopaTopusiMmM, COBMECTUMbI C NPOrpaMMHbIM oBecreyeHneM MHOTMX MOCTAaBLUMKOB MPOrpaMMHOro obecrnevyeHust u
ONTUMU3NPOBaHbI AN PaboTbl HA MHOTMX annapaTHbIX NnaTopMax.

BupycHble aHanutuku «JlabopaTtopum Kacnepckoro» paboTatoT KpyrnocyToqHo. Kaxabld AeHb OHM HaxogsiT COTHM
HOBbIX KOMMbIOTEPHbIX Yrpo3, CO34alT cpeacTBa UX OBHaPYKEHUS U NEeYeHUs 1 BKNYalT Ux B 6asbl, UCMONb3yeMble
nporpammamun «Jlabopatopuu Kacnepckoro». AHmusupycHasi 6a3a «Jlabopamopuu Kacriepckozo» 06Hosnsiemcsi
exeyacHo, 6aza AHmu-Criama — kaxoble 5 MuHym.

TEXHONOIMNWU. MHorne texHonorum, 6e3 KOTopbIX TPyAHO npeacTtaBuTb cebe COBPEMEHHBIN aHTMBMPYC, BnepBble
paspaboTaHbl MMeHHO «JlaGopaTopuen Kacnepckoro». He cnyyariHo nporpammHoe sigpo AHTuBMpyca Kacnepckoro
UCMOMNb3ylT B CBOMX MNPOAYKTax MHOrMe papyrme paspabotyvku nporpamm: cpeau Hux SafeNet (USA), Alt-N
Technologies (USA), Blue Coat Systems (USA), Check Point Software Technologies (Israel), Clearswift (UK),
CommuniGate Systems (USA), Openwave Messaging (Ireland), D-Link (Taiwan), M86 Security (USA), GFI Software
(Malta), IBM (USA), Juniper Networks (USA), LANDesk (USA), Microsoft (USA), Netasg+Arkoon (France), NETGEAR
(USA), Parallels (USA), SonicWALL (USA), WatchGuard Technologies (USA), ZyXEL Communications (Taiwan).
MHorvne n3 MHHOBaLUMOHHbIX TEXHOIOMMI KOMMNaHUN NOATBEPXKAEHbI MaTEeHTaMuU.

OOCTUXEHUA. 3a rogbl 6opbbbl ¢ kKOMMblOTEpHbBIMU yrpo3amu «JlaGopaTopusi Kacnepckoro» 3aBoeBana COTHM
Harpag. Hanpumep, B 2010 rogy AHTUBMPYC Kacnepckoro nomyyvn Heckornbko BbiCluMX Harpagd Advanced+ B TecTax,
NpoBeAEeHHbIX aBTOPUTETHON aBCTPUICKOM aHTuBUpycHon nabopatopuen AV-Comparatives. Ho rnaBHas Harpaga
«JlabopaTopumn Kacnepckoro» — 370 MpUBEPXEHHOCTb MNonb3oBaTenent no Bcemy Mupy. [poayKTel M TexHonorum
KoMnaHuu 3awuwaioT 6onee 300 MunnnoHoB nonb3oBaTtenen. KonnuecTso opraHnsauuii, ABMASIOLLNXCS ee KUeHTamu,
npesbiwaeT 200 Tbicay.

Be6-cant «J1labopatopun Kacnepckoro»: http://www.kaspersky.ru
BupycHas aHuuknoneams: http://www.securelist.com/ru/
BupycHas nabopaTopusi: newvirus@kaspersky.com (TofnbKo A58 OTNpaBKn BO3MOXHO

3apaXeHHbIX hannos B apxXMBNPOBaAHHOM BUAeE)

Beb6-cdopym «JlabopaTtopuu Kacnepckoroy: http://forum.kaspersky.com



http://www.kaspersky.ru/
http://www.securelist.com/ru/
mailto:newvirus@kaspersky.com
http://forum.kaspersky.com/

UHOOPMALIUA O CTOPOHHEM KOLE

MHdopmaumss o CTOpoHHEM kope cogepxutcs B cparnne legal_notices.txt, pacnonoxeHHOM B nanke YCTAHOBKU
nporpamMmmb!.




YBEOOMIJIEHUA O TOBAPHbLIX 3HAKAX

3apernctpmpoBaHHbIe TOBapHbIe 3HAKM U 3HAKM 0OCNyXMBaHMA ABMSIOTCA COOCTBEHHOCTBIO MX MpaBoobnagartenen.
Google, Google Chrome, YouTube — ToBapHble 3Haku Google, Inc.
ICQ — ToBapHbIN 3HaK 1 / nnu 3Hak obenyxmeanHua ICQ LLC.

Intel, Celeron, Atom un Pentium — ToBapHble 3Haku Intel Corporation, 3apeructpmpoBaHHble B CoeanHeHHbIx LUTaTax
AMepUKM U B APYIMX CTpaHax.

Bing, DirectX, Internet Explorer, Microsoft, Windows un Windows Vista — ToBapHble 3Haku Microsoft Corporation,
3apernctpupoBaHHble B CoeanHeHHbIx LLTaTtax AMepuku 1 B Apyrnx ctpaHax.

Mail.ru — 3aperMcTpupoBaHHbI TOBapHbIV 3HaK, npaBoobnagartenem kotoporo siensetcd OO0 «Mann.Py».
Mozilla n Firefox — ToBapHble 3Hakn Mozilla Foundation.
OpenGL — 3aperMcTpmMpoBaHHbI TOBapHbIN 3HakK SGI.

VMware — ToBapHbIi 3Hak VMware, Inc unu 3apernctpupoBaHHbii B CLUA vnv apyrux 1opucovKumMsax TOBapHbIA 3HaK
VMware, Inc.
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